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Oblivious algorithms are designed to protect sensitive information by preventing side-
channel attacks that exploit observable behavior such as memory access patterns. While
deterministic oblivious algorithms offer strong security guarantees, they often incur sig-
nificant performance overhead. Probabilistic oblivious algorithms mitigate this cost by
introducing randomness, but verifying their security becomes substantially more com-
plex. In this thesis, we develop a formal framework for systematically verifying the

security of probabilistic oblivious algorithms.

Our contributions are threefold. First, we design a novel program logic that combines
classical reasoning with probabilistic and independence-based reasoning. Built atop
Probabilistic Separation Logic (PSL), our logic supports uniform distributions, prob-
abilistic independence, and secret-dependent control flow, and we prove it sound in
Isabelle/HOL. Second, we introduce a transformation-based verification framework for
oblivious algorithms that use encryption, ensuring the correct use of encryption under
both statistical and computational security definitions. Our framework allows the in-
sertion of ghost code to record observable behavior while verifying that no unencrypted
secrets are leaked. Third, we apply our approach to verify four real-world case stud-
ies—Oblivious Sampling, the Melbourne Shuffle, Path ORAM, and the Path Oblivious
Heap—each posing unique verification challenges such as dynamic random choices, de-

layed leakage, and complex invariants.

To our knowledge, this is the first framework that enables formal verification of practical
probabilistic oblivious algorithms involving encryption, providing a sound and expressive

foundation for secure system design.
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Chapter 1

Introduction

Side-channel attacks allow attackers to infer sensitive information by eavesdropping on
a program’s execution, when the sensitive data are not directly observable (e.g. because
they are encrypted). For example, sensitive documents or secret images can be recon-
structed by only observing a program’s memory access pattern [Islam et al., 2012, Lee

et al., 2017, Liu et al., 2015a].

Many algorithms are charged with the protection of secrets in application contexts where
such attacks are realistic, for example, cloud computing [Sasy and Ohrimenko, 2019,
Zheng et al., 2017], secure processors [Fletcher et al., 2014, Maas et al., 2013] and

multiparty computation [Liu et al., 2015b].

The goal of an oblivious algorithm (e.g. path ORAM [Stefanov et al., 2018], Melbourne
shuffle [Ohrimenko et al., 2014]) is to hide its secrets from an attacker that can observe
memory accesses. Probabilistic oblivious algorithms aim to do so while achieving better
performance than deterministic oblivious algorithms. The various programming disci-
plines to defend against such attacks for deterministic algorithms [Molnar et al., 2006,
Almeida et al., 2016] often lead to poor performance: e.g. to hide the fact that an array
is accessed at a certain position, one may have to iterate over the entire array [Cauligi
et al., 2019]. Probabilistic oblivious algorithms avoid this inefficiency by performing
random choices at runtime to hide their secrets from attackers more efficiently. Un-
fortunately, probabilistic methods for achieving obliviousness are error prone and some
have been shown insecure, as a result requiring non-trivial fixes [Kushilevitz et al., 2012,

Goodrich and Mitzenmacher, 2011].
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demo(S, z) :
1 r <3 Uj1..100};
2 Sl(x +71) % 2] + enc(z);
3 S[1—(z+71) % 2] < enc(2 xx);

FIGURE 1.1: Demonstration Algorithm

Compared to deterministic programs, the correctness/incorrectness of probabilistic pro-
grams are harder to prove or discover. Generally we want to guarantee a probabilistic
program’s output has a certain distribution. However, it is hard to define an oracle
distinguishing the correct/incorrect output distributions especially when their differ-
ence (i.e. statistical distance) is small. Existing automatic testing tools (for example,

ObliCheck [Son et al., 2021]) can check obliviousness only for deterministic algorithms.

This thesis concentrates on formally verifying the security of probabilistic oblivious algo-
rithms in systematic ways. The contributions include a new program logic allowing the
verification of complicated and practical probabilistic oblivious algorithms, an automatic
transformation to verify that the use of encryption in those algorithms is correctly em-
ployed, and relevant case studies that apply these techniques to verify several practical

oblivious algorithms.

1.1 Probabilistic Independence

We present a synthetic and simple example to illustrate the structure of our approach,

aiming to facilitate understanding.

As shown in Fig. 1.1, our demonstration algorithm takes two inputs: an array S of length
2 and a secret integer x. Accesses to S are observable to attackers. The algorithm
first samples a random integer r uniformly from the range 1 to 100. It then writes
the encryption of the secret, enc(z), into S at index (x + r) mod 2. Since r is chosen
uniformly, the value (z + r) mod 2 equals 0 or 1 with equal probability (50%). Finally,

the algorithm writes the encryption of 2z, i.e. enc(2z), into the other position of S.

We can informally argue that this program is oblivious—that is, its observable memory
access pattern (reads and writes to the array S) does not leak information of the secret
input . This follows from the fact that (z 4+ 7) mod 2 is uniformly distributed over 0, 1

due to the uniform randomness of r. As a result, each index of S is equally likely to be
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demo_ghost(S, z) :
Trace < [|;
1 r <5 Uf1..100};
2 Sl(x+7) % 2] < enc(x);
Trace « Trace + (“Write”, (z + 1) % 2);
3 S —(x+71) % 2] + enc(2x*x);
Trace < Trace + (“Write”,1 — (z + 1) % 2);
{Trace has a fixed uniform distribution with different input}

FIGURE 1.2: Adding ghost codes to the algorithm in Fig. 1.1

written first, regardless of the value of x. Moreover, since the values written to S are

encrypted, the attacker cannot infer any information about x from the contents of S.

A more systematic approach is to introduce ghost code that records the observable
behavior of the program. We call the recorded observable behaviour the program’s trace
and then formally prove that the recorded trace is independent of the secret. This idea is
illustrated in Fig. 1.2. Specifically, the trace variable Trace captures the memory access
pattern observable to an attacker. The Probabilistic Separation Logic (PSL) [Barthe
et al., 2019] formalizes this methodology and provides tools to prove that Trace follows
a fixed uniform distribution, regardless of the secret input. For simplicity, PSL assumes
that the attacker cannot distinguish the encrypted data and thus does not record the

actual written values.

Although PSL works for this simple example, many oblivious algorithms have complex
semantics and invariants that are beyond the reach of PSL and some other previous
works [Barthe et al., 2019, Son et al., 2021, Ye and Delaware, 2022, Darais et al., 2019]
to reason about. For example, path ORAM [Stefanov et al., 2018] maintains an invariant
stating that virtual addresses are independent of each other and of the program’s memory
access patterns; whereas the oblivious sampling algorithm [Sasy and Ohrimenko, 2019]
contains secret- or random-variable-dependent random choices, conditional branches and

loops, whose details we introduce in Section 3.1.

To overcome the challenges about complex semantics and invariants, we propose the
reasoning strategy of combining classical and probabilistic (and independence) reasoning
over different parts of the program. Classical reasoning is mature and powerful but does
not work on probabilistic programs, while probabilistic and independence reasoning
is restrictive about the complex semantics (for example, hard to reason about loops

with random number of iterations). Most parts of the oblivious algorithm are not
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probabilistic and could be described by the classical reasoning, while some small but
important parts of them are probabilistic and need probabilistic independence reasoning.
By combining these two reasoning styles, we can make the reasoning more applicable.
We developed a new program logic, constructed by situating these ideas in the context
of the Probabilistic Separation Logic (PSL) [Barthe et al., 2019], whose details will be

introduced in Chapter 3.

1.2 Encryption in Oblivious Algorithms

As previously discussed, PSL and other prior works [Sasy and Ohrimenko, 2019, Stefanov
et al., 2018, Shi, 2019] simplify the treatment of encryption by assuming that the attacker

can observe only the memory access patterns, but not the actual data values.

While this assumption streamlines the verification of obliviousness, it implicitly presumes
that encryption is always correctly and consistently applied. As a result, programs
that inadvertently write unencrypted secrets to attacker-observable locations—such as
a flawed version of the algorithm in Fig. 1.1—may still be verified as oblivious under
this model. This is because the trace Trace used in the proof does not record plaintext

values, and thus fails to capture such violations of confidentiality.

To address this limitation, we develop a verification framework that can detect writes
of secret data while still allowing non-secret writes, without sacrificing simplicity. To
this end, our approach augments the trace recording mechanism to distinguish between
encrypted and unencrypted data. Specifically, whenever encrypted data is written, we
record a special constant symbol L in Trace to represent an indistinguishable ciphertext
from the attacker’s perspective. In contrast, unencrypted values are recorded verbatim.
Consequently, if a secret value is written without proper encryption, its actual content

will appear in Trace, violating the security condition and causing the verification to fail.

As an example, Fig. 1.3 illustrates the transformed version of the original program,
which serves as the new verification target in our framework. This transformation is

systematically defined and will be detailed in Chapter 4.

From a technical perspective, the main challenge arises from the fact that oblivious algo-

rithms often rely on CPA- or CCA-secure encryption schemes (see Section 2.3.3), whose
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demo_transformed(S, x) :
Trace < [|;
1 r <5 Uf1..100};
2 Sl(x +1r) % 2] « enc(zx);
Trace < Trace + (“Write”, (x +r) % 2, L);
3 S[1—(x+71) % 2] < enc(2x*x);
Trace < Trace + (“Write”,1 — (z + 1) % 2, 1);
{Trace has a fixed uniform distribution with different input}

FI1GUurE 1.3: Transformation of the algorithm in Fig. 1.1

security guarantees are weaker and more intricate than perfect probabilistic indepen-
dence. These guarantees are typically formalized through computational assumptions
and indistinguishability games, rather than through information-theoretic notions. As
a result, they complicate the overall security reasoning and significantly increase the

complexity of proving the soundness of the verification framework.

In Chapter 4, we introduce our new security definitions, formally define the automatic
transformation procedure, and present the corresponding soundness proofs. These re-
sults cover both statistical security guarantees (see Section 2.3.2 and Section 4.3) and

computational security guarantees (see Section 2.3.3 and Section 4.4).

1.3 Practical Oblivious Algorithm Verification

Finally, practical oblivious algorithms are often designed with significant ingenuity and
structural complexity. Understanding their correctness and verifying their security guar-
antees is typically non-trivial and time-consuming. To evaluate the applicability and ex-

pressiveness of our verification framework, we apply it to four representative algorithms:

e Oblivious Sampling [Sasy and Ohrimenko, 2019], which includes dynamic ran-
dom choices and secret-dependent loops, is verified using our logic’s capability to

reason about probabilistic independence and classical information in a single logic.

e The Melbourne Shuffle [Ohrimenko et al., 2014] is a randomised oblivious per-
mutation algorithm used as a building block in larger protocols. Although it has
deterministic memory access patterns, it incorporates randomization in its data
content. Our framework verifies both its access trace determinism and the correct

application of encryption.
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e Path ORAM |[Stefanov et al., 2018] is a foundational algorithm in oblivious
RAM constructions. It maintains invariants over a random position map and a
tree structure, which are critical to ensuring the uniformity and independence of
its access pattern. Our verification encodes and checks these invariants using the

assertion system and inference rules introduced in Chapter 3.

e Path Oblivious Heap [Shi, 2019] extends Path ORAM with heap operations
such as insert and delete. It presents a verification challenge due to its delayed in-
formation release, where secrets chosen in earlier operations only affect observable
behavior later in the execution. Our framework captures this delayed leakage by
maintaining invariants across sequential operations and verifying that all observ-

able access patterns remain uniformly distributed.

In each case, we rewrite the original algorithm into a structured form that complies with
our transformation requirements, then apply the program transformation (Chapter 4)

to instrument it with ghost code.

All case studies involve encryption, which is essential for protecting data. Our trans-
formation (Chapter 4) verifies encryption usage explicitly by inserting ghost code that
distinguishes encrypted from plaintext data. This allows us to formally verify that no

unencrypted secrets are leaked at observable locations.

We finally verify the transformed version using our program logic (Chapter 3) and estab-
lish its security guarantees—statistical or computational-—depending on the assumptions

about the encryption scheme.

These case studies are elaborated in Chapter 5, demonstrating the effectiveness of our

approach in reasoning about realistic, probabilistically oblivious programs.

1.4 Summary

To summarize, the previous three sections—Section 1.1, Section 1.2, and Section 1.3—each
corresponds to a research question that motivates one of the three main contributions

of this thesis. These questions, and their corresponding chapters, are as follows:
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e What is a suitable and systematic logic for verifying probabilistic obliv-
ious algorithms? This question is addressed in Chapter 3 through the develop-
ment of a formal logic that combines classical and probabilistic reasoning, specifi-

cally designed to capture probabilistic independence and obliviousness properties.

e How can we reason about encryption, which complicates the analysis
of probabilistic oblivious algorithms? This challenge is tackled in Chapter 4,
where we introduce a novel verification framework that systematically handles

encryption and its security implications.

e How can we verify practical and sophisticated oblivious algorithms, such
as Path ORAM [Stefanov et al., 2018]7 This is the focus of Chapter 5, in
which we apply our framework to real-world case studies and demonstrate its

practical effectiveness.



Chapter 2

Preliminaries and Background

In this chapter, we will first introduce classical Hoare Logic which was proposed by
Hoare [1969] in Section 2.1, which provides the foundational structure for all program
logics discussed in this thesis and whose details will be relevant to Chapter 3. Next,
we will present Probabilistic Separation Logic (PSL) as a preliminary for Chapter 3
in Section 2.2, followed by an introduction to encryption in oblivious algorithms as a
prerequisite for Chapter 4 in Section 2.3. Finally, in Section 2.4, we briefly review
additional related literature that, while not essential to our approach, provides useful

context and broader perspectives.

2.1 Classical Hoare Logic

Hoare Logic, introduced by Hoare [1969], is a formal system for reasoning about the
correctness of computer programs. It provides a structured method for specifying and
verifying program behavior through Hoare triples, which establish the relationship be-
tween preconditions, program statements, and postconditions. This logic forms the
foundation of many program verification frameworks and plays a crucial role in the

formal methods explored in this thesis.

In general, Hoare Logic and other program logics consist of the following components:

o Memory Model: A formal definition of all possible program states at a given point

in execution.
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e Programming Language: A set of commands that form programs, along with their
corresponding operational semantics, often described as a state transition relation.

Each command defines how a program state evolves into a new state.

o Assertion System: A collection of logical assertions that describe program states.

Given an assertion P and a state o, the state o either satisfies P or does not.

e Inference Rules: A set of formal rules governing the logical reasoning process.
These rules define how assertions propagate through program statements, enabling

the derivation of correctness proofs.

In the following subsections, we will introduce these components in sequence, providing

a detailed discussion of each.

2.1.1 Memory Model and Programming Language

The memory model of classical Hoare Logic is based on an abstract state machine, where

program execution is defined as a sequence of state transitions. Formally, let:

Var be the set of variable names.

Val be the set of values that variables can take.

e 0 : Var — Val be a specific state, represented as a mapping from wvariable names

to values.

Y. be the set of all possible program states (o).

A program is defined over a simple imperative language consisting of:

e ¢ is an expression that consists of arithmetic and logical operations over variables.
For example, a + b, where a,b € Var. Given a specific state o where a = 1 and
b = 2, the evaluation of a + b yields [a + b], = 1 + 2 = 3, assuming that integers

are a subset of Val.

e C is a command, encompassing statements such as assignments, sequencing, con-

ditionals, and loops. The semantics of these constructs are defined in Fig. 2.1. We
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denote the resulting state after executing a command C from an initial state s as

[C1(s).

[x :=e](s) = s[z — [e]s] (2.1)
[C1; Co](s) = [Ca]([C1](s)) 2.2

. ~ JICiI(s) if [e]s = true
[if e then C; else Cs](s) = {[[Cg]](s) othermise (2.3)
[while ¢ do C](s) = {[[while e do C([C](s)) iftEeﬂs = true 24

FIGURE 2.1: Semantics of Programming Language

The command 2.1 (Assign) updates the variable x by evaluating the expression e in the
current state. Formally, executing the command x := e in state s produces a new state
s’ where z is assigned the value of e evaluated by the state s, while all other variables

remain unchanged.

The command 2.2 (Sequential Composition) represents the sequential execution of two
commands. First, C is executed in state s, resulting in a new state s’, which is then

used to execute Cj.

The command 2.3 (If Statement) executes C if e evaluates to true, otherwise it executes
Cy. The command 2.4 (While Loop) repeatedly executes C' as long as e holds true. If e

evaluates to false, execution terminates and the state remains unchanged.

2.1.2 Assertion System and Inference Rules

The assertion system in Hoare Logic defines logical properties over program states.
Formally, an assertion is a predicate P that determines whether a given state satisfies a
specified condition. Given a state s, we write s = P to denote that s satisfies P, where
the semantics is formally defined in Fig. 2.2. Assertions are expressed using first-order
logic with equality, arithmetic, and logical operators to specify constraints on program
variables. The meanings of these symbols are classical and intuitive (e.g. ‘<’ means

‘smaller or equal to’ and ‘V’ means ‘or’).
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Assertion Type Semantics
Equality skEer=e iff [er]s = [ea]s
Inequality skEe #ey iff [er]s # [ea]s
Other Relations skEe<ey iff [er]s < [ez2]s
Negation sE-P iff sEP
Conjunction sEPANQ iff sEPandskE=Q
Disjunction sEPVQ iff sEPorskEQ
Implication sEP=Q iff sfFPorskEQ
Biconditional sEPeQ ff (sEP&sEQ)
Universal Quantification | s =Vz.P(x) iff Vo,s[z— v] = P(v)

Existential Quantification

s Jz.P(x) iff Fu,s[z— v] E P(v)

FI1GURE 2.2: Semantics of Assertions in Hoare Logic

Assignment Rule :

Sequential Composition Rule :

Conditional Rule :

While Loop Rule :

{P[z:=e]} x:=e {P} (2.5)
{P} C1;C2 {Q} '
{P/\ B} Cl {Q} {P/\ ﬁB} 02 {Q} (2 7)
{P} if B then C else (s {Q} '
{PAB} C{P}
(P} while B do C {P A B} (28)
PP=P {P}C{Q} Q=Q (2.9)

Consequence Rule :

{F} C{Q}

F1GURE 2.3: Hoare Logic Rules

At the core of Hoare Logic is the Hoare triple, which has the general form:

{P} S {Q}

where P (the precondition) specifies assumptions about the program state before execut-

ing statement S, and @ (the postcondition) describes the expected state after executing

S. A Hoare triple asserts that if the precondition P holds before executing S, then the

postcondition @ will hold afterward, assuming that S terminates.
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For example, the Hoare triple {x > 0} z := x + 1 {x > 1} states that if = is positive
before execution, then after incrementing x by 1, its value must be greater than 1. This

assertion is indeed valid assuming z is a mathematical integer (no overflow).

In Fig. 2.3, we introduce the rules of Hoare Logic for establishing valid triples system-

atically:

The Assignment Rule states that if P is a postcondition, then the Hoare triple remains
valid if we substitute all occurrences of x in P with the expression e. This rule reflects

the principle of weakest preconditions, ensuring that P holds after assigning e to x.

The Sequential Composition Rule allows reasoning about the correctness of two con-
secutive statements. This rule ensures that if C transforms P into an intermediate

assertion R, and Cs transforms R into @), then executing C; C5 establishes Q).

For conditional statements, correctness depends on evaluating the boolean guard B.
This states that if @@ holds after executing Cy when B is true and after executing Co

when B is false, then () holds after the conditional statement.

The While Loop Rule enables reasoning about loops using an invariant P. Here, P serves
as a loop invariant that holds before and after each iteration of C, ensuring correctness

after loop termination when B is false.

The Consequence Rule allows strengthening preconditions and weakening postcondi-
tions. This rule is essential for establishing correctness when the given precondition is

weaker than necessary or when the postcondition is stronger than required.

2.1.3 Summary and Relation to Our Work

Hoare Logic consists of two main components: the Memory Model and Programming
Language, which serve as assumptions abstracting program execution, and the Assertion
System and Inference Rules, which provide useful reasoning mechanisms. This structure
is also followed by various extensions of Hoare Logic, including Probabilistic Separation
Logic (PSL) proposed by Barthe et al. [2019], which will be introduced in Section 2.2,
our extension of PSL in Chapter 3, and other notable frameworks such as Separation

Logic by Reynolds [2002] and Relational Hoare Logic by Benton [2004].

The development of a program logic generally requires the following steps:
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e Defining the programming language semantics, including its memory model, to

formally describe program execution.

e Constructing an assertion system tailored to the memory model, allowing for ex-

pressive reasoning about memory states.
e Formulating a set of systematic and useful inference rules for proving Hoare triples.

e Establishing the soundness of these inference rules with respect to the program-
ming language semantics. In more complex settings, additional rules governing as-
sertion implication may be required, whose soundness must also be proved against
the memory model. However, traditional Hoare Logic does not include such asser-

tion rules, as it re-uses standard first-order logic.

Some program logics may deviate from this structure. For example, Relaxed Separation
Logic (RSL) proposed by Vafeiadis and Narayan [2013] has a very different memory
model, which is axiomatic rather than operational. However, such cases are out of the

scope of this thesis.

It is worth noting that Hoare Logic’s assertion system and inference rules extend nat-
urally to non-deterministic programs. For instance, in a setting where an assignment
command may assign a value non-deterministically from a given set, Hoare Logic remains

applicable [Apt, 1986]. This property will be particularly useful in Chapter 3.

2.2 Probabilistic Separation Logic

Probabilistic Separation Logic (PSL), introduced by Barthe et al. [2019], is a program
logic designed for reasoning about probabilistic programs using probabilistic indepen-
dence. In contrast to standard Hoare logic, where assertions are interpreted over indi-
vidual states, PSL assertions are, intuitively, interpreted over probability distributions of

states.

(3%}

It reinterprets the separation conjunction (‘x’) in a novel way, extending the ideas of
Separation Logic proposed by Reynolds [2002]. In PSL assertions, ‘P * ()’ signifies that
the distributions over which P and Q hold respectively are probabilistically independent.

PSL has been shown to allow elegant reasoning about simple probabilistic programs.
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For instance, the PSL triple - {U,[S]} b <= Ug {U,[S] * Up[S]} states that if initially
variable a follows a uniform distribution over the set S, and subsequently b is randomly
assigned from S, then in the final state both a and b independently follow uniform

distributions over S.

We might expect that probabilistic independence is highly valuable for verifying obliv-
ious algorithms. However, PSL cannot be directly applied to sophisticated oblivious
algorithms due to a range of limitations. To address this, we extend PSL in Chapter 3.
Readers may choose to skip the detailed definitions in this section and refer back to

them when reading Chapter 3.

In this section, we first introduce the preliminaries on probabilistic distributions in
Section 2.2.1, followed by the memory model and programming language of PSL in
Section 2.2.2. We then discuss the assertion system in Section 2.2.3 and inference rules

in Section 2.2.4 and conclude with a summary in Section 2.2.5.

2.2.1 Preliminary about Probabilistic Distributions

A probability distribution over a countable set A is a function p : A — [0, 1] where
Yaca p(a) = 1. We also write u(B) for Xpep p(b) where B can be any subset of A
and D(A) for the set of all distributions over A. For example, a unit distribution over a
single element a, unit(a), is defined by (Az. If a = x then 1 else 0). A uniform distribution
over a finite set S, Unifg, is (Az. If x € S then 1/|S| else 0), where |S| represents the

cardinality of S.

The support of a distribution u, supp(u), is the set of all elements with nonzero proba-
bility, {a € A | u(a) > 0}. In probabilistic programs, program states are represented as
distributions over memories. The support of a state thus corresponds to the set of all

possible memories.

Given a distribution p over A and a function f from elements of A to a distribution
over B, f: A — D(B), we define bind (i, f) = \b. 4ca p(a) - f(a)(b). This operation is
fundamental in defining the semantics of random selections and assignments to random

variables in probabilistic programs.

Given two distributions p4 and pp over the sets A and B, we define their product

distribution as pa ® up = Aa,b. pa(a) - pp(b). For a distribution p over A x B, we
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define the left marginal as 71 (u) = Aa. Xpep p(a,b) and the right marginal as mo(u) =
Ab. Yoea p(a,b). We say that parts A and B are independent in distribution p if and

only if pp = m1 (1) @ ma(p).

For a distribution p over a set A and a subset S C A with u(S) > 0, the conditional
distribution given S is defined as (u|S) = AE. % Given two distributions pq, uo
over the same set, and a weighting factor p € [0, 1], we define their probabilistic mixture
as f11 ®p p2 = (Az. p-p1(x) + (1 —p) - pa(x)). For edge cases, we define i &, po to be i
when p = 1 and puo when p = 0 even if the other distribution may be undefined. These

definitions are fundamental for the semantics of conditional statements in probabilistic

programs.

2.2.2 Memory Model and Programming Language

PSL distinguishes between deterministic and random program variables, expressions,
and even commands. Deterministic variables and expressions only have deterministic
values whereas random counterparts could be deterministic or random. As a result, it can
define specialized inference rules for deterministic and random components separately,

given that their reasoning principles differ.

Additionally, PSL prohibits loops with random conditions in its syntax to simplify the
semantics, albeit at the cost of introducing certain restrictions. However, this distinction

also increases the complexity of the programming language’s syntax.

PSL defines DV as any countable set of deterministic variables and RV as any countable

set of random variables, disjoint from DV.

Let Val be the countable set of values, DetM = DV — Val be the set of deterministic
memories, and RanM = RV — Val be the set of random variable memories. A
semantic configuration is a pair (o, u), where o € DetM represents a deterministic
memory and ¢ € D(RanM) is a probability distribution over random variable memories.

Configurations correspond to states in Hoare Logic.

As with program variables, PSL defines sets of deterministic and random expressions,
denoted DE and RE, respectively. The former cannot mention random variables. Simi-
lar to Hoare Logic, these expressions include standard arithmetic and logical operations

over variables.
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Definition 2.1 (Expressions). Expressions are either deterministic or random, defined
as follows, where the dots (...) below stands for productions for other binary operators
over deterministic and random expressions, respectively:
Deterministic expressions: DE 3 ¢4 ::= Val | DV | DE+DE | DEADE | ...
Random expressions: RE > e, :==Val | DE | RV | RE+RE | REARE | ...

Note that DE is a subset of RE so any deterministic expression is also a random ex-
pression. Given a deterministic memory o and a random variable memory m € supp(u),
where (o, pt) is a configuration, we write [e,](o, m) to denote the evaluation of the ex-
pression e,. This evaluation follows a standard procedure—substituting variables with

their values from o and m, and then computing the result.

Moreover, [e,](o, 1) denotes the probability distribution of the value of expression e,
with respect to memory o and distribution p. For instance, consider a state ¢ in which
a =1, and let u be a uniform distribution over two memories: one where x = 0Ay = 0,
and another where x = 1 Ay = 0. Evaluating the expression a + x + y under these

conditions, denoted as [a + x + y] (o, i), yields a uniform distribution over the set {1, 2}.

The evaluation of deterministic expressions ey returns a single value (i.e. a Val) depends

only on the deterministic memory o, so we often abbreviate it as [eq] (o).

Furthermore, PSL defines two sets of program commands for our language: C, the
complete set of commands, and RC, a subset of C, containing so-called “random”
commands, which cannot assign to deterministic variables. This restriction ensures
that deterministic variables only store deterministic values. The subscripts of the if
statement and while indicate whether the condition is deterministic or random, using

D for deterministic conditions and R for random conditions, respectively.

Finally, this definition imposes a restriction on commands that appear under random
conditions (i.e., in the bodies of random if statements or loops), ensuring that they do

not assign to deterministic variables.

Definition 2.2 (Programming Language of PSL).
RC > ¢ :=skip | RV < RE | RV < Ugrg| RC;RC | ifp DE then RC else RC
| if RE then RC else RC | whilep DE do RC | whilegz RE do RC

C>cu=skip| DV + DE | RV < RE | RV <3 Ugrg | C;C | ifp DE then C else C
| if RE then RC else RC | whilep DE do C | whileg RE do RC
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We write if p b then c to abbreviate if p b then c else skip and likewise for if g b then c.

The semantics of a command ¢ € C is denoted [c], which is a configuration transformer

of type (DetM x D(RanM)) — (DetM x D(RanM)) as defined in Fig. 2.4.

[skipl(, 1) = (0, 1) (2.10)

[za = ea](o, 1) = (o]zg = [ed]o], 1) (2.11)

[zr < e ] (o, 1) = (o, bind (g, m — unit(mz, — [e;](o,m)]))) (2.12)
[xy < Ug](o, 1) = (o, bind(p, m +— bind(Unif g, u +— unit(m[z, — u]))))

le; (o, 1) = [T([e] (o, 1)) (2.14)
[c](o,p) :[b]o # false
[](o, ) :[b]o = false

[ifr b then c else ¢'|(o, 1) = [c] (o, pu | [b]o # false) B (posttaise) [¢'1(0, 1 | [b]o = false)
(2.16)

[whilep b do c](o,u) = [c; -+ ;¢](o, p) (2.17)

[ifp b then c else | (o, ) = { (2.15)

FIGURE 2.4: Programming Language Semantics of PSL

The skip command (2.10) preserves the configuration unchanged. Deterministic as-
signment (2.11) updates the deterministic memory by giving the evaluated value of

expression ey4 to variable x4, similar to assignment in Hoare Logic.

Random assignment (2.12) updates the distribution of random memory using the bind
function. This operation transforms each memory in the support to the corresponding

updated random memory while preserving its probability.

Random choice (2.13) updates the distribution p using two bind functions. This op-
eration extends each memory in the support to a new distribution, corresponding to a

random choice over a uniform distribution on set S.

Sequential composition (2.14) and deterministic If statements (2.15) execute in the

standard way, similar to Hoare Logic.

A random If statement (2.16) combines the two branches based on the probability of

the condition being true or false, where the condition could be probabilistic.

A deterministic loop (2.17) is unfolded into a sequence of loop bodies since PSL assumes

that the program always terminates, ensuring that such an unfolding must exist.
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2.2.3 Assertion System

Given the probabilistic programming language, PSL requires an assertion system to
express probabilistic information. It introduces three important assertions that distin-
guish it from Hoare Logic: the uniform distribution of random expressions, the equality

of random expressions, and the separating conjunction for probabilistic independence.

However, formalizing the relationship between assertions and program states (configura-
tions) is nontrivial. To achieve this, PSL follows a standard structure known as bunched
implication (BI), proposed by O’Hearn and Pym [1999], and an instantiating method
called the Kripke resource monoid, introduced by Pym et al. [2004] and Galmiche et al.

[2005], both of which are commonly used in separation logics.

BI provides a structural foundation for the assertion system, indicating that assertions
include atomic assertions (p € AP where p is an atomic assertion and AP denotes
the set of all atomic assertion), as well as True (T), False (L), And (¢ A ), Or
(¢ V ¢), Implication (¢ — 1), Separating Conjunction (¢ * ¢), and Separating
Implication (¢ — 1)).

In this framework, atomic assertions are flexible and can be adapted to specific require-
ments, whereas the other assertions adhere to the standard structure of separation logic.
Specifically for PSL, atomic assertions capture probabilistic information, such as uniform
distributions, equality of random expressions, and standard relations on deterministic

expressions.

Definition 2.3 (Assertions). Assertions, ¢, 1 etc. are defined as:

o u=p|T| L [oAY|[dVY[doY|dx¢p |
where AP 5 p := Ug[RE] | RE ~ RE | DE = DE | DE<DE |- --

Leveraging the Kripke resource monoid, PSL introduces the following definitions to

model the separation and combination of configurations.

For any S C RV, the set of all corresponding memories is denoted as RanM(S) =
S — Val. Furthermore, for any probability distribution p € D(RanM(S)), the domain
of u, written as dom(u), is defined as S. This notion formalizes the concept of partial

configurations which are potentially seperated from a complete configuration.
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Given two disjoint sets S, S’ C RV and two distributions of memories over them, ug €
D(RanM(S)) and pg € D(RanM(S’)), PSL defines their product as follows: pg ®
s = (Am. ps(ps(m)) - ps (psr(m))), where m is a memory (of type RV — Val), and

ps(m) extracts the sub-map of m over S. If v ¢ S, then pg(m)(v) is undefined.

For a subset S” C S and a distribution p over S, PSL defines g ¢/ to yield its marginal
distribution over S": g g(1) = Am'. Xpcimppg (m)=m/y (M), Where pg(m) extracts
the sub-map of m over S’. For instance, if S = {z,y,2}, and S’ = {z}, and if p is
a distribution over S talking about these three random variables, then 7g g/(u) is the

marginal distribution of z. We sometimes omit S because it is always dom(u).

A partial binary operation, representing the combination of two separated configurations,
(cUd,p®@ ') :o0 =0 ondom(cg)Ndom(c’)

is defined as follows: (o, u)o (o, 1) = and dom(u) Ndom(y/) =0
undefined : otherwise

We write (mom') | to say (mom’) is defined (which happens if and only if the domains

of the m and m’ do not overlap).

A partial order, indicating that one configuration is a marginal distribution of another,

defined (0.1) C (1) i dom(c) C dom(o’) and o = ¢’ on dom(o)
is defined as: (o,u) C (o', p') 1

dom(u) - dom(:ul) and p = Wdom(u)(ﬂl)
Finally, let m = ¢ denote that the partial configuration m satisfies assertion ¢. The

assertion semantics is then defined as Fig. 2.5.

The first part defines the semantics of atomic assertions. A configuration (o, ) satisfies
Ugle,] if and only if all free variables in e, are within the domain of the configuration and
the value of e, follows a uniform distribution over S. In PSL, e, ~ e} denotes equality
for random variables, meaning that for every memory in the support of u, the value
of e, and e/ must be equal. The remaining semantics (some of which are omitted) for
deterministic expressions only consider deterministic memory and thus follow standard

conventions.

The second part defines the semantics of other structural assertions. The assertions
True (T), False (L), And (¢ A ¥), Or (¢ V ¢), Implication (¢ — 1) have their
intuitive meanings. A configuration m satisfies ¢ * ¢ if and only if m can be separated

into two configurations, m; and msg, such that their combination mj o mg C m, with
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(Gv M) ): US[er]
(o) b= er ~ €l

(0,11) I €a = ¢}
(0:1) | ea < €}

iff FV(e,) C dom(o) Udom(u) A
[er](o, ) assigns probability 1/|S| to each element of S
iff FV(e,) UFV(el) C dom(o) Udom(u) A
(vm € supp(p)- [es](0m) = [e,](,m))
it FV(ea) C dom(o) A [eq] () = [¢4](0)
iff FV(eq) C dom(o) A [eq](o) < [e] (o)

mET
mE L
mi= oAy
mi= oV
mi=¢ =
m=¢xy

m e ¢ i

always

never

iff m = ¢ and m =9

iff mE¢ormpEy

iff for all m C m’, m’ |= ¢ implies m’ |= 1

iff exist my1,ma. (myoms) ] and mjomo CEm
and my = ¢ and my E ¢

iff for all m’ = ¢, (mom’) | implies mom’ =1

FIGURE 2.5: Assertion Semantics of PSL

m; satisfying ¢ and my satisfying v. The final assertion is Separating Implication

(¢ — 1) and is defined but never used in PSL [Barthe et al., 2019].

2.2.4 Inference Rules

PSL introduces the concept of a triple in a manner that mirrors the intuition behind

the Hoare Logic triple presented in Section 2.1.

Definition 2.4 (PSL Triple). A PSL triple is written as - {¢} ¢ {¢}, where ¢ and
1 are assertions and c is a command. This triple is considered valid if and only if for
every configuration (o, ) that satisfies ¢, the final configuration [c](o, 1) produced by

the execution of ¢ satisfies .

The inference rules are introduced in Fig. 2.6, with relevant definitions provided in

Fig. 2.7. Additionally, we present key rules pertinent to our work in Chapter 3.

The Constant Rule (CONST) establishes that an assertion 7 remains valid after executing
c if all free variables in 7, denoted FV(n), are not modified. Here, MV(c) represents the

set of possibly modified variables.
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DASSIGN

SEQN
SKIP /
Sloleafaily raceat) Fobskip oy AR TlIc b

WEAK CONST

F{¢} c {v} Fo—¢ EFEy—y F{¢} c{y} FV(n))NMV(c)=0
F{¢'} e {¥'} F{oAn}c{vAn}

RAssN DConD

x, & FV(e,) F{oAb=true} c {¢p}

F{p Ab=false} ¢’ {1}
F{T} z < e {zp ~ e}

{9} ifp b then c else ¢ {¢}

RSAMP bloor F{pAb }c{o}
= true} ¢
F{T} 2, < Us {Uglz,]} - {¢} whilep b do ¢ {¢ A b = false}

RDCoND

F{oAb~true} c{v} F{pAb~false}  {¢} | ¢ — (b~ trueV b~ false)
F{¢} ifg b then c else ¢’ {¢}

RConND

F{p*b~true} c {p b~ true} F {pxb~false} ¢ {1 xb~ false} < €SP
F{¢*D(b)} ifg b then c else ¢ {1 xD(b)}

ConyJ
TRUE

CASE
C TV e {T) F{¢1} e {n}  F{d2} c {2} F{¢1} e {n}  F{d2} c {2}
F{1 A g2} ¢ {1 Ao} {1V g2} ¢ {1 V o}
RCASE
F{pxb~true} c {tp*xb~true} F {Ppxbn~false} c {tp*xb~ false} 1 € SP
F{¢«D(®)} ¢ {¢+D(b)}
FrRAME
F{¢} c{y} FV(m)NMV(c)=0 FV()) STURV(c)UWV(c) | ¢ — D(TURV(c))
F{oxn} c{¢=n}

FIGURE 2.6: Inference Rules of PSL
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RV(z, < e;) =FV(e;), RV(z, <5 Ug) =0, RV(whilep bdo c)=RV(c)
RV(c;c) = RV(c) U (RV(c') —WV(c)), RV(ifp b then c else ¢') = RV(c) URV(c)

RV(ifg b then c else ) = RV(c) URV(c¢') UFV(b)

WV(z, « e;) = {z,} — FV(e,), WV(x, < Ug) = {z,}, WV(whilep bdoc)=10
WV(c; ') = WV (e) U (WV() —RV(c)), WV(ifp b then c else ) = WV(c) "WV(c)

WV (if g b then c else ¢/) = (WV(c) N WV(c)) — FV(b)

MV(z, < e;) ={z,}, MV(z, 5 Ug) = {2}, MV(whilep b do ¢) = MV(c)
MV(c;c') = MV(c) UMV(c'), MV(ifp b then c else ¢’) = MV(c) UMV(¢)

MV (if g b then c else ') = MV(c) UMV()
FIGURE 2.7: Auxiliary Functions

The Frame Rule is familiar from separation logics and allows adding irrelevant and
independent information to both the precondition and postcondition. However, in PSL,
it is subject to several side conditions. Specifically, WV(c) denotes all variables that
must be written by ¢ before potentially being read, while RV(c) represents the set of
variables that ¢ may read from. By definition, WV(c) is a subset of MV(c).

The side conditions of the Frame Rule ensure that:

e No variable in the frame 7 is modified, similar to the Constant Rule.

e 7 is initially independent of all read variables, implying its independence from all
variables in ¢ as well as all written variables, which depend only on read variables

and are thus initially independent of the framing condition.

The Random Sampling rule (RSAMP) ensures that after making a random choice over
a uniform distribution on a static set S, the resulting distribution remains uniform—an
intuitive property. Typically, this rule is used in conjunction with the Frame rule to

incorporate additional information into the precondition and postcondition.

The Random Condition rule (RCoOND) follows the classical form but introduces two ad-

ditional side conditions. First, the distribution of the if condition b must be independent
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of the precondition ¢; otherwise, combining ¢ with b ~ true may lead to contradictions,
for example, when ¢ = Uyre false[b]. Second, the postcondition must be supported, de-
noted ¢ € SP, ensuring that the composition of the two configurations resulting from

the two if branches still satisfies 1.

However, we discovered during our work that [Barthe et al., 2019]’s definition of sup-
ported contains certain oversights. We will introduce a corrected version and discuss

these oversights in detail in Section 3.6.

All deterministic rules (prefixed with “D”), including the Skip rule, True rule, Sequence
rule, Conjunction rule, and Case rule, are standard and have direct counterparts in Hoare
Logic. The RCASE rule is a generalization of the RCOND rule, while the RDCOND rule

handles the special case where a random variable stores a deterministic value.

2.2.5 Summary and Relation to Our Work

PSL mirrors the structure of Hoare Logic but introduces additional complexity by incor-
porating random sampling, allowing reasoning about probabilistic programs. To capture
the memory state (or configurations) of a probabilistic programming language, PSL de-
velops its own assertion system. For simplicity, PSL does not use a complete assertion
system, which means some configuration (e.g. non-uniform distribution) cannot be pre-
cisely described by PSL assertions. This simplification arises from the extensive detail
inherent in probabilistic distributions, as PSL is designed to focus primarily on prob-
abilistic independence. Consequently, identifying key features and crafting a suitable
assertion system for them is a crucial step in developing program logic for complex

programming languages.

As a separation logic, PSL includes a Frame Rule that enables local reasoning about
programs. This means that assertions describe only specific parts of a configuration,
and these parts can be composed when their domains do not overlap. To ensure the
soundness of the Frame Rule, certain properties, such as monotonicity, are essential in
the assertion system. Designing an assertion system that meets these requirements is
non-trivial, making existing structures like BI [O’Hearn and Pym, 1999] and Kripke

resource models [Galmiche et al., 2005] particularly useful.
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As discussed in Section 2.2.4, certain PSL rules (e.g. RCOND and RSAMP) impose
restrictions that limit their applicability to the verification of complex algorithms, such
as the path ORAM scheme proposed by Stefanov et al. [2018]. To overcome these
limitations, we will propose a novel reasoning strategy and integrate it with PSL to
relax some of these restrictions in Chapter 3. Furthermore, we illustrate the practical

usefulness of our approach by verifying the security of path ORAM in Chapter 5.

2.3 Encryption in Oblivious Algorithms

Oblivious algorithms often employ encryption to conceal secrets; however, practical
encryption schemes do not yield uniformly distributed ciphertexts, which complicates

the verification of such algorithms. We address this challenge in Chapter 4.

In this section, we present three levels of encryption guarantees—perfect security, statis-
tical security, and computational security in the following three subsection respectively.
Readers may choose to skip these subsections and return to them as needed when reading

Chapter 4. We summarize them and introduce their relation to our work in Section 2.3.4.

2.3.1 Perfect Security

Perfect security, also known as information-theoretic security, is originally introduced
by Shannon [1949] and discussed in standard cryptography textbooks [Katz and Lindell,
2014]. It represents the strongest form of confidentiality, ensuring that the ciphertext
reveals no information about the plaintext, even to adversaries with unlimited compu-

tational power.

Definition 2.5 (Perfect Secrecy [Katz and Lindell, 2014, Section 2.1]). An encryption
scheme (Gen, Enc, Dec) over message space M, key space K, and ciphertext space C

satisfies perfect secrecy if for every message mg, m; € M and every ciphertext ¢ € C,
P[Enck(mo) = ¢] = P[Encg(m1) = ¢,

where the probabilities P[] are over choice of the key K by Gen and any randomness of

Enc.
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In this thesis, we often write enc(m) to denote Encg(m) as defined above, viewed as
a distribution over ciphertexts induced by the random choice of the key K and any

internal randomness used by Enc.

This definition implies that observing the ciphertext does not help distinguish between

different plaintexts, as the ciphertext distribution is the same for every possible message.

Example: The One-Time Pad. A classical example of a perfectly secret encryption

scheme is the one-time pad. Let M = K = C = {0,1}", and define the scheme as follows:

e Gen(): return a key k <— {0,1}" uniformly at random.
e Ency(m): return c =m @ k.

e Decy(c): return m = c @ k.

Assuming a truly random key used only once, the ciphertext is uniformly distributed

and independent of the plaintext, thus satisfying perfect secrecy.

PSL can express the security of the one-time pad using the triple

F{D(m)} k <=g Ugo1yn; ¢ =m xor k; {D(m) x Uyq 13n[c|}

which states that for any distribution over messages m, the resulting ciphertext c is
uniformly distributed over {0,1}" , where n denotes the length of m. Moreover, ¢ is
probabilistic independent of m. Nevertheless, PSL captures only this specific instance
of a perfectly secret encryption scheme. Reasoning about broader classes of encryption

schemes will be discussed in the context of oblivious algorithms in Chapter 4.

Limitations. While theoretically appealing, perfect secrecy requires the key to be as
long as the message, chosen uniformly at random, and used only once. These stringent
constraints make such schemes impractical for general-purpose use. In the following
subsections, we introduce weaker—but more practical—security notions that relax these

requirements while still providing meaningful confidentiality guarantees.
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2.3.2 Statistical Security

Statistical security, also known as information-theoretic security with bounded leakage,
relaxes the strict requirements of perfect secrecy by allowing a small but quantifiable
amount of information to leak from the ciphertext. The leakage is measured using the

statistical distance between the ciphertext distributions of different messages.

Definition 2.6 (Statistical Distance). Given two distributions Dy and D; over a finite

set X, their statistical distance is defined as

1
A(Dy, D) = 5 > [P[Dy=z] - P[Dy = a]|.
zeX
Definition 2.7 (Statistical Secrecy for Encryption [Vadhan, 2013, Definition 9]). An
encryption scheme (Gen, Enc, Dec) over message space M, key space K, and ciphertext
space C is said to be e-statistically secure if for all mg, m; € M, the statistical distance

between the ciphertext distributions satisfies
A(enc(myg),enc(my)) < e,

where enc(m) denotes the distribution of Encg(m) over the randomness of K < Gen()
and any internal randomness of Enc, and A(+,-) denotes the statistical distance between

distributions.

Intuitively, e-statistical security ensures that an adversary cannot distinguish between
the encryptions of any two messages with advantage greater than e, regardless of their
computational power. When € = 0, the scheme satisfies perfect secrecy. As ¢ increases,

the ciphertexts of different messages become more distinguishable.
Generally, we requires the ¢ to be a negligible function of a predefined security parameter.

Definition 2.8 (Negligible Function). A function € : N — Rxq is called negligible,
denoted negl(-), if for every positive polynomial poly(-), there exists an integer N such

that for all A > N,
1

poly(A)’

In other words, £(\) vanishes faster than the inverse of any polynomial in A as A — oo.

e(N) <
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If an encryption scheme is £(\)-statistically secure where ¢ is negligible, then the cipher-
texts corresponding to any two messages are indistinguishable to any adversary, even
with unbounded computational power, except with negligible advantage. This provides

a strong, albeit slightly weaker, alternative to perfect secrecy.

Practical Considerations. Statistical security allows for shorter keys than perfect
secrecy while still providing strong guarantees. For example, one can design schemes
where the key is logarithmic in the message length, at the cost of allowing a small

distinguishing advantage.

However, most modern cryptographic protocols adopt a weaker, yet widely accepted,
notion of secrecy—computational security—in exchange for improved efficiency and flex-
ibility, such as using keys of constant length. This notion assumes that adversaries are
bounded by computational resources and defines security in terms of their inability to
distinguish ciphertexts within feasible time bounds. We elaborate on this notion in the

following subsection.

2.3.3 Computational Security

Computational security is the weakest among the three secrecy notions discussed in this

chapter, yet it is the most practical and widely adopted in modern cryptography.

It relaxes the requirements of statistical secrecy by only protecting against adversaries
that are computationally bounded—typically modeled as probabilistic polynomial-time
(PPT) algorithms. The central idea is that while ciphertexts may, in principle, leak
information about the plaintext, this information cannot be feasibly extracted by any

efficient algorithm.

A foundational formalization of computational secrecy is indistinguishability under chosen-
plaintext attacks (IND-CPA) [Goldwasser and Micali, 1984], where an adversary at-
tempts to distinguish between the encryptions of two chosen plaintexts without access

to a decryption oracle.

A strong and widely accepted formalization of computational secrecy is indistinguisha-

bility under chosen-ciphertext attacks (IND-CCA) [Bellare et al., 1998]. It strengthens
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the notion of IND-CPA by allowing the adversary to access a decryption oracle, mod-
eling scenarios where attackers may obtain decryptions of arbitrary ciphertexts (except

the challenge) as part of their strategy.

Here we only introduce the definition of IND-CCA because this thesis will work on
IND-CCA and it implies IND-CPA.

Definition 2.9 (IND-CCA Game for Multiple Messages [Katz and Lindell, 2014, Sec-
tion 3.7]). Given a PPT adversary A, an encryption oracle enc(), a decryption oracle

dec(), the CCA indistinguishability game for multiple messages is defined as:

for j € {1,...,m1}, where m; is in poly(k):

A picks an input for enc() or dec() and then get the result.
A outputs two sequences of messages My and M; of the same length [ which is in poly(k).

A uniform bit b € {0, 1} is chosen, then enc() is called on each message of sequence Mj,.

The results (ciphertexts) are stored in C' and given to A.

for j € {1,...,m1}, where m; is in poly(k):
A picks an input for enc() or dec() and then get the result,
but A cannot pick any ciphertexts in C' for dec().

Eventually, A outputs a bit ¥'. A wins the game if and only if ¥/ = b.

The adversary’s goal is to determine which of two chosen messages was encrypted, even
when allowed to query a decryption oracle on arbitrary ciphertexts, excluding the chal-
lenge (ciphertext). IND-CCA security ensures that no efficient adversary can distinguish

the ciphertexts with non-negligible advantage, even under such powerful attacks.

Definition 2.10 (IND-CCA Security). Let (Gen, Enc,Dec) be an encryption scheme.
We write enc(-) and dec(-) to denote the encryption and decryption oracles, respectively,
which internally run Enc and Dec using a fixed secret key K sampled at random from
Gen(11). We say (Gen, Enc, Dec) is IND-CCA secure for multiple messages if for all PPT
adversaries A, the advantage of A in the IND-CCA game for multiple messages using

enc(-) and dec(+) is negligible in the security parameter \:

1
‘}P’ [V =b] — 2’ < g(\), where € is a negligible function.
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IND-CCA security is considered the gold standard for encryption in oblivious algo-
rithms. Practical IND-CCA-secure schemes include authenticated encryption construc-
tions such as Encrypt-then-MAC [Bellare and Namprempre, 2000] and AES-GCM [McGrew
and Viega, 2007].

2.3.4 Summary and Relation to Our Work

In this section, we introduced three encryption standards. Among them, computational
security is the most commonly used in practice. However, it is also the most challenging
to formally reason about. This difficulty arises from its game-based definition (Definition
2.9), which lacks a precise specification for the distribution of ciphertexts. Instead, it
defines security through a complex, interactive game that depends on the adversary’s

computational power.

As a result, many works opt to sidestep the associated proofs. For instance, several
oblivious algorithms [Sasy and Ohrimenko, 2019, Stefanov et al., 2018, Shi, 2019] and
verification frameworks [Son et al., 2021] assume that an attacker can observe only the
memory access patterns, but not the actual data values. This assumption significantly
simplifies formal verification. Such a simplification is often justified: if the data is
encrypted, then in practice, an adversary cannot extract meaningful information from

it—rendering it effectively equivalent to unobserved data.

However, this approach implicitly assumes that encryption is always correctly applied.
If a buggy program omits encryption in certain cases, the verification may still succeed

under this model, as the plaintext remains unobservable to the attacker by assumption.

To address this gap, we propose a formal verification approach that explicitly checks
for the correct application of encryption within oblivious algorithms, as developed in
Chapter 4. Our method introduces two precise security definitions—based on either
computational or statistical secrecy—and provides a verification framework to establish
when an oblivious algorithm satisfies this definition. This, in turn, ensures that encryp-

tion is correctly and consistently used to uphold the intended security guarantees.
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2.4 Related Works

In the preceding sections, we presented several foundational works in detail, which are
essential for understanding the main contributions of Chapters 3, 4, and 5. This section
introduces related works that, while not the focus of our study, run parallel to our

research direction.

2.4.1 Oblivious Algorithms

Oblivious algorithms are designed to prevent the leakage of sensitive information through
observable side channels, such as memory access patterns. In particular, these algorithms
ensure that their access behavior is independent of the underlying data [Goldreich and
Ostrovsky, 1987], making them especially valuable in secure computation and privacy-

preserving systems.

Classical oblivious algorithms are typically deterministic and are constructed to access
memory in a fixed or data-independent manner. Notable examples include sorting net-
works such as Batcher’s sort [Batcher, 1968] and some classic oblivious RAM (ORAM)
constructions [Goldreich and Ostrovsky, 1996].

To improve performance while preserving security guarantees, recent research introduces
probabilistic oblivious algorithms. These algorithms allow randomised access patterns
whose distributions are designed to hide data-dependent behaviors. The key idea is that
while individual executions may differ, the distribution over access patterns remains
statistically or computationally indistinguishable for different inputs. This relaxation
permits greater algorithmic flexibility and efficiency, especially in settings where full

determinism is too restrictive [Pinkas and Reinman, 2010].

Prominent examples include Randomized Shellsort [Goodrich, 2010], Circuit ORAM [Wang
et al., 2015], Optimal ORAM [Asharov et al., 2022] and the probabilistic oblivious al-
gorithms described and formally verified in our work, including path ORAM [Stefanov
et al., 2018], as presented in Chapter 5. Some oblivious applications depend on these
oblivious building blocks, such as ObliDB [Eskandarian and Zaharia, 2019] and other
data structures [Wang et al., 2014], which are built on ORAM.
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A notable feature of probabilistic oblivious algorithms is that they typically incur a
small failure probability—the chance that a particular execution reveals some information
about the input due to insufficient obfuscation of access patterns. This probability arises
from the inherent randomness used to simulate uniform access and is often negligible,

typically bounded by an inverse polynomial in a security parameter.

In many designs, such failure cannot be completely eliminated without incurring signifi-
cant costs in terms of memory or runtime. The trade-off between failure probability and
auxiliary memory is well-studied: increasing the available memory space often enables
better isolation between randomised traces and reduces the likelihood of collisions or
leakage. In particular, many randomised schemes (e.g. randomised hash-based ORAMs
or sampling-based oblivious algorithms) exhibit a failure probability that decays ex-
ponentially with respect to the memory buffer size or stash capacity [Goodrich and

Mitzenmacher, 2012, Wang et al., 2015].

2.4.2 Related Program Logics and Verification

A variety of program logics have been proposed for reasoning about probabilistic pro-
grams and for verifying obliviousness. These approaches differ in their underlying as-
sumptions and aims. In the following subsections, we review representative strands of
this literature, highlighting both their strengths and their limitations in relation to our

goals.

2.4.2.1 Probabilistic Coupling and EasyCrypt

Probabilistic coupling—formalised in probabilistic Relational Hoare Logic (pRHL) Barthe
et al. [2012] and implemented in verification frameworks such as EasyCrypt Barthe et al.
[2014a]—is a standard technique for establishing the security of probabilistic algorithms.
In this setting, one proves that for any two executions with different secret inputs, there
exists a relational proof (a pRHL judgment) that constructs a coupling between the two
induced distributions. This coupling witnesses that every probabilistic choice in one
execution can be matched with a corresponding choice in the other, ultimately ensuring
that the resulting output distributions are identical (or indistinguishable, depending on

the security notion).
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However, for dynamic random choices (introduced in detail in Chapter 3), a bijective
probabilistic coupling may fail to exist or may even be undefined (e.g., the sampling con-
struction of [Sasy and Ohrimenko, 2019] discussed in Section 5.1). In such settings, iden-
tifying a suitable coupling can be substantially more difficult than proving the desired
security property directly via probabilistic independence. Indeed, the original informal
security arguments of many oblivious algorithms—including all of our case studies [Sasy
and Ohrimenko, 2019, Stefanov et al., 2018, Shi, 2019, Ohrimenko et al., 2014]—rely on

establishing appropriate independence properties, rather than constructing couplings.

While EasyCrypt can prove independence as a final conclusion, its proof architecture
is not designed to use independence as an intermediate structuring principle. Instead,
EasyCrypt’s reasoning framework is centred around pRHL-style couplings, which guide

the construction of relational proofs between program runs.

Moreover, EasyCrypt also supports reasoning about the statistical distance between
the output distributions of algorithms, a capability that will be directly relevant to the

questions introduced in Section 3.7.

Extensions to this method, including approximate probabilistic coupling [Barthe et al.,
2013, 2016a,b], are widely used for the verification of differential privacy [Dwork et al.,
2006].

2.4.2.2 Verification of Obliviousness

Several program logics have been developed for verifying obliviousness.

ObliCheck [Son et al., 2021] and Aoapt [Ye and Delaware, 2022] can check or prove

obliviousness but only for deterministic algorithms.

Aobiiv [Darais et al., 2019] is a type system for a functional language for proving oblivi-
ousness of probabilistic algorithms but it forbids branching on secrets, which is prevalent
in many oblivious algorithms including those in Chapter 5. It also forbids outputting a
probabilistic value (and all other values influenced by it) more than once, to avoid leak-
ing information by the dependence of two outputs. Our approach (Chapter 3) suffers

no such restriction.
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Path ORAM (one of our case studies in Chapter 5) has received some verification at-
tention [Sahai et al., 2020, Leung et al., 2023]. [Sahai et al., 2020] reason about this
algorithm but in a non-probabilistic model, instead representing it as a nondetermin-
istic transition system, and apply model counting to prove a security property about
it. Their property says that for any observable output, there is a sufficient number of
inputs to hide which particular input would have produced that output. This specifi-
cation seems about the best that can be achieved for a nondeterministic model of the
algorithm, but would also hold for an implementation that used biased choices (which
would necessarily reveal too much of the input). Ours instead says that for each input
the output is identically distributed (according to the adversary’s observational power),

and would not be satisfied for such a hypothetical implementation.

Hannah Leung et al. [Leung et al., 2023] recently proposed to verify this algorithm
in Coq, but as far as we are aware ours is the first verification of Path ORAM via a

probabilistic program logic.

2.4.2.3 Probabilistic Separation Logic Extensions

Several recent works extend or refer to PSL in different ways.

Jereb and Simpson [2025] revisits the ideas of Probabilistic Separation Logic (PSL) in the
context of Separation Logic [Reynolds, 2002], whereas the original PSL was formulated
atop Hoare Logic. In Hoare Logic and PSL: the triple - {true} b+ a {b=a Ac=c} is
valid. However, in Separation Logic and in the extension proposed by Jereb and Simpson
[2025], this triple becomes invalid since the precondition does not mention the variables
a, b, or c. This distinction arises from a fundamental semantic difference: in Hoare Logic
and PSL, assignment commands cannot fail because every variable is assumed to exist,
while in Separation Logic and in the extension under discussion, assignment may fail if

it accesses variables or memory locations not specified in the precondition.

Consequently, the precondition must explicitly mention all variables accessed by the
command (e.g. a and b in the example), as well as those referenced in the postcondition
(e.g. ¢). This requirement implicitly enforces the two side-conditions present in PSL’s

frame rule, thereby allowing a simpler form of the rule to emerge naturally. Furthermore,
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this extension enables reasoning about both probabilistic independence and memory

safety within a unified framework.

Lilac [Li et al., 2023] also uses separating conjunction to model probabilistic indepen-
dence. Crucially, it supports reasoning about conditional probability and conditional
independence; [Li et al., 2024] validated the design decisions of Lilac. However, Lilac’s
programming language is functional whereas ours is imperative. Lilac does not support

random loops or dynamic random choice, which are essential for our aim.

Bao et al. [2021a] extends Probabilistic Separation Logic (PSL) to reason about condi-
tional independence by introducing a more expressive assertion system. However, the
associated program logic lacks support for loops, limiting its applicability to practical
oblivious algorithms despite its theoretical significance. [Lago et al., 2024] extended
PSL to computational security, but it cannot deal with loops (neither deterministic nor

probabilistic) so their target algorithms are very different to ours.

To reason about negative dependence, Bao et al. [Bao et al., 2021b] developed the LINA
logic, which supports assertions about anti-correlated random variables. The BlueBell
logic [Bao et al., 2025] combines relational reasoning and probabilistic independence,

extending Lilac to support relational verification of probabilistic programs.

Tassarotti and Harper [Tassarotti and Harper, 2019] also proposed a concurrent prob-
abilistic separation logic using coupling arguments to reason about randomised concur-
rency. BaSL [Ho et al., 2025] supports reasoning about Bayesian conditioning, providing
a formal, compositional framework for verifying statistical properties of Bayesian prob-

abilistic programs.

IVL [Schroer et al., 2023] reasons about probabilistic programs with nondeterminism. In
doing so it supports classical reasoning (e.g. for the nondeterministic parts) and proba-
bilistic reasoning for the probabilistic parts. Our work (Chapter 3) reasons only about
probabilistic programs (with no nondeterminism) but allows using classical reasoning to
reason about parts of the probabilistic program, and for the classical and probabilistic

reasoning styles to interact and enhance each other.

Lastly, the Quantitative Separation Logic (QSL) [Batz et al., 2019] provides a proba-
bilistic separation logic in which assertions denote real-valued quantitative predicates

rather than Boolean ones. QSL enables reasoning about probabilistic pointer programs
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by interpreting assertions as expectations, and supports quantitative reasoning princi-
ples such as expected resource usage. While QSL also extends classical separation logic
toward probabilistic reasoning, its quantitative semantics and expectation-based asser-
tions target different applications from ours: QSL focuses on reasoning about numeri-
cal properties of low-level pointer programs, whereas our work develops a qualitative,
distributional, and relational reasoning framework aimed at verifying the security and

independence properties of higher-level probabilistic algorithms.

2.4.2.4 Termination of Probabilistic Algorithms

Our program logic, introduced in Chapter 3, assumes that the target probabilistic algo-
rithms always terminate with a fixed upper bound on the number of iterations (possibly
dependent on the program input). This design choice is inherited from PSL [Barthe
et al., 2019], where guaranteed termination ensures that every program execution yields
a well-defined sub-distribution over outcomes, thereby simplifying both the semantic
framework and the structure of verification rules. This assumption aligns well with our
target class of algorithms, such as oblivious data structures and cryptographic primitives,

which are typically designed with clear and bounded control flow.

In contrast, several other probabilistic program logics adopt a weaker assumption known
as almost-sure termination—that is, the program terminates with probability 1, al-
though individual non-terminating executions may exist with measure zero. This relax-
ation allows for the analysis of a broader class of programs, particularly those involving
unbounded random processes, such as randomised retries, rejection sampling, or stochas-
tic recursive procedures. For example, the verification works of pGCL by Mclver and

Morgan [2005] allow reasoning under almost-sure termination.

However, reasoning under almost-sure termination introduces substantial semantic and
technical complexity. The soundness of such logics often requires reasoning about po-
tentially infinite execution traces, and in some cases, constructing ranking supermartin-

gales [Ferrer Fioriti and Hermanns, 2015, Mclver et al., 2017] to argue termination.
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2.4.3 Symbolic Methods and Computational Soundness

In Chapter 4, the framework we present can be seen as an example of a symbolic method
with computational soundness proofs. In particular, it involves reasoning about cipher-
texts symbolically (replacing them with the special symbol L), and the corresponding
soundness proofs establish computational security results for this symbolic method (Sec-

tion 4.3 and Section 4.4).

A common approach to verifying the security of applications—such as oblivious algo-
rithms and network protocols that rely on encryption—is to first formally define their
security properties and then prove that the specific algorithms satisfy these properties.
However, this approach becomes significantly more challenging when the underlying
encryption schemes provide strong computational security guarantees, such as those
discussed in Section 2.3.3. These guarantees introduce additional complexity into the
security properties of the target applications, making direct proofs difficult, tedious, and

highly prone to errors [Delaune and Hirschi, 2017].

In contrast, some verification approaches—such as the Dolev-Yao model [Dolev and Yao,
2006]—adopt symbolic methods, which assume the correctness and indistinguishability
of the encryption scheme. In these models, ciphertexts are treated as abstract symbols
rather than concrete random values, significantly simplifying the reasoning process. This
abstraction enables more automated and tractable verification, particularly for large-

scale or complex systems.

However, symbolic methods do not account for the underlying computational assump-
tions and probabilistic behavior of cryptographic primitives. As a result, they may
overlook subtle vulnerabilities that arise in concrete implementations. Therefore, while
symbolic verification offers practical advantages in terms of automation and scalability,
it is generally considered less reliable than computational approaches, which provide
stronger and more realistic security guarantees by reasoning directly about the adver-

sary’s computational limitations.

To unify the advantages of both approaches, some works—following the framework pro-
posed in [Abadi and Rogaway, 2007]—develop symbolic models and subsequently prove
their computational soundness. This notion ensures that any security guarantee estab-

lished within the symbolic model also holds under the standard computational model. By
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doing so, these approaches retain the automation and tractability of symbolic reasoning
while benefiting from the strong, concrete guarantees offered by computational security.
Computational soundness results thus serve as a critical bridge between abstraction
and cryptographic rigor, enabling verification frameworks that are both practical and

trustworthy in real-world cryptographic settings.

Two comprehensive surveys [Backes et al., 2010, Delaune and Hirschi, 2017] provide
thorough introductions to symbolic methods and the notion of computational soundness.
In particular, the survey by Backes, Pfitzmann, and Waidner [Backes et al., 2010, Table
1] offers an in-depth examination of symbolic models in the context of cryptographic

protocol analysis and their relationship to computational models.

For example, several key works have advanced the understanding of computational
soundness under passive adversaries. Abadi and Rogaway’s foundational result showed
that symbolic pattern equivalence implies computational indistinguishability for sym-
metric encryption under strong assumptions such as the absence of key cycles [Abadi
and Rogaway, 2002], while Herzog extended this to public-key encryption by introducing
a graph-based key cycle detection method and relying on IND-CCA security [Herzog,
2005].

Baudet, Cortier, and Kremer generalized symbolic reasoning through static equiva-
lence over equational theories, allowing broader application beyond specific crypto-
graphic primitives [Baudet et al., 2009]. Building on this, Abadi, Baudet, and Warin-
schi demonstrated that symbolic secrecy remains computationally secure in the pres-
ence of offline guessing attacks [Abadi et al., 2006]. In secure information flow, Laud
developed a programming language and static analysis technique that ensures compu-
tational security against polynomial-time adversaries [Laud, 2001], and Courant, Ene,
and Lakhnech introduced a type system supporting deterministic encryption with prov-
able non-interference under PRP assumptions [Courant et al., 2007]. Together, these
works show that symbolic abstractions can yield rigorous computational guarantees with

suitable assumptions.

Moreover, CPCL [Datta et al., 2005] is a Hoare-style logic extended to prove secrecy
and key usability even under active adversaries [Datta et al., 2006]. It supports mod-

ular proofs for protocols using asymmetric encryption, Diffie-Hellman, and symmetric
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primitives. In parallel, Gupta and Shmatikov [2005] proposed a logic for Diffie-Hellman-
based key exchange protocols, showing that symbolic criteria can imply UC-style in-
distinguishability. While not directly related to our work, these studies illustrate how
formal logic can serve as a bridge between symbolic verification and computational cryp-

tographic models.



Chapter 3

Combining Classical and

Probabilistic Reasoning

The formal verification of sophisticated probabilistic oblivious algorithms—such as Path
ORAM [Stefanov et al., 2018], oblivious sampling [Sasy and Ohrimenko, 2019], and
the Melbourne shuffle [Ohrimenko et al., 2014], which will be discussed in detail in
Chapter 5—often requires capabilities beyond those of existing verification techniques
(e.g. PSL [Barthe et al., 2019], ObliCheck [Son et al., 2021], AoapT [Ye and Delaware,
2022], and A,y [Darais et al., 2019]). These gaps typically arise from one or more of

the following requirements:

e Reasoning about probability distribution—specifically, uniform distributions—and

probabilistic independence.

e Reasoning about dynamic random choices involving secrets and random vari-
ables—where selection occurs uniformly from a distribution over sets that may

contain secret information.
e Reasoning about control-flow branches that depend on secret or random variables.

e Reasoning about random loops where the number of iterations is itself a random

variable.

e Reasoning about negligible failure probabilities, which are intentionally designed
so that the failure probability is bounded by some negligible factor (e.g. of the size
of the secret data), meaning that they are secure in practice.

39
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The pen-and-paper security proof [Stefanov et al., 2018, Ohrimenko et al., 2014] of the

mentioned algorithms is often divided into two parts to address the last requirement:

1. Constructing an idealised, perfect version of the algorithm that never fails and
proving that the probability of deviation between the practical and perfect versions
is negligible. This will be briefly introduced in Section 3.7 but the detailed proof
is out of scope of this present work. Relevant future works will be discussed in

Chapter 6.

2. Demonstrating that the perfect version is secure, which involves addressing the

remaining four requirements. The work in this chapter work focuses on this part.

In this chapter, we build a program logic that combines classical and probabilistic rea-
soning to address the aforementioned challenges, which we prove sound in Isabelle/HOL
[Nipkow et al., 2002]. Our logic is situated atop the Probabilistic Separation Logic
(PSL) [Barthe et al., 2019]; proving the soundness of our logic revealed several over-

sights in PSL, which we fixed (see Section 3.6).

The work in this chapter was published at Formal Methods 2024 [Yan et al., 2025].

3.1 Overview

This section provides an overview of the chapter, including a simple illustrative exam-
ple. In the subsequent sections—Section 3.2, Section 3.3, and Section 3.4—we introduce
the programming language semantics, assertion system, and inference rules, which to-
gether form the core components of our formal verification logic, analogous to those in

Section 2.2.

We then present the soundness proof in Section 3.5, mechanized in Isabelle/HOL, and
discuss several oversights identified in the original PSL paper [Barthe et al., 2019] in
Section 3.6. Following this, Section 3.7 addresses the notion of negligible failure proba-
bility in probabilistic oblivious algorithms and discusses the corresponding proof. The

chapter concludes with Section 3.8, which summarizes our contributions.
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Let elght(z) = {[IU,Il, s ,177',71] ‘ \V/j 0< Z; < 7}
Let pre = {Vi € {0,1,--- ,n—1}. S[i] € {0,1}}
Let inv(z) = {Ct(pre Ai < n) A Ugigh(2)[O]}
synthetic(S, 0, n) :
{Ct(pre N O =)}
L A[0] 5 Ugoi2.. 733
[Ce(pre A O = ) A Ug7y[A[0]]}
2 A[l] g U{O’LQ’,..”]}; 1+ 0;
{Ct(pre NO =[] Ai = 0) A Uyq..73 [A0]] * Uyg..ry [A[1]]}

3 while i < n do because eight(0) = {[]}
{inv(3) * U g1 [ALST] * U [ATL - ST}

4 O « O + A[S[i]]; using proposition 1.8
{inv(i + 1) * Uyg..iy [A[L — S[i]]]}

5 m < 8; j + 0;
{inv(i + 1) * Ugo..p [A[L = S[i]]] ACt(m =8 A j = 0)}

6 while A[S[i]] > j do

{Ct(tm >7TAm % 8=0)}

7 m+mx2; j+—j+1;

8 if (j + S[i]) % 3 == 0 then

9 Jj—J+1

{Ct(m > 7Am % 8 = 0) }using Const rule around the loop
{inv(i + 1) * Ugg..y [A[1 = S[]] A Ct(m > TAm % 8 =0)}

10 t5 U123 .m); using RSample
{inv(i + 1) * Ugo..y [A[L = S[i]]] A Ugo..y [t % 8]}
11 A[S[i]] «+t % 8; using Rassign, Unif-Idp rule
{inv(i + 1) * Ugg..y [A[1 = S[i]]] * Ugo..ry [A[S[]]]}
12 i i+ 1
{inv(n)}

F1GURE 3.1: Verification of the motivating algorithm

3.1.1 Challenges for verification

We have constructed the example algorithm in Fig. 3.1 to illustrate in a simplified form
the kinds of complexities that will feature in the semantics and invariants needed to
prove our case studies (Chapter 5). The teal-coloured parts show the verification and
will be introduced in the next subsection. Our synthetic algorithm takes an input array
S with size n containing secret elements: each either 0 or 1. The list O is the output and
is empty initially but will be filled with some data later. We want to prove O will not
leak any information about S. The synthetic algorithm first initialises array A with two
random values sampled from the integers between 0 and 7. Its nested loop illustrates

the following challenges:

1. The outer loop iterates n times where the ith iteration will append A[S[i]] to O
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(line 4). It simulates a simplified version of path ORAM [Stefanov et al., 2018],
which maintains an invariant that virtual addresses are independent of each other
and of the program’s memory access patterns. The secret S can be seen as a
sequence of secret virtual addresses and the output O represents the memory access
pattern. We need to prove an invariant that the elements in O are independent
of each other and independent of each element A[S[i]] appended to O by the
outer loop. Note: the assignment on line 4 breaks the independence between O
and A[S[i]], so Lines 4—11 update A[S[i]] with a fresh random value to re-establish
the independence for the next loop iteration. This ensures O is independent of .S

and will not leak secret information.

2. After initialising m with 8 on Line 5, we have the inner loop containing a probabilis-
tic and secret-dependent if-conditional. Its secret dependence makes the control
flow different over different values of the secret. The iteration count for the inner
loop is truly random, depending on A[S[i]] (where each iteration doubles m and
increases j by 1 or 2 depending on whether j + S[i]%3 = 0). These types of loops
and conditionals are common in real-world oblivious algorithms (Chapter 5), yet

they necessarily complicate reasoning.

3. On Line 10, the algorithm makes what we call a dynamic random choice, which
is one over a truly random set (here, from 1 to the random variable m), assigning
the chosen value to t. Then, (at Line 11) A[S]i]] is assigned ¢ % 8. This requires
reasoning that ¢ % 8 satisfies the uniform distribution on {0---7}, because m is
certainly a multiple of 8. Dynamic random choices are also common in the high

level descriptions of real-world oblivious algorithms, as Chapter 5 demonstrates.

Lines 5 — 11 are derived from the oblivious sampling algorithm [Sasy and Ohrimenko,

2019] to demonstrate challenges 2 and 3.

3.1.2 Mixing Probabilistic and Classical Reasoning

We show how to construct a program logic that combines classical and probabilistic
(and independence) reasoning over different parts of the program so that it can verify

our running example, as shown in Fig. 3.1. Namely, certain parts of the algorithm
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(Lines 1,2,4,10) require careful probabilistic reasoning, while others do not, but that

each style of reasoning can benefit the other.

Our program logic is built upon the framework of Probabilistic Separation Logic (PSL)
proposed by [Barthe et al., 2019], an existing program logic for reasoning about proba-
bilistic programs. This choice is motivated by the fact that many probabilistic oblivious
algorithms rely on probabilistic independence as a core intermediate condition to infor-
mally establish their obliviousness in pen-and-paper proofs [Stefanov et al., 2018, Ohri-
menko et al., 2014, Shi, 2019, Sasy and Ohrimenko, 2019], as it provides an intuitive and
simple approach. PSL naturally supports reasoning about probabilistic independence,

making it a suitable and intuitive foundation for our work.

PSL employs the separating conjunction (here written *) familiar from separation logic
[Reynolds, 2002] to capture when two probability distributions are independent. In sit-
uating our work atop PSL we extend its assertion forms with the new Ct(-) assertion, to
capture classical information. More importantly, however, we significantly extend the
resulting logic with a range of novel reasoning principles for mixing classical and proba-
bilistic reasoning embodied in a suite of new rules (Fig. 3.3), which we will present more
fully in Section 3.4. These new rules show how classical reasoning (captured by Ct(-)
assertions) can be effectively harnessed, and allow reasoning about dynamic random
choices, secret-dependent if-statements, and random loops, making our logic signifi-
cantly more applicable than PSL; while leveraging PSL’s support for intuitive reasoning
about probability distributions makes our logic also more expressive than prior proba-
bilistic program logics without probabilistic independence [den Hartog, 1999, Rand and
Zdancewic, 2015]. We also harness the close interaction between classical and probabilis-
tic reasoning to allow new ways to prove security (e.g. the UNIF-IDP rule and the final
proposition of Theorem 3.2, which will be introduced in Fig. 3.3 and Section 3.3.1), and
new ways to reason about random sampling (embodied in the RSAMPLE rule, Fig. 3.3).
Each represents a non-trivial insight, and all are necessary for reasoning about real-
world oblivious algorithms (Chapter 5). The increase in expressiveness, beyond prior
probabilistic program logics [Barthe et al., 2019, den Hartog, 1999, Rand and Zdancewic,
2015], within a principled and clean extension of PSL attests to the careful design of our

logic.
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The combination of classical and probabilistic reasoning means that our logic tracks two

kinds of atomic assertions, as follows.

Certain Assertions. Classical reasoning is supported by certain assertions Ct(e,)
that state that some property e, (which may mention random variables) is true with
absolute certainty, i.e. is true in all memories supported by the current probabilistic state
of the program. With certain assertions and classical reasoning, our logic can reason
about loops with random iteration numbers and randomly secret-dependent
if statements. Doing so requires distinguishing classical from distribution (such as
independence) assertions, because the latter are ill-suited for reasoning about random

loops and conditionals.

For example, from Line 5 to 9, although the random loop and the probabilistic- and
secret-dependent if statement complicate the algorithm, we only need classical reasoning
to conclude that after the loop m is certainly a multiple of 8 (using the RLoOP and
RCOND rules in Fig. 3.3, which have the classic form). This information is sufficient to

verify the remainder of the algorithm.

Distribution Assertions. On the other hand, reasoning about probability distribu-
tions is supported by distribution assertions, which we adopt and extend from PSL: for
a set expression eq (which is allowed to mention non-random program variables), Ug,[e,]
states that expression e, is uniformly distributed over the set denoted by ey in the sense
that when e, is evaluated in the current probabilistic state of the program it yields a
uniform distribution over the evaluation of e;. We define these concepts formally later
in Section 3.3.1 (see Theorem 3.1). With this reasoning style, we support dynamic
random choice (e.g. Line 10, the value is sampled from a truly probabilistic set),
which is not supported by previous works [Barthe et al., 2019, Son et al., 2021, Ye and
Delaware, 2022, Darais et al., 2019, Barthe et al., 2014a, den Hartog, 1999, Rand and
Zdancewic, 2015]. Note that we require e4 to be deterministic here because if ¢4 can be
probabilistic, then it means a probabilistic expression satisfies a uniform distribution on
a probabilistic set—a clear contradiction. (One could attempt to define such a notion
via conditional distributions, but the resulting distribution would no longer be uniform

over any set.)

For example, at Line 10, even if we do not specify the detailed distribution of m, we can

conclude t % 8 satisfies the uniform distribution on the set {0---7}, as m is certainly a
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multiple of 8, by an argument based on our concept of an even partition (Theorem 3.4).
This reasoning is supported by our novel RSAMPLE rule (Fig. 3.3). Here, it requires that
all the possible sets (in this case, {1---8} or {1---16} or ...) over which ¢ was sampled,
can each be evenly mapped to (and thus partitioned by) the target set (here {0---7})
by the applied function (here %8). Thus ¢ % 8 must satisfy the uniform distribution on

{07}

Unifying classical and probabilistic independence reasoning Another impor-
tant feature of our logic is that it allows independence to be derived by leveraging
classical reasoning. For example, considering Line 10, 11, if a variable (A[S[i]]) always
satisfies the same distribution (uniform distribution on {0---7}) over any possible val-
ues of some other variables (O and A[l — S[i]]), then the former is independent of the
latter (because O and A[1 — S[é]] will not influence the values of A[S[i]]). The new rule
Unir-IpP (Fig. 3.3) embodies this reasoning (where * denotes independence and DY)

stands for an arbitrary distribution).!

Our logic also includes a set of useful propositions (Theorem 3.2) that aid deriving

independence information from classical reasoning.

Returning to the example, with the conclusion that A[S[i]] is independent of other
variables, we can construct the loop invariant of the outer loop (inv(7)) stating that the
output array O always satisfies a uniform distribution following the ith iteration, which
is captured by eight(i). We use the final proposition of Theorem 3.2 here. Intuitively,
this proposition says given a reversible function (whose inputs can be decided by looking
at its outputs, e.g. array appending), if its two inputs satisfy uniform distribution and
are independent of each other, then the result of the function should satisfy the uniform

distribution on the product (by the function) of the two inputs’ distribution.

By the invariant, we can conclude finally the output array always satisfies the uniform
distribution on eight(n), regardless of secret S, which means the output will not leak

any secret information.

Next, we will introduce the details of our logic: its programming language and semantics

in Section 3.2, assertions in Section 3.3.1, and rules in Section 3.4.

n this case we cannot use PSL’s frame rule because m is not independent of A.
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3.2 Language and Semantics Modifications

We inherit all definitions from Section 2.2.1 and most from Section 2.2.2, except for the
loop definition in Eq. (2.17) and the random choice definition in Eq. (2.13). The revised

definitions are presented below, and the new semantics are presented in Fig. 3.2.

RC > ¢ :=skip | RV + RE C > cu=skip | DV < DE
| RV <—5 Urg | RC;RC | RV < RE | RV <4 Ugg | C;C
| if p DE then RC else RC | if p DE then C else C
| ifr RE then RC else RC | if RE then RC else RC
| whilep DE do RC | whilep DE do C
| whiler RE do RC | whileg RE do RC

[z, <= Ue,](0, 1) = (o, bind(p, m = bind(Unif yset([e, ] (o,m))» ¥ = unit(m(z, — u]))))

(3.1
[whilep b do c](o, u) = [if p b then (¢; whilep b do ¢)](o, 1) (3.2)
[whiler b do c](o, 1) = [if g b then (¢; whileg b do ¢)](o, ) (3.3

FIGURE 3.2: Programming Language Semantics

To address the requirement of reasoning about random loops, we introduce random
loops (whileg --- do ---) as a new command, where the loop condition can depend
on random expressions rather than only on deterministic expressions, as in PSL. These
enhancements increase the expressivity of the language, making it suitable for capturing

the practical oblivious algorithms we target in Chapter 5.

As in PSL, we assume that programs always terminate. However, unlike PSL, which
defines loop semantics informally by unfolding a loop into a sequence of loop body
executions, our approach recursively unfolds the loop into a series of if statements by

Eq. (3.2) and Eq. (3.3). This formulation enables direct mechanisation in Isabelle/HOL.

Additionally, to handle dynamic random choices, we modify the random choice command
so that the sampled set is represented as a random expression rather than a constant
value, as defined in Eq. (3.1). The function vset() is used to retrieve this denotation
after evaluating e,. This is required in our Isabelle/HOL formalisation: to state that an

expression follows a uniform distribution over some set, the semantics must provide an
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actual set at the type level. The vset() function converts the evaluated value into such
a set, ensuring the definition type-checks. In thesis text, this function has no semantic

significance and can be safely ignored.

3.3 Assertions System

3.3.1 Definitions and Semantics

Following the approach of combining classical and probabilistic reasoning, we inherit the
structural assertions from PSL (Section 2.2.3, bottom half of Fig. 2.5) but redefine its
atomic assertions (top half of Fig. 2.5). Specifically, we introduce the certainty assertion
Ct(e,) and extend the uniform distribution assertion Ug,[e,] by allowing the set to be

specified by an deterministic expression ey, rather than a constant as in PSL.

Definition 3.1 (Atomic assertion and semantics).
Atomic assertions (AP) are defined as: AP 3 p ::= Ct(RE) | Upg[RE]

Their semantics are:

[Ct(er)] = {(o, 1) | Vm € supp(p). [er](o,m) = true}

[Ueyler]] = {(o, 1) | FV(er) UFV(ea) € dom(o) U dom(u)

and Unifvset([[edﬂg) = ﬂer]](a, u)}

The free variables of an expression e are denoted FV(e). The domain of distribution g
over memories, written dom(pu), is the set of random variables in the memories in the

support of p.

For a random variable expression e,, Ct(e,) asserts that e, evaluates to true in every
memory consistent with the current configuration, meaning it holds with absolute cer-
tainty. Notably, the set of random variable expressions e, can encompass all standard

assertions from classical Hoare logic, thereby enabling classical reasoning.

The assertion Ug,[e,] asserts that the evaluation of random variable expression e, yields
the uniform distribution over the set denoted by the deterministic expression e; when
evaluated in the current deterministic memory. The vset() function is used to retrieve

that denotation after evaluating e;. We require the expression eg to be deterministic as
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otherwise this assertion can introduce contradictions (e.g. if the set expression instead
denoted a truly random set including possible sets {1,2} and {0}, then e, will not be

uniformly distributed on any set).

From PSL our logic inherits its other assertions and Kripke resource monoid semantics,

which was introduced in Section 2.2.3.

We will write D(z) to abbreviate Ct(x = x), which asserts that the variable z is in the

domain of the partial configuration. Any distribution of z satisfies this assertion.

3.3.2 Assertion Implication

Assertion implication is essential for program reasoning, as it is frequently used in the
Weak rule (Fig. 2.6), also known as the Consequence rule in traditional Hoare logic
(Fig. 2.3). In Hoare logic, assertion implication follows standard mathematical prin-
ciples. However, in PSL and our logic, we must develop custom assertion implication

rules, as direct application can be error-prone.

For example, based on our assertion definitions, Ct(P)ACt(Q) is equivalent to Ct(P A Q).
However, Ct(a = 1)VCt(a = 2) is not equivalent to Ct(a = 1 V a = 2). The former asserts
that either a is always 1 or a is always 2 (stronger); the latter asserts that always a is

either 1 or 2 in each support (weaker).

As another example, the implication (P+Q)A(Q*R)A(R*P) = PxQxR always holds
in standard separation logic [Reynolds, 2002], but it may be false in PSL, our logic, or
other Bunched Implications [O’Hearn and Pym, 1999]. For instance, suppose P = D(a),
@ = D(b), and R = D(c). This expression asserts that pairwise independence implies
mutual independence among all three. However, consider the case where a and b are
independently and uniformly sampled from {0,1}, and ¢ = a xor b. Here, a and b are
pairwise independent, as are b and ¢, and ¢ and a, but c¢ is fully determined by a and b,

meaning they are not mutually independent.

Here, we introduce several propositions about assertions implication, whose proof are
also formalised in Isabelle/HOL. They are very useful in the verification and reflect the
interplay between classical and probabilistic independence reasoning, especially the last

one.
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Proposition 3.2.

F(@xv)An— (¢ An)xy ,where = ¢ — D(FV(n) NRV)
F(@xv) = (9AY)
= Ugle] A Ct(fis a bijection from Sto S") — Ugi[f(e)]

= (Ct(o Ay)) — (Ct(d) A Ct(y))
= (Ct() A Ct(9)) = (Ct(p A )
= Ugle] — Ct(e € 5)

= Ugle] A Ct(e = €') — Ugle/]

ECt(x =eAx ¢ FV(e)) AD(e) x D(e/) = D(z)*D(¢)

Ct(Va,b € S,c,d € S'.f(a,c) = f(b,d) »a=bANc=d)NUglz] « Ug|e]
— Ugy,s[f(2,¢)], where S x;S" ={f(a,b) [a€ SAbe S}

The first two are inherited from PSL. The third one generalises a similar proposition of
PSL [Barthe et al., 2019] over possibly different sets S and S’. The fourth and fifth show
the equivalence of A whether inside or outside the certain assertions. The sixth shows
the straightforward consequence that if e is uniformly distributed over set S, then the
value of e must be in S. The seventh shows two expressions satisfy the same distribution
if they are certainly equal. The eighth shows if we know that e is independent of ¢’ and
we know another variable x = e additionally, we can conclude that z is also independent

of € if x is not a free variable in €.

The last one also generalises a proposition of PSL [Barthe et al., 2019] by leveraging
Ct(+) conditions: it restricts binary function f by requiring it to produce different outputs
when given two different pairs of inputs. In practice, we will use this lemma letting f
be the concatenation function on two arrays where S is a set of possible arrays with the
same length. We conclude the concatenated array satisfies the uniform distribution on

S times S’ if those premises hold. We will also discuss more details of it in Section 3.5.4.
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3.4 Inference Rules

The triple F {¢} ¢ {1} in our program logic represents a standard Hoare logic correctness
statement, where ¢ is a program command, and ¢ and  are the precondition and
postcondition, respectively. The definition of triple validity differs slightly from that
in PSL; while PSL incorporates program termination within its semantics, we assume
termination within the validity of the triple. Our approach aligns more closely with

conventional formal verification principles (such as Hoare Logic).

Definition 3.3 (Triple Validity). Given two assertions ¢, and a program command
¢, the triple {¢} ¢ {¢} is valid if for all configuration (o, ) satisfying (o, u) | ¢ and
[c](o, p) exists (terminate), we have [c](o, 1) | 1, denoted = {¢} ¢ {¢}.

RASsIGN 5e AP N
6 /
- {ler/z,|} T — € {G} F{Ct(EP(f,S,S")} x, < Ug {Ug[f(x,)]}
RConD

F{Ct(¢p A b #false)} ¢ {Ct(z)} F{Ct(¢p Ab=false)} ¢ {Ct(¥)}
F{Ct(¢)} ifg b then c else ¢ {Ct(y))}

RLoop
F{¢} ifr b then c {¢}
F{¢} whiler b do ¢ {¢ A Ct(b = false)}

Unir-IDP
FV(a)NMV(c)=0  b¢FV(a) F{Ctla€ A)xQACtP)} c{Ugb]}

F{Ctla € A)«Q N Ct(P)} c {(D(a) * Ug[b])}

FIGURE 3.3: Rules capturing the interplay of classical and probabilistic reasoning

Our logic inherits all of PSL’s original rules (Fig. 2.6) except for random assign and
sampling rules, but we represent equality tests using Ct(z = y) instead of PSL’s = ~ y
or x = y. While the meanings are equivalent, we translate PSL’s ~ and = assertions

into our Ct-style assertions.

Fig. 3.3 depicts the rules of our logic that embody its new reasoning principles, and

support the requirements listed at Section 3.1.1.

Random Assignment Rule. RASSIGN has the classical Hoare logic form (Fig. 2.3).

It requires the postcondition ¢ is atomic to avoid unsound derivations, for example, the



Formally Verifying the Security of Probabilistic Oblivious Algorithms 51

RV(z, < e,) =FV(e,), RV(z, <3 U, )=FV(e,), RV(whilep b do c¢)=RV(c)
RV(c;c) = RV(c) U (RV(c) —WV(c)), RV(ifp b then c else ¢') = RV(c) URV(c)

RV(ifg b then c else ') = RV(c)URV(¢)UFV(b), RV(whileg b do ¢) = FV(b)URV(c)

WV(z, + e,) = {z,} —FV(e,), WV(x, <5 U, )= {x,}, WV(whilep bdoc)=10
WV (c; ') = WV (e) U (WV() —RV(c)), WV(ifp b then c else ) = WV(c) "WV(c)
WV(if z b then ¢ else /) = (WV(c) N WV(c)) — FV(b)

WV (whileg b do ¢) = WV(c) — FV(b)

MV (z, < e,) = {z,}, MV(z, <3 U, ) ={x,}, MV(whilep b do ¢) = MV(c)
MV(c;c') = MV(c) UMV('), MV(ifp b then c else ¢’) = MV(c) UMV(¢)

MV (ifz b then c else ) = MV(c) UMV(c'), MV(whileg b do ¢) = MV(c)

FIGURE 3.4: Auxiliary Functions

invalid triple {0 = 0% 0 =0} x = 0 {z = x * = x}. Nonetheless, non-atomic assertions,
such as those expressing probabilistic independence, can still be introduced through the

Constant rule, Frame rule, and assertion implication propositions.

Random Sample Rule. As mentioned in Section 3.1.2, the RSAMPLE rule is another
embodiment of the general principle underlying the design of our logic, of classical and
probabilistic reasoning enhancing each other. Specifically, it allows us to deduce when
a randomly sampled quantity f(z,) (a function f applied to a random variable z,) is
uniformly distributed over set S’ when the random variable z;, was uniformly sampled
over set S. It is especially useful when S is itself random. It relies on the function f

evenly partitioning the input set S into S’, as defined below.

Definition 3.4 (Even Partition). Given two sets S, S" and a function f, we say that f
evenly partitions S into S’ if and only if S’ = {f(s) | s € S} and there exists an integer
k such that Vs' € S". [{s € S| f(s) = §'}| = k. In this case we write EP(f, S, S").

RSAMPLE allows reasoning over random choices beyond original PSL [Barthe et al.,

2019], and in particular dynamic random sampling from truly random sets. For example,
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at Line 10 of Fig. 3.1, we have Ct(EP(f,S,S’)) where f = % 8, S ={0---m}, §' =
{0---7}. Letting & = m/8 with the above definition, we can prove the pre-condition
implies Ct(EP(f,S,S’)). Note that if m = 9 then Ct(EP(f,S,S’)) will not hold because
we cannot find k. The existence of k makes sure that S can be evenly partitioned to S’

by f. Also, from our new random sample rule RSAMPLE, one can obtain PSL’s original

rule by letting S’ = S and f = (\z. x).

Random If and While Rule. In addition to PSL’s random conditional rule, we
also include a new RCOND rule for random conditions that operate over certainty asser-
tions Ct(+). It is in many cases more applicable because it does not require the branching
condition to be independent of the precondition and, while it reasons only over certainty
assertions, other conditions can be added by applying the CONST rule [Barthe et al.,
2019]. The new random loop rule RLOOP is straightforward, requiring proof of the

invariant ¢ over a random conditional.

Note that the true case of if-condition is written as b # false. This is because, in our
formalization, values are defined abstractly, and we adopt a C-like convention for their

semantics: any value that is not false is interpreted as true.

Uniform-Independence Rule. The final new rule UNIF-IDP unifies two methods
to prove the independence of an algorithm’s output b from its input a: it says that if
given any arbitrary distribution of a we can always prove that the result b is uniformly
distributed, then a and b are independent because the distribution of a does not influence
b, where MV(c) is the variables ¢ may write to (same as PSL’s definition). It is useful
for programs that consume their secrets by random choice at runtime (e.g. Fig. 3.1 we
verified in Section 3.1.2 and the Oblivious Sampling algorithm [Sasy and Ohrimenko,
2019] we verify in Chapter 5).

As an example, we used this rule between Line 10 and Line 11 in Fig. 3.1 by letting
a= (0, A[l — S[i]]) and P,Q be the other information in the assertion before Line 10.
The first premise of the rule is true because these two lines of code never modify O and
A[l — S[i]]. The second premise is also trivially true. The third premise is proved by
the RSAMPLE and RASSIGN rules. This yields the conclusion that O and A[1 — S[i]] are
independent of A[S[i]].
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Note that the pre-condition Ct(a € A) * @ A Ct(P) appears in both premise and con-
clusion of the rule. Considering the WEAK rule [Barthe et al., 2019] (aka the classical
consequence rule), when the precondition is in the premise, we want it be as strong as
it can so that the premise is easier to be proved. When it is in the conclusion, we want
it be as weak as it can so that the conclusion is more useful. These two requirements
guide us to design the rule with two free assertions connected by A and * respectively
so that it is very flexible. If we change the pre-condition to D(a) (deleting A, P, @), this
rule is still sound (which can be proved by letting A be the universe set and P,Q be
true) but much less applicable. This rule may appear similar to the Frame Rule, but it
is fundamentally different: it has no frame component—both a and b are relevant to the

executed program.

Since we have extended the programming language with sampling and random loop
commands, it is necessary to adapt the definitions of auxiliary functions accordingly, as
shown in Fig. 3.4. These definitions adhere to the same principles as those in PSL, while
also addressing several oversights—specifically, missing definitions—in the original PSL

paper [Barthe et al., 2019] (e.g. WV (if p b then c else ¢’) and MV(if p b then c else ¢)).

3.5 Soundness

Theorem 3.5. All the rules in Fig. 3.3 and propositions 3.2 , plus the other original
PSL rules Fig. 2.6 except for RAssn and RSamp rules, are sound, i.e. are valid according

to Definition 3.5.

We formalised our logic and proved it sound in Isabelle/HOL, where the code are avail-
able on Zenodo [Yan, 2024]. It constitutes 7K lines of Isabelle and required approx. 8
person-months to complete. While some Isabelle proofs closely follow the original pen-
and-paper proofs from PSL, we identified several issues in PSL’s definitions and proofs.
In this section, we present our formal proof and in the next section we briefly discuss
the errors found in PSL, highlighting the importance and benefits of machine-checked

proofs in verifying the soundness of program logics.

Section 3.5.1 introduces the file Distribution.thy. Subsequently, Section 3.5.2 covers

the files Semantics.thy and SemLemma.thy. Following this, Section 3.5.3 presents the
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file Assertion.thy and Rulel.thy. Finally, Section 3.5.4 describes Rule2.thy which

contains all main results (inference rules and assertion implications) of this work.

3.5.1 Probabilistic Distribution Formalization

We formalise probabilistic distributions as the type ‘a = real following Section 2.2.1,
where ’a is a type variable. Then we require the well-formedness conditions for proba-
bilistic distributions (e.g. the total probability must equal 1). However, in Isabelle/HOL,
the sum of a function p over a set A, denoted as ¥,c4 p(a) and written as sum ;1 A in
Isabelle, is well-defined only when the set A is finite; otherwise, the sum defaults to zero,
even if p assigns probability 1 to a particular element. Since Section 2.2.1 specifies that
A may be infinite (specifically countably infinite), we cannot directly apply Isabelle’s

built-in sum function for our formalisation.

Thus, we introduce an alternative summation operator, psum, defined in terms of Is-
abelle’s built-in sum function, to accurately represent probabilistic sums over potentially

infinite sets:

Definition 3.6 (Probabilistic Sum). psum y A = sum pu (A Nsupp(p))

By intersecting the supports, the resulting set becomes finite (same as PSL), ensuring
that the sum in the definition is well-defined. With this operator, we define the concept

of a valid distribution as follows:

Definition 3.7 (Valid Distribution).

validDist g = (psum g UNIV =1A (Va. 0 < p(a) < 1))

From these definitions, we can deduce that any valid distribution must have finite sup-
port. Indeed, an infinite support would result in a probabilistic sum of 0, contradicting

the requirement that the total probability sum must equal 1.

Subsequently, we formalize the remaining operations introduced in Section 2.2.1 (e.g.
conditioning, probabilistic times, and bind) consistently using the probabilistic sum

(psum) defined above.

Finally, we have proved several useful lemmas concerning the definitions introduced
above. Many of these lemmas reflect algebraic properties such as associativity or com-

mutativity of addition and multiplication, adapted specifically for the probabilistic sum
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context. Below, we highlight one representative lemma, notable for being frequently

used and non-trivial:

Lemma 3.8 (Image of Probabilistic Sum). For a valid distribution h, we have

psum h S = psum (Ny. psum h {x € S. g x =y}) (image g (S Nsupp(h)))

This lemma indicates that a probabilistic sum over a set can be equivalently expressed
as nested probabilistic sums. Intuitively, this resembles summing elements of a matrix
with n rows and m columns, where the sum of all elements in the matrix equals the
sum over each row’s individual sum. This lemma is particularly useful when proving

properties related to probabilistic independence.

3.5.2 Semantics Formalization

Following Section 2.2.2 and Section 3.2, we formally define the syntax and semantics of

the programming language in the Isabelle theory file Semantic.thy.

We start by declaring types DV, RV, and Val, ensuring that the type Val contains
at least two distinct values, denoted true and false, to facilitate the proper execution of
conditional statements and loops. Subsequently, deterministic memory, random memory,

and configurations are defined according to the specifications provided in Section 2.2.2.

Let vset() be a function of type Val — P(Val), taking one value and returning a non-

empty, finite set of values, for giving semantics to dynamic random choice.

Let op denote a set of operations on values, particularly including binary functions of
type (Val x Val) — Val. In practice, we assume op encompasses standard arithmetic
operators, as well as list, set, and other operations as needed. Using op, we then for-
mally redefine expressions within Isabelle, while the evaluation semantics for expressions

remain standard and consistent with previous definitions:

Definition 3.9 (Expressions). Expressions are either deterministic or random, defined
as follows:

Deterministic expressions: DE 3 eg ::= Val | DV | op DE DE

Random expressions: RE 5 ¢, :=Val | DV | RV | op RE RE

We also define several auxiliary functions essential for semantic reasoning. These include

isDE, which determines whether an expression is deterministic; freeDV and freeRV,
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which return the sets of deterministic and random free variables within an expression,
respectively; and Eval, which handles expression evaluation over memories. Notably,
REval represents the random evaluation function, which yields a distribution of values

for a given expression under specified memories distribution.

Using the above definitions and in accordance with Section 3.2, we define the program
commands (cmd) and introduce the function Remd to differentiate between commands
in C and RC. We also define the function WFcmd, which ensures that deterministic as-
signments depend exclusively on deterministic expressions. Additionally, other auxiliary

functions outlined in Fig. 3.4 are formally defined based on the structure of cmd.

Finally, we inductively define the semantics of our programming language via the func-
tion sem, which captures program execution. Compared to the semantic definitions
presented in Fig. 2.4 and Fig. 3.2, our formalization introduces an additional natural
number n and wraps configurations with the option type. The number n decreases by
one each time a loop is unfolded (i.e. each iteration). When n reaches zero or the initial

configuration is None, the execution always yields None.

Introducing the natural number n greatly facilitates inductive proofs concerning the
semantics (sem) in various related lemmas. Typically, we first perform induction on n,
followed by induction on the executed command. These two inductions are completed
via a primary lemma and an auxiliary lemma, respectively. The induction on n provides
an essential inductive hypothesis, enabling us to handle loop cases by unfolding loops
into conditional statements with a strictly smaller n. Numerous illustrative examples of

this inductive approach are demonstrated in our proof.

In SemLemma.thy, we formally establish several essential lemmas regarding program

semantics, each proven using the inductive strategy previously outlined:

e Lemma sem validDist states that given a valid initial state, executing any com-

mand that yields a final state will produce a valid final state.

e Lemma rcmd invD establishes that executing any random command (RC) does

not modify deterministic memory.
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e Lemma sem Sucl demonstrates monotonicity with respect to the execution bound
n: if an execution produces a particular final state for some n, then executions

with a greater n yield the same final state.

e Lemma whileR seq ensures that if the execution of a loop yields a final state,
there must exist a sequence of (non-recursive) If-statements leading to the same

final result. This lemma is instrumental in proving the rule for random loops.

e Lemma sem det states that if executing a command c¢ transforms deterministic
memory from d to d’ under an initial random memory r, the same transformation
holds when replacing r with another random memory 7. Thus, deterministic

memory transformations are unaffected by initial random memory differences.

e Lemma sem supp establishes that if the support of one initial random memory r
is a subset of another random memory 7/, this subset relationship persists after

executing any command on both memories.

e Lemma sem ex complements sem supp by showing that if the execution initiated
by random memory r’ terminates successfully (does not yield None), then the exe-

cution initiated by r (whose support is a subset of ') also terminates successfully.

e Finally, the critical lemma sem split allows us to split an initial state into two
distinct parts, each assigned the probability sum corresponding to their supports,
and then execute these parts independently. The final resulting state can sub-
sequently be recovered by recombining the outcomes of these separate executions
according to their assigned probabilities. This lemma is particularly valuable when
reasoning about random If-statements, and by extension, random loops, since a

random loop is interpreted as a recursive random If-statement.

While some of these lemmas may appear trivial and could typically be omitted in pen-
and-paper proofs, formally verifying them in Isabelle is essential for ensuring the cor-
rectness and completeness of our formalization. Other key lemmas, such as the last
one (sem split), require notably more detailed and lengthy proofs in Isabelle/HOL

compared to their potential pen-and-paper counterparts.
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3.5.3 Assertion Formalization

In Assertion.thy, we formally define assertion memories—adm (assertion deterministic
memory) and arm (assertion random memory)—along with operations such as partial or-
dering, separation, and combination, following the concepts introduced in Section 2.2.3.
Both adm and arm are partial functions mapping deterministic or random variables, re-
spectively, to optional values. Each assertion memory has a domain explicitly indicating

the variables that hold non-None values.

The function AEval evaluates expressions over assertion memories. It closely resembles
its counterpart for standard memories, Eval, but may return None when an expression

contains variables that are not within the domain of the given assertion memories.

Subsequently, an assertion configuration (aconfig) is defined as a record comprising
an assertion deterministic memory and a distribution over assertion random memories.
For the assertion configuration to be considered well-formed, we require that all random

memories within the support of this distribution share the same domain.

Next, we define the combination operator for assertion configurations, denoted by merge,
along with the associated partial ordering operator acflLe (assertion configuration less-

or-equal).

e Intuitively, when merge z y = z holds, the probabilistic memory distribution
within the resulting assertion configuration z can be factored into two indepen-
dent probabilistic distributions corresponding to = and y, both agreeing on the

deterministic memory.

e Furthermore, the ordering acfle x y means that the deterministic memory of x
has a domain smaller than or equal to (and consistent with) that of y, and that
the probabilistic memory distribution in x is a marginal distribution of that in y,

restricted according to their respective domains.

Following Definition 2.3, we formalize atomic assertions as ap, along with their semantics
as the function semAP, which maps each atomic assertion (ap) to the set of assertion

configurations (aconfig) that satisfy it.
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For Certain assertions, we require that the evaluated expression yields true in every
memory within its support. For instance, the assertion Ct(z =1) demands that the
expression r = 1 evaluates to true across all supports. Assuming the standard definition
of equality is included in op, this consequently implies that the value of x equals 1 in

every support.

Regarding Uniform assertions Ug,[e], we require that all free variables appear within
the domain of the corresponding assertion configuration (aconfig), the expression ey
is deterministic (containing no random variables), and the probabilistic evaluation of e

yields a uniform distribution over the set expressed by eg.

Notably, uniform assertions explicitly mandate that all free variables appearing within
the assertion reside within the domain of the corresponding aconfig. In contrast, certain
assertions enforce this requirement implicitly, as they demand the expression evaluates

to true; otherwise, the evaluation would always yield None.

Additionally, we introduce several auxiliary functions and lemmas, including the transi-

tivity of acfLe and the commutativity of merge, which are straightforward to establish.

An important lemma is the monotonicity of atomic assertions with respect to the partial
order acfLe, formalized as apMono. It states that if an assertion configuration m satisfies
an atomic assertion a and acfLe m m’ holds, then m’ must also satisfy a. This property
ensures that atomic assertions only refer to local information; hence, expanding an
assertion configuration does not invalidate satisfaction. Such monotonicity is crucial for
the structures (e.g. Kripke resource monoids [Galmiche et al., 2005, Pym et al., 2004])

utilized in both PSL and our logic framework.

Afterward, following Fig. 2.5, we formally define structural (non-atomic) assertions as
assertion, along with their semantics as semA. Similar to atomic assertions, we must
also establish monotonicity for these general assertions. The proof of monotonicity relies

on several useful lemmas concerning merge and acflLe, including:

e Lemma merge wf states that merging two well-formed assertion configurations
either results in None (when their domains overlap) or yields a well-formed con-
figuration, meaning the resulting memory distribution is validDist and all its

supports share a consistent domain.
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e Lemmamerge ex states that if acfLe m m’ and merge m’ ¢ # None, then merge m ¢

must also exist (i.e. it is not None).

e Lemma merge le extends the result of merge ex by additionally establishing:

acfle (merge m ¢) (merge m’ ¢) under the same assumptions.

At the conclusion of Assertion.thy, we establish lemma assertionMono, which for-

mally demonstrates the monotonicity of assertions.

Assertions operate over partial memories, whereas the semantics of the programming
language execute over full memories. Therefore, it is necessary to connect these two
representations. In Rulel.thy, we define the functions partial and tototal to convert

between assertion memories and full memories.

This file also contains several useful lemmas that support the proofs of inference rules.

We highlight some important ones below:

e Lemmas sem MV and sem MV2 state that if a command ¢ does not modify any
variable in a set S (i.e. MV(c) NS = (), then the marginal distribution on S
remains unchanged after the execution of c. These results imply the constant rule

and are also useful in other proofs.

e Lemma merge acflLe shows that if two configurations x and y can be merged into
x, then acflLe x z holds. By the commutativity of merging, it also follows that

acfle y z.

e Lemma acfle merge establishes the following: given two assertion configurations
t1 and to, suppose there exists another assertion configuration ¢ describing the

overlapping part of ¢; and t9 (in terms of their domains), such that

acfle t t; Aacfle t ta A (dom(ty) Ndom(tz) — dom(t) = 0),

then there must exist an assertion configuration ¢ with domain dom(t;) U dom(t2)
such that

acfle ty t' Nacfle ty t'.

Intuitively, this lemma states that two assertion configurations can be merged

into a common extension if their marginal distributions agree on the overlapping
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domain. This result is instrumental in correcting one of the oversights found in

the PSL paper, which will be discussed in detail in Section 3.6.

e Lemma acflLe sub demonstrates that if two assertion configurations m; and ms
both satisfy acfle with respect to another assertion configuration m, and if

dom(mi) C dom(my), then m; must also satisfy acflLe mj ma.

e Lemma merge sub states that if two assertion configurations ¢ and t2 can be
merged into t3 (i.e. merge t t2 = t3), then any marginal configurations of ¢
and t2—i.e. a configuration with the same deterministic memory as t or t2 and a
marginal distribution (with respect to the domain) of its random memory— can be
merged into another configuration, which must itself be a marginal configuration

of t3.

3.5.4 Inference Rules Formalization

Finally, we prove all the main results, assertion implications and inference rules, in

Rule2.thy.

We begin by formally defining their meanings as predicates in Isabelle named implies

and valid:

e ¢ implies 1 holds if and only if, for all well-formed assertion configurations m

satisfying ¢, m also satisfies 1.

e Following Definition 3.3, the triple - {¢} ¢ {¢}, written valid ¢ ¢ ¥, is true if
and only if, for all initial configurations m satisfying ¢, the execution of command

¢ from m—if it terminates—produces a final configuration that satisfies .

Similar to PSL, we establish two important and general lemmas before proving individual

conclusions:

e Lemma restriction states that for an assertion configuration m satisfying an
assertion ¢, if we take the marginal configuration of m over the domain given
by the intersection of the free variables of ¢ and the domain of m, the resulting

configuration still satisfies ¢.
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e Lemma extrusion shows that for any assertion ¢ implying D(FV(7)), the assertion
(p*1) An implies (¢ An) 1. The premise ¢ implies D(FV(n)) means that any

configuration satisfying ¢ must include all variables in FV(n) in its domain.

Unfortunately, the proofs of both lemmas in the PSL paper [Barthe et al., 2019] con-
tain oversights. We correct these in our formalization and will explain the details in

Section 3.6.

Now, we present the formalization and proofs of several particularly challenging, inter-

esting and representative results.

3.5.4.1 Proposition Unif bij2

Unif bij2 formalizes the final proposition described in Theorem 3.2. It establishes that
if two independent distributions—one over a variable x and the other over an expression
e—satisfy uniform distributions on the sets S and S’, respectively, then for any bijective
function f, the expression f(x,e) must satisfy a uniform distribution over the projected

set derived from S and S’.

For instance, consider arrays T' and T". If we have Ug[T] * Ug/[T”], then concatenating
T and T" yields a distribution that is uniform over all possible concatenation results,
provided that S and S” only contain arrays of fixed lengths, ensuring the concatenation

operation is bijective on these two sets.

This example illustrates why the bijection condition is specified within the Ct assertion
rather than requiring that f be globally bijective: the condition must take local infor-
mation into account, as concatenation is not bijective when applied globally to arrays

of varying lengths.

However, our formalization cannot literally express this proposition because the evalua-
tion of sets within uniform assertions is defined via the abstract function vset(). Specif-
ically, when writing Ugxg/[ - -], we implicitly evaluate vset(S x S’). Yet, there is no
guarantee that for arbitrary sets S and S’, there exists another expression S” such that
vset(S”) = vset(S) x vset(S’) (i.e. an expression corresponding precisely to the Carte-
sian product S x S’ may not exist because the type is abstractly defined and we do not

assume its existence). This issue arises because we did not anticipate this requirement
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during the early stages of our formalization. One possible way to fully resolve this issue
would be to utilize concrete expressions instead of abstract ones, which could serve as a

direction for future work.

Instead, our formalized lemma introduces an explicit premise assuming the existence of
such an expression S”, and accordingly states Ugn |- - | as its conclusion. This formula-

tion is semantically equivalent to the proposition described in Theorem 3.2.

3.5.4.2 Unif-Idp rule

Rule ind formalizes the Unif-Idp rule in Fig. 3.3. As Section 3.4 introduced, this rule
shows that if intuitively given any arbitrary distribution of input a we can always prove
that the result b is uniformly distributed, and the program c does not change a, then a

and b are independent in the final state, because the distribution of a does not influence

b.

This rule is one of our newly introduced rules, and is the result of a number of design
iterations (see the discussion about its precondition in Section 3.4). Notably, the addi-
tional premise b ¢ FV(a) emerged directly from our formalization efforts: without this
condition, although the resulting distribution remains independent, it cannot be accu-
rately captured by our separation conjunction, which implicitly requires the domains of

the separated parts to be distinct.

We prove this rule by applying the lemma sem split (introduced in Section 3.5.2) to
partition the execution. Specifically, for any given input distribution of variable a, we
partition the execution into multiple sub-executions, each assigned an appropriate prob-
ability, ensuring that within each sub-execution, the memory region corresponding to a
is deterministic. By individually executing each sub-execution, we can apply the given
premise to obtain an identical resulting distribution for b. Finally, we demonstrate that
recombining these individual results yields the original (unpartitioned) result, thereby

establishing the required independence between a and b.

3.5.4.3 Frame rule and If rules from PSL

Although PSL [Barthe et al., 2019] provides pen-and-paper proofs for their frame rule

and If rules, formalizing these rules still demands considerable effort.
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As illustrated in Fig. 2.6 and Fig. 2.7, the Frame rule utilizes numerous auxiliary func-
tions. Each auxiliary function necessitates corresponding lemmas that establish guaran-
tees regarding command executions, and each lemma, in turn, requires a two-layer in-

ductive proof on command structures, following the approach described in Section 3.5.2.

Moreover, combining these lemmas to reach the final conclusion of the Frame rule itself
is also non-trivial. Ultimately, the formal proof for this rule requires more than 500 lines

of code, most of which are not reused in the proofs of other rules.

The random If rules are notably complex, comprising over 1,000 lines of code, approxi-
mately 15% of the entire formalization. These rules also involve a key auxiliary concept,
which is defined as supported (SP). We begin by outlining the challenges involved in
reasoning about If-statements, and then introduce the role of this concept in addressing

those challenges.

Consider our random If rule in Fig. 3.3, which resembles the Hoare Logic rule presented in
Fig. 2.3. In our formulation, we require the assertions within this rule to be Ct—that is,
they must not reference probabilistic information. To see why, suppose the precondition
is Utrye false[b] which is not Ct. Then, the premises of the rule would have the two
branch-specific preconditions: Utrye faise[0] A Ct(b = true) and Ugrye false[0] A Ct(b = false).
However, each of these is unsatisfiable: asserting that b is uniformly distributed over

true, false while also fixing b to a single value leads to a contradiction.

As shown in Fig. 2.6, PSL addresses this issue with its RCond rule, which strictly requires
the precondition to specify that the distribution of the If condition b is independent from
the remaining parts of the precondition. This independence allows us to safely refine the
precondition with information such as b = true or b = false, avoiding the contradiction
seen earlier. Under this constraint, the preconditions of the two branches correctly
describe the initial states corresponding to each outcome of the If-statement—that is,

the conditional distributions given b = true or b = false.

So far, we have discussed the challenges related to the precondition in the random If rule.
However, merging the postconditions of the two branches poses additional difficulties.
In both PSL’s and our assertion system, even if we establish that the final states of the
two branches each satisfy the same assertion ¢, this does not guarantee that the merged

state also satisfies ¢.
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For example, consider the postcondition Ct(a = 0) V Ct(a = 1), which asserts that the
variable a always takes the value 0 or always takes the value 1. If one branch yields
a distribution satisfying Ct(a = 0) and the other satisfies Ct(a = 1), then the merged
distribution allows a to be either 0 or 1—violating the original assertion that a must

consistently be one or the other.

To address this issue, PSL introduces the concept of supported (SP) assertions and

requires the following key property:

If ¢ is a supported (SP) assertion, then given two assertion configurations
(o, 1) = ¢ * Ct(b = true) and (o’, 1) = ¢ * Ct(b = false), the merged config-
uration satisfies 1 x D(b).

This property underpins the soundness of the RCond rule. In our Isabelle formalization,

we establish this result through the lemma IF CM.

These challenges and the conceptual role of supported assertions in reasoning about
If-statements are not explicitly addressed in the PSL paper. However, we came to
understand them through our formalization effort, and we believe our interpretation is

consistent with the intended reasoning in PSL.

3.6 Oversights in original PSL

Our machine-checked proofs identified various oversights in the pen-and-paper formali-
sation of original PSL [Barthe et al., 2019]. We fixed them either by modifying specific
definitions or by finding an alternative—often much more complicated, but sound—proof

strategy.

PSL [Barthe et al., 2019] defines the notion of when a formula ¢ is supported (SP),
requiring that for any deterministic memory o, there exists a distribution over random
variable memories p such that if (o, 4') = ¢, then p C g/ (meaning that p is a marginal
distribution of y/ where dom(u) € dom(y)) [Barthe et al., 2019, Definition 6].

This definition aims to restrict the assertions used in PSL’s original rule for random con-
ditionals [Barthe et al., 2019, rule RCOND of Figure 3], but it is not strong enough. All

the assertions satisfy it because u can always be instantiated with the unit distribution
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over the empty memory unit() — Val), C (acfLe) all others. This means the second
example in their paper [Barthe et al., 2019, Example 2] is a counterexample to their rule

for random conditionals because every assertion is supported under their definition.

We fixed this by altering their definition of SP. Note that simply excluding the empty
memory case is not enough to fix this problem. Instead, we have Definition 3.10 and
Lemma 3.11 where our Isabelle proofs ensure their soundness. It does not have a big

impact on adjusting the proofs strategy of relevant rules.

Definition 3.10 (Supported Assertions). An assertion ¢ is Supported (SP) if for any

deterministic memory o, there exists a randomised memory g such that if (o, 1) E ¢,

then pu C p/ and (o, 1) | ¢.

Lemma 3.11 (Supported Assertions Construction). The following assertions are SP:

nu=pq | Ctlx =eq) | Uglz] | n*n

where pg represents assertions that only have deterministic variables and x is any de-

terministic or random variable.

Additionally, key lemmas that underpin PSL’s soundness argument turned out to be
true, but not for the reasons stated in their proofs [Barthe et al., 2019, Lemmas 1 and

2, Appendix B].

The proof of Lemma 1 (Restriction, Lemma 3.12 in this thesis) in the PSL paper contains

a flaw in the implication case, i.e. when ¢ is of the form ¢ — ¢2. The paper claims:

Take any (o', 1) = ¢1 such that (o, Tryv(g,,6.) (1) E (0, 1), there exists a
distribution g such that dom(u") = dom(u’) U dom(u) and mgom(u) (1”) =

24 7Tdom(,u’)(ull) =pu.
However, the existence of such a distribution u” is not guaranteed. The assumption
ensures that p and g/ have the same marginal distribution on the domain FV(¢1, ¢2),
but this is insufficient to guarantee the same marginal distribution on the intersection

dom(u) Ndom(p).

In particular, the difference (dom(u) Ndom(u')) — FV(¢1, ¢2) may be nonempty, and we

have no information about whether p and i/ have the same marginal distribution on
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this part. If they disagree, then no distribution p” can satisfy both Tyom(,) (#”) = 1 and
Taom(w) (1) = p'. Therefore, the construction of u” in this case is invalid, and the proof

as presented is unsound.

Instead, our formalized proof of Lemma 3.12 constructs more carefully structured asser-

tion configurations and relies on Lemma acflLe sub, introduced in Section 3.5.3:

Lemma 3.12 (Restriction). Let (o,u) be any configuration and ¢ be any assertion,

then: (o,p) = ¢ if and only if (0, Try(e) (1)) [ ¢, where Tey(y) (1) gives the marginal
distribution of u on the domain FV(¢).

Proof. For the implication case ¢ = ¢1 — ¢o, we aim to show that for any assertion

configuration (¢/, ') = ¢1 such that

(0, TRV (1,00) (1) E (o', 1),

it also holds that (¢/, i) = ¢2. We assume the inductive hypothesis that both ¢; and

¢ satisfy the restriction property and the premise (o, 1) = ¢1 — ¢2 (Definition 3.12).
By the inductive hypothesis applied to ¢1, we have (o', Try(s,) (1)) = b1

Since FV(¢1) C FV(¢1, p2) and assertions are monotonic with respect to the memory

domain, it follows that (o', Trv(g, ¢, (1)) E 1

Next, we apply Lemma acflLe sub to show (0, Try(g,,¢0) (1)) T (07, TEv(41,6,) (1)), since
both are sub-configurations of (¢’, '), and the latter has the larger domain. Further-

more, by the definition of the marginal projection 7, we have: (o, Try (¢, ¢,) (1)) E (0, ).

Combining these, we obtain a core condition that corrects the construction used in the

PSL proof: there exists an assertion configuration (o, u”) such that

(0,7 7TFV(¢1,¢2) (M,)) L (U,a :u”) and (Ja M) L (0,7 )u”)v

where dom(p”) = dom(u) U (FV(¢1, ¢2) Ndom(p)) .

We obtain (¢’, 1) £ ¢2, from the assumption of implication and the construction above,

and by applying the inductive hypothesis to ¢2 again, we get (0, Try(g,) (1)) F @2
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Finally, by transitivity of C, we have (o', Tpy(s,) (1)) E (o', ), which leads to the

conclusion (o, 1) = ¢pa. O

The proof of Lemma 2 (Extrusion) in the PSL paper also contains a mistake. Specif-
ically, the third line of the proof claims that “we have (o1,u1) | n,” but this is not
necessarily true because o1 may not be equal to c—its domain could be strictly smaller.
The correct proof requires a slightly different strategy that involves adjusting the de-
terministic memory. Fortunately, this adjustment is relatively straightforward due to
its deterministic nature. We identified and formalized a correct version of this proof in

Isabelle as well.

Without mechanising the soundness of our program logic, it is unlikely we would have

uncovered these issues. This shows the vital importance of mechanised soundness proofs.

3.7 Statistical Distance

So far, our focus has been on perfect security, which requires that observable information
is probabilistically independent of secret data—ensuring no information leakage whatso-
ever. However, as introduced in Section 2.4.1, many practical oblivious algorithms allow
for negligible failure probabilities by design. These failures are bounded by a negligible
factor (e.g. relative to the size of the secret data), making the algorithms secure in
practice. Nonetheless, such probabilistic guarantees cannot be directly verified using

our program logic.

In this section, we will introduce the security definition of practical oblivious algorithms

with negligible failure probabilities and its relation with the perfect security.

3.7.1 Imperfect Security Definition

We start by stating the formal security property that we target, known in this paper
as e-Statistical Secrecy. This property is familiar from standard cryptographic security
definitions [Katz and Lindell, 2014]. It is a straightforward relaxation of the following
observation. Suppose we have an algorithm that operates over a secret but whose output

reveals nothing about that secret. Without loss of generality assume the secret is a
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single bit: either 0 or 1. Then, assuming the secret is chosen uniformly (i.e. with equal
probability) over {0,1}, an attacker who is only able to observe the output of this

algorithm can guess the value of the secret correctly with probability no more than %

Statistical secrecy simply relaxes this condition to allow a small margin of advantage to

the attacker, e, permitting them to guess correctly with probability at most % +e.

Definition 3.13 (e-Statistical Secrecy). Suppose a probabilistic algorithm f accepts
some secret data S as its input and produces some information f(S) which can be
observed by some attacker. We say f satisfies e-statistical secrecy if and only if for any
two different secrets S and S, if we choose S from the uniform distribution on {S7, 52}
and then reveal f(.5) to the attacker, then the attacker’s probability of correctly guessing

whether S was Sy or Sy is at most % + €.

We observe that this property is classical and can be viewed as a specific instance of
a quantitative information flow (QIF) guarantee [Alvim et al., 2020]. It concerns an
adversary whose prior distribution over the secret is uniform and who is modeled by
a gain function that assigns a value of 1 to a correct guess and 0 to an incorrect one.
Under this model, the algorithm ensures that the change in the attacker’s gain is at

most €.

3.7.2 Verification by Approximation

The security of practical oblivious algorithms can be expressed as a simple instance of
e-statistical security relative to an attacker that can directly observe the memory access

pattern, as follows.

Definition 3.14 (Statistical Obliviousness). Suppose an algorithm f takes some secret
data S and produces some memory access pattern f(S) which we regard as directly
observable by the attacker. We say f is oblivious if and only if for any two different
secrets S and So with the same length n, if we choose S from the uniform distribution
on {S7,52} and then reveal f(S) to the attacker, then that attacker has no greater
than probability 1/2 + g(n) to guess the value of S correctly, where g(n) is a negligible

function of n.

Our approach to proving statistical secrecy is inspired by informal proofs of obliviousness

for existing algorithms [Shi, 2019, Sasy and Ohrimenko, 2019, Stefanov et al., 2018,
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Ohrimenko et al., 2014], in which reasoning proceeds by “factoring out” the sources
of imperfection in the algorithm to consider an implicitly perfect, hypothetical version
of the algorithm. Reasoning proceeds by arguing rigorously but informally that the
hypothetical version is perfectly oblivious and, therefore, that the original algorithm is
oblivious. This last step is performed by quantifying the difference between the original
imperfect algorithm and the hypothetical perfect version and using this distance to
bound the degree of imperfection and to argue that it is indeed negligible. The measure
of difference used is Statistical Distance (Definition 2.6, sometimes called Total Variation

Distance).

The following lemma enables us to decompose the verification task into the two steps

introduced above.

Lemma 3.15. Suppose there is a distribution D and an algorithm f such that for any
input S, the statistical distance between f(S) and D is smaller or equal to e, then f

satisfies e-statistical secrecy.

This lemma is a well-known result; however, its proof is not readily available in the liter-

ature. For completeness, we provide a proof here in the absence of a suitable reference.

Proof. We note firstly that for any two inputs 51, S, the statistical distance between
f(S1) and f(S2) is at most 2, since the distance between each f(S;) and D is at most

e and by the transitivity of statistical distance (easily proved by definitions).

Let function g : E — [0, 1] model the attacker’s strategy of guessing the result, where E
is the set of all possible observations and g(e) represents the probability that the attacker
guesses S under observation e; otherwise the attacker guesses Sy with the probability

1 —g(e). Then the overall probability of a correct guess is:

3 2een(f(S1)(e) - g(e)) + 5 Xeep(f(S2)(e) - (1 = g(e)))

Since both f(S1)(e) and f(S2)(e) are smaller or equal to max(f(S1)(e), f(S2)(e)), the

above expression is smaller or equal to 1 ", max(f(S1)(e), f(S2)(e)).

Then since

Seen max(f(S1)(e), f(S2)(€)) + Xoep min(F(S1)(e), f(S2)(€)) =
ZeEE f(S1)(e) + f(S2)(e) =2 and
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2cenmax(f(S1)(e), f(S2)(€)) = Deep min(f(S1)(e), f(S2)(e)) =
Yeer [F(S1)(€) = f(S2)(e)| = 2A(a, b),
we have 3 . p max(f(S1)(e), f(S2)(e)) = (2+ A(f(S51), £(52)))/2 <1+ 2.

Thus we have the correct probability is smaller or equal to

+e€

N[ —

3 Leep max(f(S1)(e), f(S2)(e)) <

which implies e-statistical secrecy. O

Thus our approach to verifying an imperfect oblivious algorithm is to build a perfectly
oblivious approximation of that algorithm, such that for all inputs the statistical distance
between the two is bounded by a negligible amount. The proof of this statistical bound

is typically carried out manually and lies outside the scope of this thesis.

3.8 Summary

We presented the first program logic that, to our knowledge, is able to verify the oblivi-
ousness of real-world foundational probabilistic oblivious algorithms whose implementa-
tions combine challenging features like dynamic random choice and secret- and random-
variable-dependent control flow. Our logic harnesses the interplay between classical and
probabilistic reasoning, is situated atop PSL [Barthe et al., 2019}, and proved sound in
Isabelle/HOL [Nipkow et al., 2002].

Through the formalization process, we not only gained a deeper understanding of the
challenges and motivations behind the design of PSL’s rules, but also identified and

corrected several oversights in its definitions and proofs.

Finally, we acknowledge the gap between verifying practical oblivious algorithms with
negligible failure probabilities and verifying their idealised versions. Bridging this gap

remains an open direction for future work, and we discuss it in more detail in Chapter 6.



Chapter 4

Verification of Encryption in

Oblivious Algorithms

In Chapter 3, we developed a program logic for verifying probabilistic independence
and uniform distribution, focusing on algorithms that consistently produce uniformly
distributed observable outputs. However, in addition to the negligible failure probabili-
ties discussed in Section 3.7.2, practical encryption (see Section 2.3) introduces further

deviations from ideal uniform distributions.

To illustrate the necessity of encryption in oblivious algorithms, we consider the synthetic
program presented in Fig. 4.1. The memory access pattern is uniformly distributed,
reflecting that of practical algorithms, though with certain simplifications. Suppose this
program receives a secret integer s as input and accesses an attacker-observable array
O. The program begins by randomly selecting a number from the set 0,1 at line 1, and
then writes the encrypted form of the secret to the attacker-observable location O[r| at
line 2. Subsequently, it reads and decrypts the ciphertext stored in O[r] at line 3, and
finally writes the encrypted value of 2 x x back to the same location, where z is the

decrypted value equal to s.

Considering the observable memory access pattern of this program, it consistently per-
forms a write, followed by a read, and then another write at the location O[r], where
r is uniformly distributed over 0,1. Thus, the overall memory access pattern follows a

uniform distribution dictated by r.

72
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synthetic(s) :
L r<s Uy
2 O[r] + enc(s);
3 x < dec(O]r));
| O[r] + enc(2 x z);

FIGURE 4.1: Motivating Algorithm for Encryption

To prevent leakage of the secret, encryption is applied to s before writing it to the
observable memory location. Additionally, since we subsequently write the encryption
of 2 x s, the encryption method must be non-deterministic in its plaintext input. If the
encryption algorithm enc() always produces identical ciphertexts for identical messages,
an attacker could determine whether s is zero simply by checking if the two ciphertexts
match. Given this encryption requirement, oblivious algorithms [Ohrimenko et al., 2014,
Sasy and Ohrimenko, 2019] frequently employ CCA (Chosen-Ciphertext Attack) secure

encryption, as discussed in Section 2.3.3.

Many works opt to sidestep the consideration of encryption in their obliviousness proofs
by assuming that an attacker can observe only the memory access patterns, but not the
actual data values. (For instance, several oblivious algorithms [Sasy and Ohrimenko,
2019, Stefanov et al., 2018, Shi, 2019] and verification frameworks [Son et al., 2021, Yan
et al., 2025]) The assumption significantly simplifies their proof. Such a simplification
is often justified: if the data is encrypted, then in practice, an adversary cannot extract

meaningful information from it—rendering it effectively equivalent to unobserved data.

However, this approach implicitly assumes that encryption is always correctly applied.
If the synthetic program does not encrypt secrets before writing them to an attacker-
observable location, the verification may still succeed under the above attack model, as

the plaintext remains unobservable to the attacker by assumption.

To address this gap, this chapter presents a formal verification approach with the fol-

lowing contributions:

e In Section 4.4 and Section 4.3, we provide a precise definition of the security
guarantees for oblivious algorithms that employ encryption, grounded in either

computational (Section 2.3.3) or statistical security (Section 2.3.2) notions.
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e In Section 4.2, we define a systematic method for inserting ghost code that records
observable information, based on the classification of public and private variables

(locations).

e We formalize the notion of statistical obliviousness (Definition 3.14), along with

its supporting proofs, in Isabelle/HOL [Yan, 2025].

e We establish computational obliviousness through pen-and-paper proofs in Sec-

tion 4.4.

e As a result, our approach enables explicit and formal verification that encryption
is used correctly in oblivious algorithms. We will show several case studies in

Chapter 5.

4.1 Overview

As discussed earlier, numerous works avoid addressing encryption explicitly by assuming
attackers cannot observe the actual data accessed. Although this simplifies the verifica-

tion process, it fails to ensure that encryption is implemented correctly.

Following this simplification approach, we have developed a method that additionally
verifies the correct usage of encryption. The core idea is to systematically define two
methods for embedding ghost code into oblivious programs: the first method inserts
ghost code that faithfully records the actual data accessed, including ciphertexts, which
results in a complex distribution; the second method inserts ghost code that represents

all ciphertexts using a special placeholder value, denoted as 1.

For example, the two transformations of the synthetic programs after embedding ghost
code are illustrated in Fig. 4.2. All blue code segments represent ghost code, which
record observable information by appending entries to a list Trace without affecting the
original execution of the program. We use the symbol ‘+’ to represent list append op-
erations. Each appended tuple begins with either Write or Read to indicate the type
of access, followed by the accessed variable or array name and an optional index. The
last element of each tuple represents the data accessed: in the left (original) transforma-
tion synthetic;(), it is the actual data, whereas on the right (simplified) transformation

syntheticy(), it is replaced by the special placeholder value.
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syntheticy (s) : synthetica(s) :
0 Trace < [|; Trace «+ [|;
L r<s Uy r s Ugo1};
2 O[r] < enc(s); O[r] « enc(s);
3 Trace < Trace + (Write, “O”,r, O[r]); Trace < Trace + (Write, “O”,r, L);
4 x < dec(O[r]); x < dec(O]r]);
5 Trace < Trace + (Read, “O”, r); Trace < Trace + (Read, “O”, r);
6 O[r] < enc(2 * z); O[r] + enc(2 * z);
7 Trace « Trace + (Write, “O”, r, Olr]); Trace < Trace + (Write, “O”,r, L);

FIGURE 4.2: Motivating Algorithms (Fig. 4.1) with Ghost Code

Note that the values read (O[r], same as enc(s)) are not explicitly recorded in Trace, as
this information would be redundant—the attacker can already infer these values from

the accessed addresses and previously recorded writes.

Since the left-hand transformation records actual ciphertexts in Trace, the resulting trace
might not exhibit a uniform distribution, especially when statistically or computationally
secure encryption schemes are employed. This complexity makes direct verification

challenging and beyond the scope of existing verification frameworks.

In contrast, the simplified right-hand transformation represents all ciphertexts using the
constant placeholder value |, preserving a uniform distribution in the memory access
patterns. Consequently, its corresponding Trace remains uniformly distributed, enabling

verification of security through our program logic introduced in Chapter 3.

Intuitively, our goal is to demonstrate that if we can verify the security of an algorithm
with the simplified ghost code (right-hand transformation), the security of the algorithm
with the original ghost code (left-hand transformation) naturally follows. Note that
this simplification only replaces ciphertext values with the special placeholder 1. Any
unencrypted values will still be recorded accurately, and thus their security must be
explicitly verified using the corresponding program logic. Consequently, any algorithm
verified by our approach must encrypt all secret data before writing it to attacker-
observable locations, although it may still operate with certain non-secret plaintext

values.

However, to formally articulate and prove the intuition described above, we face the

following challenges:
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e How can we define the security of Trace whose distribution consists of 1. a (marginally)
uniformly distributed memory access pattern and 2. unknown ciphertext distribu-

tions?

e How can we formally define the two transformations to ensure they satisfy the

desired properties outlined earlier?

e How can we prove that the security of the simplified transformation implies the

security of the original transformation?

Towards a Security Definition. Consider the distributions of Trace generated by
the original transformation synthetic;() with two different inputs, s = 0 and s = 1. In

both cases, there is a 50% chance of obtaining the trace

[(Write, “O”,0, enc(s)), (Read, “O”,0), (Write, “O”,0,enc(2 x s))]

and the other 50% to get

[(Write, “O”,1,enc(s)), (Read, “O”, 1), (Write, “O”,1,enc(2 * s))]

where the variation arises from the random choice of . The corresponding encrypted

plaintexts [s, 2s] are either [0,0] when s =0, or [1,2] when s = 1.

Suppose the encryption scheme enc() satisfies perfect secrecy (Section 2.3.1). Then, the
distributions of enc(0), enc(1), and enc(2) are identical. In this case, different secrets
result in identical distributions of Trace, implying that the observable trace leaks no

information about the underlying secret.

However, recall from Section 2.3.1 that apart from one-time pads, perfect secrecy is not
realistic for most practical encryption schemes. If enc() only provides statistical secrecy
(see Section 2.3.2)—then the distributions of enc(0), enc(1), and enc(2) may differ. As

a result, Trace may leak partial information about the secret input.

In this case, the overall security should be relaxed to a corresponding statistical security
notion—specifically, we can reuse Definition 3.14 that requires the leakage from Trace
to be negligible. Suppose the leakage from a single ciphertext is a negligible function

of the security parameter A\ and that each ciphertext is generated independently from
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its corresponding set of possible values. (The independence of ciphertext generation
is typically implicit in standard security definitions. For instance, in the IND-CCA
game introduced in Section 2.3.3, any sequence of plaintexts must yield indistinguishable
ciphertext sequences. This implicitly requires that sequential encryptions do not exhibit
excessive dependence.) Then, the overall leakage from Trace remains negligible in A
as long as the maximum number of ciphertexts appearing in any support of Trace is
bounded by a polynomial in A. We provide the formalization of supporting proof in

Section 4.3.

Furthermore, if the encryption scheme enc() provides only computational secrecy (see
Section 2.3.3), the overall security definition must also be relaxed to a corresponding
computational security notion. This notion is game-based and inherently more complex.

We present the formal definition and supporting proof in Section 4.4.

Transformation. While the intuition is illustrated in Fig. 4.1 and Fig. 4.2, we also
provide a formal definition of the transformation based on the programming language in-
troduced in Section 3.2. This formalization establishes a systematic method for inserting

ghost code to record observable traces.

Although there are several detailed requirements of target program and steps to trans-
form which will be detailed in Section 4.2, intuitively the transformation guarantees
that the two (original and simplified) transformations must satisfy some relation for

decomposing the indistinguishability of the original trace into two components.

We will prove that the original trace distribution can be indistinguishably simulated
by the simplified trace distribution, along with a sequence of ciphertext distributions
produced by the encryption oracle enc(0). If both the simplified trace and the cipher-
text distributions are indistinguishable to the attacker, then the original trace—being a

composition of these—is also indistinguishable and thus secure.

Intuitively, this indistinguishable simulation is justified because the simplified trace dis-
tribution is obtained by replacing recorded ciphertexts with a special symbol L during
the execution of the transformed program. The original trace can then be simulated by
reversing this replacement with enc(0). Detailed description and relevant proof of this

property is provided within statistical and computational assumptions respectively.
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Statistical Soundness Proof Given the definitions of security and transformation,
we now aim to prove that our verification approach—combined with the transforma-

tion—implies the stated security definitions.

In Section 4.3, we formalize the proof of statistical security under the assumption that a
statistically secure encryption scheme is used. This proof is mechanized in Isabelle/HOL
and follows an inductive structure, analyzing each command and its corresponding trans-

formation individually.

The main challenge lies in formulating appropriate intermediate conditions that satisfy

the following criteria:

1. They must describe the relationship between the two transformed programs under

the assumptions of the target program.
2. They must hold in the initial states.

3. They must imply the overall security definition, so that the final conclusion can

be derived from these conditions.
4. They must remain true at every intermediate program state.

5. Assuming they hold at the beginning of a command, they must persist after exe-

cuting that command.

The second and fourth criteria require that the intermediate condition must not be
too strong, while the third and last criteria demand that it must not be too weak.
These conflicting requirements make the formulation of a suitable intermediate condition
particularly challenging. As a result, we iterated through several versions during the

development process, and the conclusion is discussed in detail in Section 4.3.

Note that this proof also implies the corresponding result for perfect secrecy, because (re-
call from Section 2.3.2 that) perfect secrecy can be viewed as a special case of statistical

security, where the statistical distance is zero.

Computational Soundness Proof Finally, we turn our attention to the compu-
tational counterpart. As described in Section 2.3.3, computational security is defined

through interactive games, and unlike statistical or perfect security, it does not rely
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on a precise characterization of ciphertext distributions. This fundamental difference

necessitates a distinct proof strategy compared to the previous cases.

Following the approach used in standard cryptographic texts [Katz and Lindell, 2014]
and the Melbourne shuffle [Ohrimenko et al., 2014], computational security can be es-
tablished via a reduction. The idea of a reduction-based proof is to show that if an
adversary could break the security of our transformed program, then one could use this

adversary to construct a successful attack against the underlying encryption scheme.

In other words, we reduce the security of the overall system to the security of the en-
cryption primitive: assuming the encryption scheme is secure (e.g. IND-CCA secure),
it follows that no efficient adversary can distinguish between the outputs of the trans-
formed programs. This is typically achieved through a series of hybrid game-based
transitions, where the adversary’s advantage is bounded and shown to be negligible

under the computational assumptions.

c(s)

T1(20%) mm indistinguishable Enc(7)
T indistinguishable (60%
(40%)

T2(20%) indistinguishable T2(20%

[13(20%) | Enc(1) | Enc(2) | Enc(3) ey T3(20%) | Enc(1) | Enc(2) | Enc(3)

c(s’)

FIGURE 4.3: Indistinguishable Distributions

However, the main challenge is that our trace distribution has two random sources:
memory access pattern and the data (ciphertext) accessed, which means for a final
distribution of the trace, it may have several possible memory access patterns, and in
each possible memory access pattern, the ciphertext sequence distribution may itself be

produced by the combination of several plaintext sequence, as shown by Fig. 4.3.

The overall indistinguishable distributions in Fig. 4.3 consist of several pairs of indistin-
guishable sub-distributions. For example, suppose program c generates three possible
memory access patterns which are not secret depending (60% of length 2, 20% of length
1 and 20% of length 3 as Fig. 4.3 shown), each of which corresponds to a plaintext-

sequence distribution that produces indistinguishable ciphertexts.



Formally Verifying the Security of Probabilistic Oblivious Algorithms 80

However, beyond this illustrative case, the number of possible memory access patterns
can grow exponentially (i.e. non-polynomially) in the size of input caused by random
choices. Moreover, for each such access pattern, there may be multiple corresponding
plaintext sequences (the two possible results of length two in ¢(s)), making the total
number of possibilities even larger—even before accounting for the randomness intro-

duced by encryption.

These nested distributions make direct comparison between two traces (produced by
different secret inputs) in a reduction proof intractable, even when using a chain of hybrid
games. The core difficulty lies in the need to match a given trace, whose ciphertexts are
generated from a specific plaintext sequence, with a corresponding plaintext sequence
from another secret execution such that their probabilities align. However, the number
of valid plaintext sequences can be exponential, making it computationally infeasible to

identify such a match.

To address this challenge, we propose an indirect proof strategy: rather than comparing
the two traces produced by different secret inputs directly, we introduce an intermediate
trace that shares the same memory access pattern distribution as the target traces,
but where all ciphertexts are generated by enc(0). This construction ensures that the
corresponding plaintext sequence in both cases is simply a sequence of zeros, making

the comparison tractable.

Consequently, our proof strategy involves two parallel reductions—one for each secret
input and the intermediate one—rather than a single reduction path. Naturally, we
also require an additional reduction step to connect these two indirect comparisons. We

present the details of this approach in Section 4.4.

Verification of the Motivating Algorithms Finally, we verify the motivating al-
gorithms and their associated security guarantees. As outlined earlier, this involves ver-
ifying the algorithm produced by the simplified transformation, as depicted in Fig. 4.4.
The transformation presented in this section is intended to convey the intuition behind
our verification approach; the formalised transformation process, which introduces some

differences in detail, will be discussed later in Section 4.2.

We begin by initializing Trace as an empty list, obtaining the corresponding asser-

tion via the Random Assign rule. The assertion of uniformity is then established
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syntheticy(s) :
Trace <+ [|;
{Ct(Trace =[])}
g Ugo1};
[Ce(Trace = [J) A U]}
O[r] < enc(s);
Trace < Trace + (Write, “O”, 7, L);
{Ct(Trace = [(Write, “O”,r, 1)]) A Uy 13[r]}
x < dec(O]r]);
Trace < Trace + (Read, “O”,r);
{Ct(Trace = [(Write, “O”,r, 1), (Read, “O”,r)]) A Uy 13[r]}
O[r] < enc(2 x x);
Trace < Trace + (Write, “O”, 7, L);
{Ct(Trace = [(Write, “O”,r, 1), (Read, “O”,r), (Write, “O”,r, 1)]) A Uy 13[r]}
{Ur[Trace|}
where T' = {[(Write, “O”,r, 1), (Read, “O”,r), (Write, “O”,r, L)] | r € {0,1}}

FIGURE 4.4: Verification of the Motivating Algorithm

by applying the Random Sampling rule in conjunction with the Weak (Consequence)
rule. Subsequently, we continue to apply the Random Assign rule and the Weak rule
throughout the algorithm. This process yields an assertion that characterizes Trace
in terms of the random variable r and confirms that r is uniformly distributed. As
a result, it follows that the value of Trace is also uniformly distributed over the set
{[(Write, “O”,r, L), (Read, “O”,r), (Write, “O”,r, L)] | r € {0,1}} by applying the third

rule in Proposition 3.2.

By combining the verification triple above with the definitions and theorems to be in-
troduced in Section 4.3 and Section 4.4, we conclude that if the encryption scheme
enc() satisfies statistical or computational security, then the original algorithm shown in

Fig. 4.1 is statistically or computationally oblivious, respectively.

Assumptions on Context To make our assumptions explicit, we clarify the adver-
sarial setting and cryptographic context inherited from the standard statistical and IND-
CCA security models. For example, in the IND-CCA setting and in our corresponding
discussion in Section 4.4, we assume that the encryption scheme’s secret key is generated
once at the beginning of the experiment and remains fixed throughout the game. The

adversary is modelled as a probabilistic polynomial-time algorithm that may adaptively
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interact with our target algorithms, exactly as in the traditional IND-CCA experiment,

which abstracts away the internal details of key management and decryption.

Our framework builds directly on these assumptions: we do not redefine these mecha-
nisms but instead rely on the guarantees provided by an underlying encryption scheme
that already satisfies statistical or IND-CCA security, each with its own contextual in-

terpretation.

4.2 Transformation

We first extend the programming language by introducing a new command, z, <
enc(e,), which invokes the encryption oracle on plaintext expression e, and stores the
resulting ciphertext in variable z,.. To maintain generality and allow for the application
of different security notions, we make no assumptions about the distribution of enc()—it
may return ciphertexts according to an arbitrary distribution. Consequently, the ex-
isting random choice command, which always returns values uniformly at random, is

insufficient to model this behavior.

Definition 4.1 (Encryption Semantics). In addition to Fig. 3.2, we have

[z, < enc(e;)](o, 1) = (o, bind(w, m +— bind(Enc(e,), u — unit(mz, — ul))))

where stateless function Enc(e,) returns a distribution of Val. We make no assump-
tions about what distribution Enc() returns, and leave it under-defined, for maximum

generality.

Note that although encryption functions are often stateful in practice, they are typically
modeled as stateless in theoretical settings, including both computational and statistical

security definitions.

Definition 4.2 (Transformation Requirements). We impose several requirements on
the target programs to ensure unambiguous access recording and obliviousness. None
of these requirements meaningfully impact the expressiveness of our approach, as we

explain below.



Formally Verifying the Security of Probabilistic Oblivious Algorithms 83

e A pre-defined set of observable locations (public variables) must be specified, so
that memory accesses to these variables can be properly recorded via the ghost code
transformation. Alternatively, their classification can be made value-dependent,
as demonstrated in [Murray et al., 2016]. However, in this thesis, we assume that

the set of observable locations is fixed in advance.

e Each command must access at most one public variable. Otherwise, the order of
memory accesses becomes ambiguous. For example, in the command x < a + b,
if both a and b are public, it is unclear which variable is read first. To avoid
this ambiguity, such commands should be rewritten—for instance, as x < a; = +

x + b, where x is a non-public variable.

e For conditional statements (e.g. if) and loops (e.g. while), the guard condition
must not directly access public variables. Otherwise, it becomes difficult to im-
mediately insert the corresponding ghost code to record observable behavior. If a
condition involves a public variable, it should first be loaded into a private variable,
which is then used in the control flow. This ensures that the observable access is

recorded explicitly and separately from the control logic.

e Encrypted expressions must not contain public variables. If an encrypted expres-
sion does reference a public variable, it should first be rewritten so that the public
value is loaded into a private variable before encryption. This restriction simplifies
the definition of the transformation, as we avoid the need to handle cases where

encryption directly involves reading public variables.

e Direct access to any ciphertext (i.e. values encrypted via enc()) is prohibited,
except through the decryption function dec(). Allowing arbitrary operations on
ciphertexts may result in unintended leakage. For instance, consider a program
that reveals the ciphertext x of the secret value s and subsequently reveals z%2 +
s%2 (with ‘%’ denoting the modulo operation). Since an attacker knows z, they
could deduce the value of s%2. However, our simplified transformation records
the first revealed value x as |, rather than its actual value, thereby will miss such
leakage. We therefore require that ciphertexts be used only through the decryption

function dec().

We note that the first four requirements do not affect the expressiveness of the program.

Any program that does not satisfy them can be re-written to a semantically equivalent
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one that does. Regarding the final requirement, it is generally satisfied by target pro-
grams, with the exception of a few cases involving direct copying of ciphertexts, which
can be readily rewritten by adding re-encryption. With these requirements, we define

the two transformations, which are formalized in Isabelle/HOL [Yan, 2025]:

Definition 4.3 (Transformations). Given a program that satisfies the requirements
stated above, we apply the following transformation steps to obtain an instrumented

version that records memory access patterns along with the accessed data:

1. Introduce an unused variable to record observable information, and initialize it as

an empty list. Without loss of generality, we name this variable Trace.

2. For any command (excluding encryption) that performs a write to a public variable

x, append the ghost code

Trace < Trace + (Write, ‘x’, x)

immediately after the command, where ‘x’ denotes the name of the variable and

x its current value (after the write).

3. For any command (excluding encryption) that reads from a public variable z,

append the ghost code immediately after the command.

Trace <— Trace + (Read, ‘x”)

4. For any encryption command z < enc(s) where x is public, append one of the

following codes:

e Trace + Trace + (Write, ‘x?, x); x < s; for the original transformation, where

the actual ciphertext value is recorded;

e Trace + Trace + (Write, ‘x?, 1); x < s; for the simplified transformation, where
1 denotes an abstract placeholder for the ciphertext, masking the actual en-

crypted content.

o = < enc(0); Trace <— Trace + (Write, ‘x’,x);x < s; for the simulated trans-
formation, where the actual ciphertext is replaced by enc(0). This transfor-

mation is only for the computational proof in Section 4.4.
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Note that the plaintext is written to x after recording the ciphertext in Trace. The
purpose of this is to ensure that Trace accurately captures all observable informa-
tion while simultaneously simplifying the decryption process which we explain as

follows.

The security standards described in Section 2.3 assume that the encryption key is
randomly generated before encryption occurs, and they do not address the decryp-
tion phase. Consequently, the precise definition of decryption remains unspecified.
Since our only permitted access to ciphertext data is through the act of decryption,
and we avoid recording the values read during decryption in Trace as discussed in
Section 4.1, we can safely write the plaintext s directly to x after the ciphertext
has been logged. This approach allows us to read plaintext directly when needed,
thereby circumventing the need for an explicit decryption definition without af-

fecting the recorded observations in Trace.

5. Finally, return Trace as the observable information.

4.3 Statistical Obliviousness

Following the discussion presented in Section 4.1, Section 4.2, and recalling Defini-

tion 3.14, we establish the following theorem.

Theorem 4.4 (Statistical Obliviousness with Encryption). Let A be a security param-
eter, and let cy be a program satisfying all conditions specified in Definition 4.2, which
employs an encryption scheme that is statistically secure with advantage at most negl(\).
Consider the programs ¢ and ¢, which represent the original and simplified transforma-
tions of cg, respectively. If the triple - {¢} ¢ {Up|[Trace]} holds such that the precondi-
tion ¢ asserts the inputs are valid for the program ¢ and the length of each trace t € T
18 bounded by a polynomial in A, then the program c achieves statistical obliviousness
according to Definition 3.14, provided its input length is also bounded by a polynomial
mn A.

Later we explain the Isabelle formalisation of this theorem and proof in Section 4.3.2.

Intuitively, the theorem asserts that if a program cg, which employs statistically se-

cure encryption, meets our specified requirements (see Theorem 4.2), and its simplified
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transformation is proven to always yield a fixed trace distribution (by our program
logic of Chapter 3), then the memory access pattern—observed under actual ciphertext
execution and recorded by the variable Trace in the original transformation—satisfies
statistical obliviousness (see Theorem 3.14). The structure and formalization of the

proof will be presented in the following subsections.

4.3.1 Proof Structure

As discussed in Section 4.1, we need to define suitable intermediate conditions that

specify the relationship between states of the original and simplified transformations.

Definition 4.5 (Intermediate Conditions). For any program states (o, u) and (o', 1),
we say they satisfy the intermediate conditions, denoted by MC(o, i, o’, 1’), if and only

if the following conditions hold:

e The states differ only in Trace. Formally, c = ¢’ and myy1v_Trace (t) = Tuntv—Trace (1),
where myyTy_Trace(14) denotes the marginal distribution of p on all variables exclud-

ing Trace.

e In both p and ', Trace records a sequence of tuples as exemplified in Section 4.1.
If each ciphertext entry in Trace from all elements in the support of u is replaced

with L, the resulting distribution is p'.

e Assume that the encryption scheme enc() has e-statistical secrecy (Definition 3.13).
For each possible random memory m’ € supp(y’), define pu,, as the conditional
distribution of p given the condition that replacing every ciphertext in Trace with
1 will yield m/. In contrast, define u!, as the distribution obtained by replacing
each L in the Trace of m’ with encryptions of 0 according to enc(0). The statistical
distance between distributions p,, and p,, must be bounded by ¢ - n, where n is

the length of Trace in m/.

We prove three key properties about the Intermediate Conditions for our conclusion.

e Given identical inputs for the original transformation ¢ and its simplified coun-
terpart ¢/, the Intermediate Conditions MC(o, u,0’, ') must hold for the states

(o, 1) and (o', ') resulting from the initialization step (step 1 in Definition 4.3)
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of ¢ and ¢, respectively. Because the inputs to both transformations are identical
and the initial Trace is empty, it follows that (o,u) = (o, 4/). Thus, the first
condition of MC(c, i1, o', i) is immediately satisfied. Additionally, since Trace is
initially empty in both cases, the remaining two conditions hold trivially without

any replacements.

e Given the Intermediate Conditions MC(o, u,o’, /) and two programs ¢ and ¢
obtained by applying Definition 4.3 to a program c¢q that satisfies Definition 4.2,
suppose that execution yields [c] (o, 1) = (01, p1) and ['](o’, ) = (o], p}). Then,
it follows that MC(o1, p1, 0%, 1)) also holds. Establishing this result requires an
induction on the structure of ¢y, with individual cases considered separately for
each type of command. We will present the details of this inductive proof in

Section 4.3.2.

e Given the Intermediate Conditions MC(o, pi, o', /') and assuming that the encryp-
tion scheme enc() satisfies e-statistical secrecy, it follows that the statistical dis-
tance between the distributions of Trace in p and p’ is bounded by poly(n)-e, where
n is the maximum length of Trace within the supports of p and y’. This conclu-
sion is closely related to the last condition of the Intermediate Conditions (Defini-
tion 4.5); however, here we consider the overall distributions of Trace, whereas the
Intermediate Conditions address individual conditional distributions, each condi-
tioned on a particular simplified Trace. Since the overall distribution of Trace can
be expressed as the weighted sum of these conditional distributions, the stated
bound on statistical distance directly follows from the definition of statistical dis-

tance (Definition 2.6).

Given the above properties, we can now establish Theorem 4.4.

Proof of Theorem /.4. Our goal is to prove that for any two secret inputs s and s', the
traces Trace produced by executing ¢(s) and c¢(s’) are statistically indistinguishable. By
Lemma 3.15, it suffices to show that the statistical distance between these two traces is

a negligible function in the security parameter .

We proceed by considering the executions of the simplified programs ¢/(s) and ¢/(s').
By the first two properties stated above, the final states of ¢(s) and ¢/(s) satisfy the

Intermediate Conditions, and similarly for ¢(s’) and ¢/(¢').
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Then, by the third property, there exists a function f such that the statistical distance
between Trace in ¢(s) and f(Trace) in ¢/(s) is at most poly(n) - negl(\), where n is
polynomially bounded in A, as assumed in Theorem 4.4. An analogous bound holds for

c(s") and ¢(s').

Furthermore, since ¢’ is assumed to always produce a fixed distribution over Trace in
Theorem 4.4, we have that f(Trace) in ¢/(s) is identically distributed to f(Trace) in
d(s"). Consequently, both Trace in ¢(s) and Trace in ¢(s") are within statistical distance

poly(poly(A)) - negl(A) of the same fixed distribution—mnamely, f(Trace) in /().

By the transitivity of statistical distance, the distance between Trace in ¢(s) and Trace
in ¢(s’) is bounded by 2 - poly(poly()\)) - negl(\), which simplifies to negl()), due to the

closure of negligible functions under polynomial scaling. This completes the proof. [J

4.3.2 Isabelle Formalization

We formalize the transformation (Section 4.2) and the statistical obliviousness proof
(Section 4.3) in Isabelle/HOL, complementing the formalization of our program logic
presented in Chapter 3. The full artifact is available on Zenodo [Yan, 2025] and contains

approximately 4,500 additional lines of code.

We begin by modifying the semantics of the programming language according to Theo-
rem 4.1, implemented in Semantics.thy, by introducing a new command for encryption.
Additionally, we introduce an axiom asserting that all ciphertext distributions form full
probabilistic distributions. Relevant auxiliary functions and existing proofs are adapted

accordingly to accommodate the new command.

The remaining formalization is contained in Transform.thy. We first assume the ex-
istence of functions that distinguish between public and private variables, as well as a
designated variable Trace used to record observable information, which is initialized to

an empty value.

Next, we assume the existence of a distinguished special value (denoted L in this
thesis), along with an abstract function Cval, which maps a command to a value for
the purpose of recording memory access patterns. In practice, Cval is intended to

capture both the access type and the accessed memory location. For our formalization,
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we additionally require that Cval is capable of distinguishing encryption operations
from other commands, in order to determine whether the accessed data corresponds to

ciphertext.

Finally, we introduce a set of axioms concerning the append operation on lists. These
are necessary due to our use of an abstract definition of values, which prevents us from
relying on the built-in list append properties in Isabelle. The asserted axioms, such as
the injectivity of list append, are consistent with the standard definitions provided in

Isabelle/HOL.

Transformations We formalize the requirements for program transformations us-
ing the primrec construct in Isabelle/HOL to define the primitive recursive function
WellFormed in accordance with Definition 4.2. The original transformation procedure
is formalized as tsfm, and the simplified transformation as tsfmS. The simulated trans-

formation is not formalized in Isabelle as it is only for computational proof.

As described in Section 4.1, we omit the recording of actual read values in Trace, since

such information is redundant.

Termination To support the proof in Section 4.3.1, we show that when the program
resulting from the original transformation terminates, then this implies that the program
resulting from the simplified transformation also terminates, when given the same inputs.

This guarantees the existence of corresponding pairs of terminating executions.

This property holds because the only difference between the two transformations lies
in the handling of Trace, which is a ghost variable and does not affect control flow.
To establish this result in Isabelle/HOL, we apply the two-layer induction principle
introduced in Section 3.5.2. The proof relies on an intermediate condition, eq but trace,
which asserts that two program states are identical except for Trace. This condition also

constitutes the first part of our main Intermediate Conditions (Definition 4.5).

Intermediate Conditions We define our main definition, Intermediate Conditions,
as mid condition, in accordance with Definition 4.5. The first component reuses the
predicate eq _but_trace, while the second employs the function simplify, which replaces

all ciphertexts in Trace with the special symbol. This operation reduces the support of
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the Trace distribution, since ciphertext distributions are collapsed into a single symbolic

value.

The remaining conditions assert that the statistical secrecy of encryption implies the
statistical distance property described in the final part of Definition 4.5. To formalize
this, we introduce the auxiliary function simulate, which replaces each occurrence of the
special symbol in Trace with enc(0). This operation expands the Trace distribution by
binding the distribution of enc(0) to each special symbol, thereby effectively reversing

the effect of simplify.

Suppose a trace Trace is first transformed by simplify and then by simulate; the
resulting trace will have a negligible statistical distance from its original distribution.
This is because the original ciphertexts may have been produced by encrypting values
other than 0, and statistical secrecy ensures that such ciphertexts are indistinguishable

from enc(0).

Many useful lemmas follow from these definitions, providing foundational results that

support the soundness of our transformation and statistical obliviousness proofs.

Implications of Intermediate Conditions We prove a lemma mid init, which
states that the Intermediate Conditions are satisfied by the initial states of the two
transformations. In addition, we establish another lemma, mid final, which shows that
the Intermediate Conditions imply our desired conclusion: namely, that the statisti-
cal distance between the two traces Trace, produced under different secret inputs, is

negligible.

The lemma mid final encapsulates the reasoning introduced in the third part of the
Intermediate Conditions, as well as the proof of Theorem 4.4 in Section 4.3.1. The overall
proof strategy follows the structure described in Section 4.3.1, supported by several
auxiliary lemmas, all of which are grouped in the mid final section (as indicated by

comments in the formalization).

Inductive Proof on Commands Finally, we demonstrate that the Intermediate
Conditions remain invariant throughout the transformations applied to each command.
This inductive argument constitutes the core of our formalization, accounting for ap-

proximately 70% of the total lines of code.
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The primary inductive structure is encapsulated in lemma st mid ind, which comprises

the following cases:

e Case skip: No changes occur, and thus the Intermediate Conditions are triv-

ially preserved.

e Case Deterministic Assignment: Since random memory remains unaffected,

the Intermediate Conditions are trivially preserved in this scenario as well.

e Case Random Assignment: This command involves adding a ghost command
to record memory accesses whenever public variables are present. Since both trans-
formations incorporate identical ghost commands, preservation of the intermediate
conditions might seem straightforward. However, the actual proof is nontrivial be-
cause assignment commands may merge certain probabilistic outcomes (supports).
For example, consider a variable x initially following a uniform distribution over
the set {0,1}. Executing the command z < 0 merges two distinct outcomes into
one. Given that the Intermediate Conditions reference supports for all variables
except Trace, reconstruction of them is required after potential merging caused by
assignments. Lemma SD psum_eq establishes that the statistical distance remains
negligible upon merging distributions, and lemma mid mid Rassign (the conclu-

sion of this case) leverages this result to handle the random assignment case.

e Case Random Sampling: This command inherits the complexity discussed
above, including the necessity of lemma SD psum eq. Additionally, random sam-
pling may also expand supports due to the introduction of uniform distributions.
The formalized semantics of this command involves a two-layer bind structure.
Since the Intermediate Conditions incorporate conditional probabilities within
their final and central statistical distance condition, this case’s proof necessitates
carefully unfolding these layers and constructing precise mathematical equations,

which is captured by lemma mid mid Sample.

e Case Encrypt: The ghost commands added by this transformation can differ,
making this case particularly critical. Each transformation introduces two assign-
ment commands, resulting in a multi-layered bind structure similar to the previous
cases but with distinct requirements for detailed unfolding. The proof for this case

is divided into two parts:
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Lemma mid mid Core half addresses all Intermediate Conditions except their

final statistical distance condition, leveraging the earlier random assignment proof.

Lemma mid mid Core establishes the final statistical distance condition based on
previously proven conditions (by mid mid Core half). It demonstrates that the
tuple added to Trace in the original transformation records ciphertext distributions
freshly generated by enc(), which can be simulated by enc(0) with negligible
statistical distance, as assumed in the encryption scheme. Moreover, this only adds
a negligible amount to the initial statistical distance defined in the Intermediate

Conditions.

However, this result only holds true after the final added command x < s. Prior
to this command, x also stores the ciphertext, causing conditional probabilities on
all variables except Trace to yield only a single ciphertext of the last tuple rather

than the intended full distribution.

Lemma SD_increase plays a crucial role in this detailed proof, stating that merging
two pairs of distributions—each pair having statistical distances n and n’, respec-
tively—by a reversible and injective function g results in a combined statistical
distance of n + n/. This lemma is central to handling the addition of ciphertext
to Trace. Additionally, auxiliary lemmas such as mid mid simp significantly aid in

mathematical simplifications within this proof.

e Case Sequence, Case Deterministic If: Trivial by unfolding the definitions

and applying the induction hypothesis.

e Case Random If: Executing a random If-statement involves splitting an initial
distribution into two conditional distributions corresponding to each branch. After
executing both branches separately, the resulting distributions must be merged.
The critical step is demonstrating that these splitting and merging operations pre-
serve the Intermediate Conditions. This preservation is established via math-
ematical simplifications and the application of lemma mid cond inv stating that

the conditional distributions preserve the Intermediate Conditions.

e Case Deterministic and Random Loop: Trivial due to the two-layer induction

approach described in Section 3.5.2.



Formally Verifying the Security of Probabilistic Oblivious Algorithms 93

Conclusion Finally, the conclusion in Theorem 4.4 is summarized by Statistical,
consolidating all prior results. Given a well-formed program cg, a security parameter s,

a precondition ¢, and two initial states satisfying

pE (o)A (o),

let ¢ and ¢ denote the original and simplified transformations of ¢y, respectively, such

that:

[el(, 1) = (o1, ) and [e(", ) = (o2, 12).
Suppose we have established the correctness triple:

F{¢} c {Urp[Trace]},

where T is a fixed set of traces, each of polynomial length in s. Under the assumption

of statistically secure encryption, we then conclude:

the statistical distance between [Trace] (1) and [Trace](u2) is negligible in s.

4.4 Computational Obliviousness

Based on the conceptual framework presented in Section 4.1, we define computational
obliviousness as follows, inspired by Section 2.3.3. The proof in this section is not

formalized in Isabelle/HOL.

To avoid repeatedly defining the same game structure, we introduce the following defi-
nition, which generalises IND-CCA—style games. This is a higher-order definition that
will later be instantiated in the subsequent definitions and proofs.It reveals the common

structure of IND-style games and simplifies the presentation of proofs.

Although this style of definition may be uncommon in cryptography proof, it is quite

natural in programming languages and formal verification.

Definition 4.6 (General-IND Game). Given two target algorithms fy, f1, a set of
additional oracles F', two integers k and n in poly(k), a polynomial-time bounded (PPT)
adversary A, we define game(fo, f1, F, k,n, A) as the following game:
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Set up algorithms { fo, f1} U F' with security parameter k.

Stage 1:
for j € {1,...,m1}, where m; is poly(k):
A picks an input for any algorithm in {fo, f1} U F' and then gets the result.

Stage 2:
A picks two valid inputs Iy and I; of the same length n for fy and f; respectively. A
uniform and secret bit b € {0,1} is chosen, then f,(Ip) is executed. The results are

stored in C' and given to A.

Stage 3:
for j € {my1 +1,...,my + ma}, where my is poly(k):

A picks an input for any algorithm in {fo, f1} U F and then gets the result.

Eventually, A outputs a bit ¥'. A wins the game if and only if o' = b.

Definition 4.7 (General Computational Indistinguishability). Let k& be a security pa-
rameter, n an integer polynomial in k, and F a set of oracles. Algorithms fy and f;
are said to be computationally indistinguishable, denoted IND( fo, f1, F, k, n), if for every
PPT adversary A, there exists a negligible function negl() such that the probability that
A wins the game game(fy, f1, F, k,n,.A) is bounded by:

P[A wins] < % + negl(k).

The definitions have the same structure of the IND-CCA game (Definition 2.9) and
the IND-CCA security notion (Definition 2.10), by introducing additional parameters

beneficial in subsequent proofs (Section 4.4.1):

e The General-IND Game extends traditional indistinguishability definitions by
comparing two potentially distinct algorithms with different inputs, rather than a
single algorithm with varying inputs. This extension facilitates the connection be-
tween encryptions of unknown plaintexts depending on inputs and fixed plaintexts,

as illustrated in Section 4.1. It also streamlines the framework by eliminating the
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need for multiple similar game definitions, while clearly highlighting the essential
distinctions among them. For example, we will show several instance of games in

the following subsections with different parameters.

e It includes an optional oracle set F' to support auxiliary functionalities, such as

decryption oracles, if required.

e The integer parameter n explicitly constrains the input length, enabling the defi-

nition to accommodate requirements of oblivious algorithms.

We now specialize the notion of computational indistinguishability to define computa-
tional obliviousness. Intuitively, computational obliviousness implies that for any pair of
inputs s, s’ of equal length n, the outputs produced by the algorithm are computationally

indistinguishable under security parameter k.

Definition 4.8 (Computational Obliviousness). Given a security parameter k and inte-
ger n polynomial in k, an algorithm ¢, which is obtained via the original transformation

described earlier, is said to be computationally oblivious if IND(c,c,(, k,n).

In this setting, the indistinguishability game involves two identical algorithms ¢ and
asserts that the resulting memory access traces are computationally indistinguishable
under different inputs. In Section 4.4.1 and Section 4.4.2, we will consider games involv-
ing distinct algorithms, which serve as intermediate steps in the game-based reduction

proof.

Finally, we state our main theorem:

Theorem 4.9 (Computational Obliviousness with Encryption). Let A be a security pa-
rameter, and let cg be a PPT program satisfying all conditions specified in Definition 4.2,
which employs an encryption scheme that is computationally secure with advantage at
most negl(\). Moreover, we require that the secret information does not affect decryp-
tions of ciphertexts not resulting from previously executed encryptions in the algorithm
execution (we explain this requirement below). Consider the programs ¢ and ', which
represent the original and simplified transformations of cy, respectively. If the triple
F{¢} ¢ {Ur[Trace|} holds such that the precondition ¢ asserts that the inputs are valid
for the program ¢’ and the length of each trace t € T is bounded by a polynomial in X,
then the program c achieves computational obliviousness, provided its input length is also

bounded by a polynomial in \.
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We require that secret information must not influence the decryption of ciphertexts
unless those ciphertexts are the output of previously executed encryption operations.
For instance, the program c(s) = a « dec(s) violates this condition when s is secret,
as it attempts to decrypt a secret value directly. In contrast, the program c(s) = a
dec(enc(s)) adheres to this requirement, since the ciphertext being decrypted originates

from an earlier encryption performed within the same execution of the program.

This restriction is essential because, in the third stage of the IND-CCA game, adversaries
are prohibited from querying the decryption oracle on the challenge ciphertext. Without
this requirement, the transformed program could directly decrypt ciphertexts dependent
on secret information, thereby violating this critical restriction and undermining the
integrity of the security definition. In practice, ciphertexts appearing in the initial
state generally do not contain secret inputs. Therefore, this additional restriction is
typically satisfied in practical scenarios and does not compromise the applicability of

our construction.

4.4.1 Proof Structure

We prove Theorem 4.9 by contradiction. Suppose that the program c is not com-
putationally oblivious; that is, there exists a PPT adversary A winning the game
game(c, ¢, (0, k,n, A) with non-negligible advantage. Under this assumption, our goal
is to construct another adversary capable of breaking the IND-CCA security of the un-
derlying encryption scheme. This leads to a contradiction with the security assumption
stated in Theorem 4.9. To facilitate this construction, we first introduce the following

auxiliary lemma:

Lemma 4.10. Let k be a security parameter, n an integer polynomially bounded in
k, and F a set of auxiliary programs. Consider two programs fo and fi, where fi
returns outputs following a fixed distribution for any input of length n. If there exists
a PPT adversary A that successfully wins the game game(fo, fo, F, k,n, A) with non-
negligible advantage, then there must also exist PPT adversaries Ay and A1 for the games
game( fo, f1, F, k,n, Ag) and game(f1, fo, F, k,n, A1) respectively, such that at least one

adversary wins its respective game with non-negligible advantage.
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We defer the detailed proof of this lemma to Section 4.4.2. Intuitively, this lemma asserts
that if a program fj is computationally distinguishable from itself based on two different
inputs, then it must also be computationally distinguishable from any program f; that
returns a fixed output distribution. This property can be viewed as a computational in-
distinguishability analog of the triangle inequality: if two distributions A and B are com-
putationally distinguishable (i.e. have non-negligible computational “distance”), then for
any distribution C, the inequality distance(A, C) + distance(B, C') > distance(A, B) im-
plies that at least one of distance(A, C) or distance(B, C) is non-negligible, and therefore

C must be computationally distinguishable from either A or B.

Since the definition of the General-IND Game is symmetric, Lemma 4.10 could equiva-
lently be restated with a single game in its conclusion. However, we retain the explicit
formulation involving two distinct games to clearly match the subsequent proof steps

and explicitly convey the intuitive analogy to the triangle inequality.

We now apply Lemma 4.10 with our transformation (Definition 4.3). Suppose we have
a target program cg to verify. Its original transformation, simplified transformation
and simulated transformation are c,c’,¢” respectively. We aim to demonstrate that c
(recording the exact trace) and ¢’ (recording all ciphertext as enc(0)) are computation-
ally distinguishable by letting fo = c and fi; = ¢”. Specifically, we argue the existence of
a PPT adversary A who succeeds in the indistinguishability game game(c,c”, 0, k,n, A)

with non-negligible advantage.

We can let f1 = ¢ because program ¢’ consistently outputs a fixed distribution since the
sole distinction between ¢ (which is assumed to be proved that it consistently outputs
a fixed distribution in Theorem 4.9) and ¢’ lies in how ciphertexts are recorded—as
either fixed ciphertext L or fixed ciphertext enc(0)—both of which yield constant output

distributions.

Finally, we complete our proof by reducing the indistinguishability game(c, ¢”, 0, k, n, A)
to the IND-CCA security game for multiple messages (Definition 2.9):

Lemma 4.11. Let k be a security parameter and n an integer polynomially bounded
in k. Consider two programs ¢ and ¢, corresponding respectively to the original and
simulated transformations of the program co. If there exists a PPT adversary A ca-

pable of winning the indistinguishability game game(c,c”, 0, k,n, A) with non-negligible
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advantage, then we can construct another PPT adversary A’ that successfully breaks the

IND-CCA security for multiple messages as stated in Definition 2.9.

We defer the detailed proof of Lemma 4.11 to Section 4.4.2. Intuitively, the essential
distinction between the programs c¢ and ¢” lies solely in the recorded ciphertexts: in
¢, the ciphertexts correspond to encryptions of unknown plaintexts distribution, while
in ¢’, they consistently arise from encrypting a fixed plaintext (namely, enc(0)). This
mirrors the differing ciphertext sequences considered in the IND-CCA security game.
By establishing this connection, Lemma 4.11 allows us to conclude our proof by contra-

diction.

4.4.2 Proof Details

Proof of Lemma 4.10. Suppose A can win game( fo, fo, F, k,n, A) with probability 1/2-+
g(k) where g is not a negligible function, we construct .4y and .4; based on A. Without
loss of generality, we assume A will always give output for any C' (the challenge message)
received in its game even if C' is not a possible output of fy. (If the original A may fail
to output results for some C, we can construct another A satisfying our assumption by

letting it always output 0 when the original A fails to output.)

For Ay and its game( fo, f1, F, k,n, Ap):

At the stage 1 of game (Definition 4.6), Ay calls A who may require the executions of

{fo} UF. A follows the requirements from A and provides outputs.
Afterwards (stage 2), A outputs Iy and I. Ag uses Iy and I; for its own game.

A uniform bit b € {0,1} is chosen, then f;(1;) is executed. The results are stored in C

and given to Ag. Ag gives it to A.

At stage 3, A may continue to require the executions of {fo} U F. Ay follows the

requirements from A and provides outputs.

Eventually, A outputs a bit b'. Ag uses it as its own answer.




Formally Verifying the Security of Probabilistic Oblivious Algorithms 99

For A; and its game(fi, fo, F, k,n, A1):

At the stage 1 of game (Definition 4.6), A; calls A who may require the executions of

{fo} UF. A follows the requirements from A and provides outputs.

Afterwards (stage 2), A outputs Iy and I;. A; uses Iy and I; for its own game. In this

game, Iy is for f1 and I; is for fy, which is reversed from the previous case.

A uniform bit b € {0,1} is chosen, then fi_4(lp) is executed. The results are stored in

C and given to A;. A gives it to A.

At stage 3, A may continue to require the executions of {fo} U F. A; follows the

requirements from 4 and provides outputs.

Eventually, A outputs a bit . A; uses it as its own answer.

Now we analyse their winning probabilities. Let us denote the set of all possible outputs

of fo and f; as S, the probability of fy(Iy) outputting v as p(fo(ly) = v).

Suppose given v, a possible output of fy, A has the probability A(v) for outputting 0

and thus 1 — A(v) for outputting 1, its winning probability can be also written as

pa=1/2% Y p(follo) = v) % A(v) +p(fo(l1) = v) * (1 — A(v))

vES

Ao will win its game with the probability

po=1/2%Y p(follo) = v) * A(v) +p(fi(11) = v) * (1 = A(v))

veES

A1 will win its game with the probability

pr=1/2%) p(fi(lo) = v) * A@) +p(fo(lr) = v) * (1 = A(v))

veS

Then we have

po+p1=pa+1/2% Y p(fillo) = v) x Aw) + p(fi(11) = v) * (1 = A(v))

veES
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By the assumption that f; always outputs the same distribution, we have

V. p(fi(lo) = v) = p(f1(f1) = v)

Thus

po+p1=pa+1/2% Y p(fi(lo) = v) x A(v) +p(fi(Io) = v) * (1 = A(v))

vES

—=pa+1/25 Y p(fi(lo) = v)

veES

=pa+1/2

Finally, we have pg + p1 = 1 4 g(k) by assumptions that p4 is equal to 1/2 plus some
non-negligible function, which implies that at least one of py and p; is greater than

1/2 + g(k)/2. The desired conclusion follows. O

Proof of Lemma 4.11. Assume the adversary A wins game(c,’, (), k,n, A) with proba-
bility 1/2+ g(k), where g(k) is a non-negligible function. We construct an adversary A’
against the IND-CCA security game that leverages A as a subroutine. The adversary

A’ has access to encryption and decryption oracles enc() and dec().

Initially, A’ runs the program c¢ once (with any valid input), recording the inputs and

outputs of all calls to the decryption oracle dec() for later reference.

At stage 1, whenever A requests to execute either ¢ or ¢ on chosen inputs, A’ simulates

these executions using the provided encryption and decryption oracles.

Eventually, at stage 2, A outputs two message sets Sy and S7. At this point, A’ executes
¢(Sp) and collects all plaintexts whose ciphertexts appear in the Trace into a list L;.
Then, A’ creates another list Ly of equal length, filled entirely with zeros. These two
lists, Ly and Lq, serve as the message sequences submitted in the multi-message IND-

CCA challenge.

A uniform random bit b € {0,1} is chosen by the challenger, and enc(Ly) is executed.
The ciphertext results are stored in list L and provided to A’. Next, A’ substitutes the
ciphertexts from L into the original execution result E (obtained from ¢(Sp)), forming

a new execution trace E’ that is passed to the adversary A.
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At stage 3, whenever A again requests execution of ¢ or ¢, A’ simulates these executions
using only the encryption oracle enc(). Since all ciphertext-plaintext relationships have
been recorded or can be inferred from prior encryptions in the current execution, A’ can
simulate these executions without querying the decryption oracle, assuming the secret
information does not affect decryptions of ciphertexts not resulting from previously

executed encryptions.
Finally, A outputs a bit &', which A’ forwards as its own guess.

If b = 0, the distribution of E’ matches exactly the distribution of E (albeit with re-
executed encryptions). If b = 1, the distribution of E’ matches the distribution of
c”’(S7) due to the definition of the transformation (Definition 4.3), where all ciphertexts

recorded in the trace originate from encryptions of zeros.

Thus, the distribution of E’ in this constructed game precisely corresponds to the chal-
lenge ciphertext distribution in game(c,c”, 0, k,n,.A). Consequently, the success proba-
bility of A" in the constructed game equals the success probability of A in the original

indistinguishability game, completing the proof. O

4.5 Summary

This chapter introduces a formal verification framework that precisely defines the se-
curity guarantees of oblivious algorithms incorporating encryption. The verification
process is systematic: it involves transforming the program and applying the program
logic developed in Chapter 3. We establish the soundness of this approach, providing a
proof for statistical security mechanized in Isabelle/HOL and a proof for computational

security carried out manually.

We illustrated the method using a toy example in Section 4.1, and in the following
chapter, we apply it to several practical probabilistic oblivious algorithms that utilize

encryption.



Chapter 5

Case Studies

In Section 4.1, we presented a motivating algorithm along with its verification process,
illustrating the use of our transformation and program logic as introduced in Chapter 4
and Chapter 3. To demonstrate its practical utility on real-world examples, we further
applied this framework to verify the obliviousness of four non-trivial algorithms: Obliv-
ious Sampling [Sasy and Ohrimenko, 2019], the Melbourne Shuffle [Ohrimenko et al.,
2014], Path ORAM [Stefanov et al., 2018], and Path Oblivious Heap [Shi, 2019]. These
case studies were performed at the pen-and-paper level. Extending them to a mecha-
nized formalization would be valuable future work, but it is nontrivial, as our framework
currently employs abstract data types that are still far from the level of detail required

for implementing the full algorithms.

Each of these case studies incorporates encryption and is transformed using our frame-
work from Chapter 4. Moreover, the algorithms exhibit distinct structural characteristics

and require different verification strategies, as detailed below.

To our knowledge, Oblivious Sampling, the Melbourne Shuffle, and Path Oblivious Heap
have never been formally verified as each requires the combination of features that our
approach uniquely supports. Path ORAM has received some formal verification [Sahai
et al., 2020, Leung et al., 2023] (see Section 2.4.2.2) and also comes with an informal but
rigorous proof of security [Stefanov et al., 2018]. We verified it following their overall
strategy to show that our logic can indeed encode existing rigorous security arguments

(see Section 5.2 for details).

102
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Sampling serves as a fundamental building block in various domains, including differen-
tial privacy, oblivious data analysis, and machine learning [Abadi et al., 2016, McMahan
et al., 2018, Yu et al., 2019]. One of our case studies is the oblivious sampling algorithm
(Section 5.1) introduced by Sasy and Ohrimenko [2019], which performs sampling over a
dataset while ensuring that the resulting memory access pattern is uniformly distributed.
The algorithm involves randomised and secret-dependent control flows, such as loops and
conditionals, as well as dynamic random operations like shuffling a truly probabilistic
array. Consequently, the combination of classical and probabilistic reasoning in our

program logic is crucial for verifying the security guarantees of this algorithm.

Path ORAM [Stefanov et al., 2018] is a seminal oblivious RAM algorithm with practical
efficiency, providing general-purpose oblivious storage. Path oblivious heap is inspired
by Path ORAM and the two share the same idea: using a binary tree with a random and
virtual location table to store secret data, where the mappings between each physical and
virtual location are always independent of each other and of the memory access pattern.
Thus probabilistic independence is crucial to express and prove these algorithms’ key
invariants. We present the detailed verification and the distinct challenges involved in

Section 5.2 and Section 5.3, respectively.

The Melbourne Shuffle [Ohrimenko et al., 2014] is an effective [Ohrimenko et al., 2014,
Table 2] oblivious shuffling algorithm used in cloud storage and also as a basic building
block for other higher-level algorithms (e.g. oblivious sampling [Sasy and Ohrimenko,
2019]). Its operation is non-trivial, including rearranging array elements with dummy
values and other complexities. Its verification (Section 5.4) employs much classical
reasoning because, while it is probabilistic, its memory access pattern is deterministic

(absent failure).
Overall, the verification process typically follows these steps:
e Program Adaptation: Modify the target algorithm while preserving its original

semantics to conform to the syntax and semantics of our programming language

introduced in Chapter 3 and to the transformation requirements (Definition 4.2).

e Transformation Application: Apply the transformation (Definition 4.3) to ob-

tain a simplified transformation of the program (i.e. choose the 2nd option for
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step 4), which can then be verified using our program logic. A concrete example

of this procedure was provided in Section 4.1.

e Trace Specification: Define functions that characterize the memory access traces
recorded in Trace. These traces generally depend on one or more random variables
and can be abstractly represented as functions of those variables. For example,
the trace in Section 4.1 depends on a random variable r, and is therefore described
by a function of r. In more complex cases presented in this chapter, the trace
is typically modeled as the concatenation of several such functions over multiple

random variables.

e Logical Verification: Use our program logic (Chapter 3) to show that the algo-
rithm’s actual trace Trace indeed conforms to the trace specification defined over
the random variables via appropriate assertions Ct(). Furthermore, demonstrate
that these random variables are mutually independent so that the concatenated
trace achieves uniform distribution, as established by Proposition 3.2. This step
may involve a variety of techniques and nontrivial reasoning strategies, which will

be elaborated on later in this chapter.

e Obliviousness Conclusion: Finally, establish the obliviousness of the target

algorithm by invoking Theorems 4.9 and 4.4.

An earlier version of this work appeared in Formal Methods 2024 [Yan et al., 2025]. At
that time, it applied the program logic of Chapter 3 to prove the properties assuming
perfect encryption. In this chapter, we extend our previous results by incorporating
encryption, along with its corresponding transformations and verification, based on the
framework introduced in Chapter 4. These extensions enabled our previous verifica-
tion using Chapter 3’s program logic to be used to prove statistical and computational
obliviousness of the target algorithm relative to the strength of the actually used en-
cryption scheme, without altering the overall structure or the core ideas of the original

verification.
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1 D < oblshuffle(D);
2 SWO —$ UX(n,m) ;
3 S« ;i 151« 1;
4
5

e < DI1];
! enext < DI[1];
6 whilegr [ <n+1 do
7 1 1;
8 whiler i < k+ 1 do
9 if p SWO[i|[j] then
10 S.append(enc((e,i)));
11 [ 1+1;
12 €next <— DII];
13 i i+ 1
14 € < Cnext;
15 j—i+1L
16 S <+ oblshuffle(S);
17 § < [H?H? 7[]]a//k empty arrays
18 p 1
19 whilegr p <m+1 do
20 (e,i) < dec(S[p]);
21 s[i].append(enc(e));
22 p—p+1;

FIGURE 5.1: Sampling Algorithm

5.1 Oblivious Sampling

Oblivious random sampling [Sasy and Ohrimenko, 2019] plays a crucial role in oblivious
training algorithms for machine learning, where it is commonly used to randomly select

mini-batches.

The algorithm takes a secret database (an array) D of size n as input, and will output
several arrays (s[0], s[1], ..., s[k]) where each contains m pieces of independently sampled
data from D. Moreover, n = m - k. The memory access pattern of the database D,

temporary array S and the returned arrays s[...] are observable to attackers.

We present the rewritten algorithm in Fig. 5.1, modified to comply with the transfor-
mation requirements outlined in Section 4.2. The primary change is the replacement of
the direct copy operation at lines 20,21 with an additional re-encryption step (dec() and

enc() in these two lines).

Additional changes include translating the for loop into a while loop and separating
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memory accesses to public locations that were originally combined within a single com-
mand. These adjustments, as required by Definition 4.2, preserve the original algorithm’s

semantics.

Following the original algorithm paper [Sasy and Ohrimenko, 2019], the array SWO is
a two-dimensional array of booleans of size k x n, which is randomly chosen from the
set X (n,m) which contains all such arrays such that Vi € {1---k}, the number of true
in SWOIi][1---n] is m. Unlike other case studies (where arrays are indexed from 0), the

arrays in Fig. 5.2 are indexed from 1 [Sasy and Ohrimenko, 2019).

This algorithm consists of three main stages:

e Lines 1 5 perform the initialization of several variables. The input database D,
represented as an array, is then obliviously shuffled and implicitly re-encrypted.
This process is modeled as a uniform random choice over the set of all permu-
tations of the array, denoted Perm(D). This re-encryption is essential—without
it, an adversary could infer which elements were sampled by observing unchanged
ciphertexts. The variable SWO (as the secret) is initialized by randomly selecting
one of its possible values. The intermediate array S is prepared to store sampled
data, while the remaining variables are set up to facilitate the construction of S

in the second stage.

e Lines 615 construct the intermediate array S using a nested loop. Each entry
in S consists of a sampled data element e paired with a target index ¢, indicating
that e should appear in the ith sample s[i]. The inner loop is randomised, with

the number of iterations depending on the secret inputs.

e Lines 1622 perform an oblivious shuffle of the intermediate array S to ensure a
random memory access pattern. Afterwards, each data element e in S is decrypted
and written to the target location s[i] according to its associated index i, producing
the final sampling results. The memory access pattern of this stage is uniformly

distributed.
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N |

8

9

Trace < [|;
D ¢¢ Uperm(p); Trace < Trace + obISF(“D”, n);
SWO <« UX(n,m) )
S+« 151« 1;
e < D[1]; Trace < Trace + (“Read”, “D”, 1);
€next < DI[1]; Trace < Trace + (“Read”, “D”,1);
whilegr [ <n+1 do
14 1;
whiler i < k+ 1 do
if g SWO[i|[j] then
S.append(enc((e,i)));
Trace < Trace + (“Write”, “S”,size(5), L);

l+—1+1;
Cnext < D[l],
Trace + Trace + (“Read”, “D”,1);
141+ 1;
€ < Cnext;
JJ+L
S g Uperm(s); Trace < Trace + obISF(“S”, size(S));
s< [0, -, 0} //k empty arrays
p 1L

whilegp p <m+1 do

(e,1) < dec(S[p]); Trace < Trace + (“Read”, “S”, p);

s[i].append(enc(e));
Trace < Trace + (“Write”, “s”, 4, size(s]7]), L);
pep+l

FI1GURE 5.2: Transformed Sampling Algorithm

5.1.1 Transformation

We then apply the transformation defined in Definition 4.3 to get the simplified transfor-

mation, shown in Fig. 5.2. However, the following adjustments are made to accommodate

specific language features and modeling considerations:

e For the function call oblshuffle(), which performs an oblivious shuffle of the input

array, we model its behavior as a uniform random choice over all possible permu-

tations. The corresponding memory access pattern is specified as obISF(), which

depends only on the array name and its length. If oblshuffle() is probabilistic,

our verification remains sound as long as the selected permutation is independent

of secret values (i.e., the initial and final permutations), which it is for oblivious

shuffling algorithms.



Formally Verifying the Security of Probabilistic Oblivious Algorithms 108

e For array append operations, we model each append as a write to the last position

in the array. The index of this write corresponds to the new size of the array.

e For array accesses, we record both the array name and the accessed index, which
together determine the memory access address. In the case of nested arrays, mul-

tiple indices may be recorded, as illustrated at line 9.

5.1.2 Verification

The verification of the sampling algorithm has three main parts following the corre-

sponding three stages introduced in Section 5.1.

e The first stage initialize several variables, which is staightforward to verify.

e For the second stage, its memory access trace is deterministic, and so we prove
that as a certainty via Ct(-) reasoning. At this point, we have that the trace is a
deterministic value (captured by the predicate inv(Trace)), plus some certain infor-
mation about snd(.S), which is essential for the verification that follows. Suppose
S is an array of tuples, then we let snd(S) represent the array of all the second

elements of the tuples in the array S.

e The last part of the verification covers the remaining code, which shuffles S and
then produces a memory access pattern which is a deterministic function of (the
shuffled) snd(.S). We thus prove obliviousness by proving that the overall memory

access trace is uniformly distributed (and thus independent of secrets).
Then we introduce the detailed reasoning of the proof, sketched in Fig. 5.3. The rea-
soning is as follows.

Let Ali..j] denote the sub-array from A[i] to A[j] and Count(v, A) represent the number

of occurrences of v in the array A.
Let inv(Trace) be a predicate on traces that holds if and only if:

Trace[1..3] = [obISF(“D”,n), (“Read, “D”, 1), (“Read”, “D”, 1)] A
(Vz, 3 < x <size(Trace) = (2%2 =0 = Trace[z| = (“Write”, “S”,(z—2)/2), 1)
ANz%2 =1 = Trace[z] = (“Read”, “D”, (z — 1)/2)))
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{Ctln=m x k)}
Trace « [[;
D <g Uperm(p); Trace < Trace + obISF(“D”, n);
SWO <5 UX(n,m) )
S+ [;j+<1;1+1;
e < DJ1]; Trace < Trace + (“Read”, “D”, 1);
enext < D[1]; Trace <— Trace 4 (“Read”, “D”,1);
{Ct(Trace = [obISF(“D”,n), (“Read, “D”,1), (“Read”, “D”, 1)] An=m x kAS=[|Aj=1=1A
€ = enext = D[1] A D € Perm(D) ASWO € X (n,m))}
Start Unif-Idp rule on SWO and Trace
whileg | <n+1 do
Loop Invariant:
{Ct(n =m x kA D € Perm(D) ASWO € X(n,m) Al = size(S) + 1 = (size(Trace) — 1)/2 =
Count(true, SWO[L..k][1..7 — 1]) + 1 Ainv(Trace) A size(Trace)%2 = 1 Al < n+ 1A
(Vo. 0 < 2 <k = Count(true, SWO[z][1..j — 1]) = Count(x,snd(5))))}
1 1;
whiler i <k +1 do
Loop Invariant:
{Ct(inv(Trace) An =m x kA D € Perm(D) ASWO € X(n,m)ANi <k+1AIl=size(S)+1=
(size(Trace) — 1)/2 = Count(true, SWO[1..k][1..5 — 1]) + Count(true, SWO[1..i — 1][j]) + 1A
(Vx. 0 < & <i = Count(true, SWOIz][1..j]) = Count(z,snd(S)))A
(Vx. i <2z <k = Count(true, SWO[z][1..j — 1]) = Count(z,snd(S5))))}
if g SWO[:][j] then
S.append(enc((e,i)));
Trace < Trace + (“Write”, “S”, size(S), L);
I+ 141,
€next < D[l]7
Trace < Trace + (“Read”, “D” 1);
11+ 1;
€ < Cnext;
J=i+ L
{Ct(size(Trace) = 2n + 3 Ainv(Trace) Asize(S) =n A (Vz. 0 <z <k = Count(z,snd(S)) =m))}
S s UPerm(S);
{Ct(size(Trace) = 2n + 3 Ainv(Trace) A size(S) = n A Uperm(se)[snd(S)]A
(Vz. 0 <z <k = Count(z,snd(S)) =m)}
Trace < Trace + obISF(“S”,size(S5));
s < [[I[I,--+, [ll; //k of empty arrays
p< L
{Ct(inv2(Trace, S) Asize(S) = n A p = size(Trace)/2 —n — 1A
(Vz. 0 <z <k = Count(z,snd(S)) = m)) A Uperm(se)[snd(S)]}
Start Const rule with Upeim(se)[snd(S)]
(inv2(Trace, S) A size(S) = n A p = size(Trace) /2 —n — 1A
(Vx. 0 <2z <k = Count(x,snd(S)) =m)A
(Vy. 0 <y <k = size(s[i]) = Count(i,snd(S)[1...p — 1])))} (Invariant for the last loop)
whiler p <m +1 do
(e,i) + dec(S[p]); Trace < Trace + (“Read”, “S”, p);
s[i].append(enc(e));
Trace < Trace + (“Write”, “s”, i, size(s[i]), L);
pp+1L
{Ct(inv2(Trace, S) Asize(S) = n A p = size(Trace)/2 —n — 1A
(Vz. 0 <z <k = Count(z,snd(S)) = m) Ap > size(5))}
{Ct(Trace = f(snd(S)) A (f is bijective))}

{Ct

End Const rule
{Ct(Trace = f(snd(S)) A (f is bijective)) A Uperm(se)[snd(S)]}

{Uf(Se) [Trace]}
End Unif-Idp rule

{Uy(se)[Trace] * D(SWO)}

FI1GURE 5.3: Verification of Sampling Algorithm



Formally Verifying the Security of Probabilistic Oblivious Algorithms 110

This invariant characterizes the values in Trace at the beginning of each iteration of
the nested loop. The first line specifies the initial three elements of Trace, which are
determined by the code executed prior to entering the loops. The remaining part of
the invariant describes the memory access pattern induced by the loop structure: each
iteration consistently performs a write to the array S, followed by a read from the

database array D. (Note that the first read from D occurs before the loop begins.)
Let inv2(Trace, S) be a predicate that holds if and only if

inv(Trace[1..2n + 3], .S) A Trace[2n + 4] = obISF(“S”, size(S))A
(Vz,j. 2n+4 < x <size(Trace) A j = (x — (2n+3))/2) =
(x%2 =0 = Trace[z] = (“Write”, “s”,snd(S)[;], Count(snd(S)[j],snd(S)[1..5]), L))
Nz%2 =1 = Trace[z] = (“Read”, “S”, j))

The invariant inv2() specifies the value of Trace within the loop invariant of the final
loop. It includes inv() as a subcomponent, since the nested loop executes prior to this
one. In addition, it contains two lines of classical logical assertions that describe the

memory access pattern induced by the final loop.
At the beginning, we have {Ct(n = m x k)}, required by the algorithm specification.

Then, just before the first loop, we can apply RSAMPLE rule, RASSIGN rule (Fig. 3.3),

CoNST rule, and WEAK rule (Fig. 2.6) to get:

{Ct(Trace = [obISF(“D” ,n), (“Read, “D”, 1), (“Read”, “D”, )] An=m x kA S = [JA
j=l=1Ne=enext = D[] A D € Perm(D) ASWO € X(n,m))}

Then, for the first loop, we use the loop invariant:

{Ct(n =mxEkAD € Perm(D)ASWO € X (n,m)Al = size(S)+1 = (size(Trace) —1)/2 =
Count(true, SWO[1..k][1..7 — 1]) + 1 Ainv(Trace) A size(Trace)%2 = 1)A
(Vz. 0 <z < k = Count(true, SWO[z][1..j — 1]) = Count(z,snd(S5)))}

For the inner loop, we use another loop invariant:

{Ct(n =mxkAD € Perm(D)ASWO € X (n,m)Al = size(S)+1 = (size(Trace)—1)/2 =
Count(true, SWO[1..k][1..j — 1]) + Count(true, SWO[1..i — 1][4]) + 1 A inv(Trace)A
(Vx. 0 < x <i = Count(true, SWO[z][1..7]) = Count(z,snd(S)))A
(Vz. i <z <k = Count(true, SWO[z][1..j — 1]) = Count(z,snd(5))))}
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Both loop invariants can be proved by applying the random assignment rule, weak rule,
and random if rule. After the nested loop, we know the first loop invariant holds and
[ > n. By the weak rule, we obtain:
{Ct(size(Trace) = 2n + 3 Ainv(Trace) Asize(S) =n A

(Vz. 0 <z <k = Count(z,snd(S)) =m))}
Note that inv(Trace) is satisfied by at most one Trace of a particular length. So we know

that Trace has a deterministic value at this point.

After the random choice following the loop, let Se be an array containing m occurrences
of every number between 1 and k. Then we have that Uperm(se)[snd(S)] in addition to the
previous assertion, by the random sample rule. Then we apply the random assignment
rule and weak rule several times to obtain the following assertion before the last loop:
{Ct(inv2(Trace, S) Asize(S) = n A p = size(Trace)/2 — n — 1A

(Vz. 0 < x <k = Count(z,snd(S)) = m)A

(Vy. 0 <y <k = size(s[i]) = Count(i,snd(S)[1...p — 1])))}

Then we use the CONST rule to add the Uniform assertion between the loop, and use
the Ct(...) part of the above assertion as the last loop’s invariant, which can be proved
by applying the random loop, random if, random assignment, and weak rules. Finally,
we obtain the above assertion and p > size(,S). This information implies that the value
of Trace is a bijective function of snd(S), which means Trace also satisfies a uniform
distribution. We can also apply the UNIF-IND rule to show Trace is independent of
SWO. Note that since Se is independent of the original database contents D, we have

trivially that Trace is independent of D.

5.1.3 Conclusion

Following the verification framework introduced in Chapter 4 and the program logic
formalized in Chapter 3, we have verified the obliviousness of the sampling algorithm

presented in this section.

We began by adapting the original algorithm to conform to our programming language
and transformation requirements (Fig. 5.1). We then applied the transformation pro-
cedure to obtain a simplified version of the program (Section 5.1.1, Fig. 5.2), which

was subsequently verified using our program logic framework (Section 5.1.2; Fig. 5.3).
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Finally, we conclude that the algorithm satisfies statistical or computational oblivious-
ness, depending on the underlying encryption scheme, as established in Theorem 4.4

and Theorem 4.9.

All case studies in this chapter follow a similar verification process and yield analogous

security guarantees.

5.2 Path ORAM

Path ORAM [Stefanov et al., 2018] is a (probabilistic) oblivious RAM algorithm. It
allows a client to conceal its access pattern to some remote storage. When the client
wants to read/write something from/to the remote storage, it calls the function Ac-
CESS(op, a, datax) where op is the type of access being performed (read or write), a is
the virtual (i.e. as seen by the client) storage location being accessed, and data* is either
None (in the case of a read access) or is a value to be written (in the case of a write
access). The physical location of a in the remote server is stored in the global array @
(originally called position in [Stefanov et al., 2018]). This location changes following the
execution of the algorithm, to hide the (subsequent) access patterns of future executions

of the algorithm.

The original presentation of the algorithm included a perfectly oblivious approxima-
tion [Stefanov et al., 2018, Figure 1], and bounded the statistical distance between it
and the practical version of the algorithm [Stefanov et al., 2018, Section 5]. Thus our

focus is to prove the perfectly oblivious version is indeed perfectly oblivious.

Our goal is to prove that any two sequences of operations of the same length produce in-
distinguishable memory access patterns, in the sense that both are uniformly distributed
over the same set of possibilities. A sequence of operations corresponds to a series of
calls to the ACCESs function, e.g. a sequence could be [(write, a, 1), (read, a, None)|, and
would correspond to two calls to the access function: namely Access(write, a, 1) followed
by Access(read, a, None). The distribution of the memory access pattern produced by

this sequence should be identical to any other sequence of operations of length 2.

The simplified transformation of the path ORAM algorithm appears in Fig. 5.4 where

the ghost codes are added by transformation to capture the observable memory access
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pattern. This figure follows the original [Stefanov et al., 2018, Figure 1], renaming the
original position array to ) for brevity. We also add an additional ghost variable T”
to record the initial value of Trace, which will be useful in the verification, because the
initial value of it is unknown as this function will be called many times to execute many
operations. The only two observable commands are the function calls of WriteBucket()
and ReadBucket(), where their parameters x and [ determine the physical locations that

are accessed.

As described in [Stefanov et al., 2018, Section 3.5], the function WriteBucket() writes
data to a specified bucket with re-encryption, while ReadBucket() reads data from a
specified bucket with decryption. Both operations induce deterministic memory ac-
cess patterns (excluding the encryption producing random ciphertext) based on the
parameters z and [, which determine the bucket location. While the original paper
outlines the high-level behavior of these functions, it does not provide their concrete
implementations. We present our own implementation and formal verification of these
subroutines in Section 5.2.2. In the verification of the main function Access(), the
memory access patterns induced by these operations will be abstractly represented as
(“WriteBucket()”, z,1) and “ReadBucket()”,z,1), respectively. We further establish a
mapping from these abstract representations to the concrete traces produced by our
implementations (see Section 5.2.2), thereby showing that the abstractions faithfully

capture the essential behavior of the subroutines.

5.2.1 Verification

We prove perfect obliviousness by proving that ACCESS maintains the following security
invariant on the observable memory access trace Trace: given any initial memory access
pattern Trace satisfying a fixed uniform distribution, the resulting access pattern after
calling ACCESS (an extension of Trace) still satisfies a fixed uniform distribution. This

security definition depends on the main invariant introduced in Section 5.2.

We cannot assume that the initial memory access pattern is empty, because assuming so
will only prove the first call does not leak information. It is possible that an algorithm
does not leak information in the first call but does leak information in the following

calls.
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function AccEgss(op, a,data™, Trace)

T’ + Trace

z < Qla]

Qla] <=5 Ugo_2r 1))

l+0

whiler [ < L do
S < S U ReadBucket(P(x,1))
Trace < Trace + (“ReadBucket()”, z,1)
l+1+1

data + find(a, S)

if p op = Write then
S« (S —{(a,data)}) U {(a,data*)}

[« L

whiler [ > 0 do
S" + {(d',datd’) € S : P(z,1) = P(Q[d],1)}
S’ « select(Z,S")
S« S-9
WriteBucket(P(x,1),S")
Trace < Trace + (“WriteBucket()”, z, 1)
l+<—1-1

end function

FIGURE 5.4: Transformed path ORAM

We prove maintenance of the security invariant by proving that the algorithm maintains
its key implementation invariant [Stefanov et al., 2018, Section 3|, which we refer to
in this paper as the Main Invariant: each block is mapped to a uniformly random leaf
bucket in the tree (whose height is L), i.e. every value in the array @) satisfies the uniform
distribution on {0..(2” — 1)} and is independent of the others. The Main Invariant is

encoded as an assertion in our logic using the U.[-| and * operators (see below).

Then the verification proceeds as follows. Let W = {0...(2X —1)} and n = size(Q) which
also means the number of (virtual) locations that can be accessed. As shown in Fig. 5.5,
we start with our desired security invariant. It includes the Main Invariant which is
{(Uw[Q[0]] * Uw [Q[1]] * ... * Uy [Q[n]])}, plus the fact that there exists a fixed set YV’
where Trace satisfies the uniform distribution on it (denoted Uy [Trace]), independently

to the Main Invariant.

The verification of the first three lines of code is performed by unfolding the Main In-
variant, and using the RASSIGN rule (Fig. 3.3), FRAME rule and WEAK rule (Fig. 2.6),
then refolding the Main Invariant. Then we use the CONST rule (Fig. 2.6) to carry

all the information except Ct(Trace =T") to the end of this function as these facts
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function AccEgss(op, a,data™, Trace)
{Main Invariant * Uy [Trace|}
T’ < Trace
{Main Invariant * Uy [Trace] A Ct(Trace = T")}
v ¢ Qla)
{Uw[Q0]] * ...Uw|z]... * Uy [Q[n]] * Uy[Trace] A Ct(Trace =T")}
Qlal <=5 Uyo. 21y
{(Main Invariant * Uy [T"] * Uy [z]) A Ct(Trace = T")}
(Start CONST rule) {Ct(Trace = 7")}
[+ 0
whilep [ < L do
S + S UReadBucket(P(z,1))
Trace < Trace + (“ReadBucket()”, z,1)
I+ 1+1
data < find(a, S)
if p op = Write then
S+ (S —{(a,data)}) U{(a,data*)}
[+ L
whilep [ > 0 do
S" « {(d,data’) € S : P(z,l) = P(Q[d],1)}
S’ «+ select(Z,5")
S«—S-9
WriteBucket(P(z,1),S")
Trace < Trace + (“WriteBucket()”, z,1)
l+1-1
{Ct(Trace = T" ++ f(z))} (End CONST rule)
{(Main Invariant * Uy [T"] * Uy [z]) A Ct(Trace =T" ++ f(z))}
{Main Invariant * Uy, ¢y [Trace] }
end function

FIGURE 5.5: Verification of path ORAM

are never modified. Thanks to using the CONST rule, reasoning proceeds via clas-
sical (Ct(-)) reasoning. It is easy to prove that at the end of the function we have
Ct(Trace = T" ++ f(x)), where f(z) = [(ReadBucket(),x,0),..., (ReadBucket(),z, L),
(WriteBucket(), z, L), ..., (WriteBucket(), z, 0)].

Finally, we convert this assertion using the third proposition in Theorem 3.2 and the

proposition introduced above to prove the desired invariant.

5.2.2 Omitted Subroutines

In this subsection, we present our concrete implementation and formal verification of
two subroutines—WriteBucket() and ReadBucket()—which were described but not fully
specified in the original Path ORAM paper [Stefanov et al., 2018, Section 3.5]. As we
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Let mapping(“ReadBucket()”, z,1) =
[(“Read”, P(z,1),0), (“Read”, P(x,1),1),--- ,(“Read”, P(x,l), N — 1)]
Let mapping(“WriteBucket()”, z,1) =
[(“Write”, P(z,1),0, L), (“Write”, P(x,1),1, L), , (“Write”, P(z,1), N—1, 1)],
where P() is a deterministic function and P(xz,l) represents the I-level bucket at the
path from root to the xth leaf node [Stefanov et al., 2018, Section 3.2].

function READBUCKET(B)
{Ct(Trace=T A B = P(z,l))}
S« {}
10
whilep ¢ < Z do > where Z is the constant size of each Bucket
d < dec(B]Ji])
Trace < Trace + (“Read”, B, 1)
S+ Sud
14 1+1
return S
{Ct(Trace =T + (“Read”, B,0) + (“Read”, B,1) 4+ - -- 4+ (“Read”, B, N — 1))}
{Ct(Trace = T' ++ mapping(“ReadBucket()”, z,1))}
end function

function WRITEBUCKET(B, S)
{Ct(Trace=T A B = P(z,1))}
10
whilep 7 < Z do > where Z is the constant size of each Bucket
ifp i < size(S) then > The size of S is random
d « S[i]
else
d < Dummy > dummy value, such as 0 or random value
BJi] + enc(d)
Trace < Trace + (“Write”, B, i, 1)
1 i+1
return S
{Ct(Trace =T + (“Write”, B,0, L) + --- + (“Write”, BN — 1, 1))}
{Ct(Trace = T ++ mapping(“WriteBucket()”, z,1))}
end function

FIGURE 5.6: Implementation and verification of ReadBucket() and WriteBucket()

specified in Section 5.2, we will also establish a mapping from the abstract representa-
tions to the concrete traces produced by our implementations, thereby showing that the

abstractions faithfully capture the essential behavior of the subroutines.

As illustrated in Fig. 5.6, the mapping function are defined at the beginning and the
blue ghost codes are added by our transformation (Chapter 4). Both ReadBucket()
and WriteBucket() operate on buckets of size Z, where Z is typically set to 4 or 5 in
practice [Stefanov et al., 2018, Section 3.3]. The function ReadBucket(B) decrypts all
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entries in the bucket B and returns the resulting plaintexts as an array S. Conversely,
WriteBucket(B, S) writes the contents of S into the bucket B. If the size of S is smaller
than Z, dummy values are written into the remaining slots to ensure a fixed memory

access pattern.

Our verification establishes that ReadBucket(B) always performs exactly Z sequential
reads from B, while WriteBucket(B, S) always performs exactly Z sequential writes to
B. Thus, their behavior is fully determined by the choice of bucket B. Since in the
main function (see Fig. 5.4) the bucket is given by B = P(x,!), these operations are
ultimately determined by the two parameters x and [. The detailed relation are shown

by the mapping function defined at the beginning of Fig. 5.6.

5.3 Path Oblivious Heap

The Path Oblivious Heap [Shi, 2019] provides the standard interfaces of a heap including
element insertion, deletion, finding the minimum, and extracting the minimum (this last
being a combination of finding and deletion). The Path Oblivious Heap has been used to
implement oblivious sorting [Shi, 2019], among other applications. The Path Oblivious
Heap is inspired by Path ORAM [Stefanov et al., 2018] and shares the same data tree

structure and several sub-functions.

However, unlike Path ORAM which provides only one interface, the Path Oblivious
Heap provides multiple such interfaces which increases somewhat the complexity of its
verification. The INSERT function takes two parameters: the key k& and value v to be
inserted; it returns two values: pos and 7, the position and timestamp of the inserted
element that together uniquely identify the inserted element in the heap. Timestamps
are allocated deterministically: the first item inserted into the heap has timestamp 0,
the second 1, and so on. The DELETE function takes a position pos and a timestamp 7

and removes the corresponding element that they uniquely identify.

This algorithm is designed to hide the contents of the key-value parameters passed to
INSERT (i.e., to hide the heap data), but not the kind of heap operations performed
(i.e., whether INSERT or DELETE was called), to an adversary who can observe the
algorithm’s memory access pattern. Thus the adversary is assumed to know what heap

operations will be performed and in what order; although not the parameters passed to
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function INSERT(k,v)

pos <—g U{0,1,2,...,N71}
Add(Broota (k‘, v, (p057 T)))

P+ U1, N/2-1} function DELETE(pos, T)
P s U{N/2,N/2+1,...,N—1} ReadNRm(pos, 7')
Evict(P) Evict(pos)
UpdateMin(P) UpdateMin(pos)
Evict(P’) end function

UpdateMin(P’)
return (pos, )
end function

FIGURE 5.7: Main interfaces of the Path Oblivious Heap

those operations. As such, since timestamps are deterministically allocated, they reveal
no information and so, following [Shi, 2019]’s original presentation, for simplicity we

largely ignore them henceforth.

The INSERT function uniformly chooses a new position pos from the set of all such
positions, {0,..., N —1}, and returns it, where N is the maximum number of items the
heap can store. When a DELETE happens, the location of the deleted element is revealed
to the attacker in the memory-access pattern. However, each inserted element’s location
was chosen independently and uniformly from the same fixed set, so the location reveals

nothing about the deleted element.

A notable feature—and a key verification challenge—of this algorithm is the delayed
information revelation: positions are selected during INSERT operations but are only
revealed during the corresponding DELETE operations. The number and order of INSERT
and DELETE calls may vary arbitrarily (although they are not considered as secret),

provided that each DELETE must happen after its corresponding INSERT.

At a high level, we address this challenge by constructing invariants and specifying con-
tracts for the INSERT and DELETE functions. In particular, we show that if the sequence
of function types (i.e., whether each call is an INSERT or a DELETE) is fixed, then the
resulting memory access pattern is uniformly distributed over a fixed set, regardless of
the specific parameters of the function calls. As a result, the memory access pattern

reveals no information about those parameters.
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5.3.1 Verification

Our verification applies to a perfectly oblivious approximation that never fails by as-
suming the private storage is infinite; in practice the failure probability (and, thus, the
statistical distance between the real implementation and the perfectly oblivious approx-
imation that we verify) is bounded by a negligible quantity [Shi, 2019, Corollary 2],

thereby allowing Theorem 3.15 to conclude obliviousness for the imperfect algorithm.

Our goal is to prove that any two sequences of operations of the same length and that
perform the same types of operations in the same order produce indistinguishable mem-
ory access patterns, in the sense that both are uniformly distributed over the same set of
possibilities. A sequence of operations corresponds to a series of calls to the interfaces,
e.g. a sequence could be [INSERT(:--), INSERT(:--), DELETE(---)]. The distribution
of the memory access pattern produced by two executions of this sequence should be

identical regardless of the parameters passed in each.

Fig. 5.7 depicts the oblivious heap algorithm [Shi, 2019, Section 3.3]. The various sub-
functions (e.g. Evict, UpdateMin) also update Trace to record their memory-access pat-

terns, which will be introduced in Section 5.3.2.

In Fig. 5.8, we prove obliviousness by verifying that each interface (1) maintains an
invariant inv(E), where E is the sequence of existing elements’ position in the heap,
and (2) ensures that the resulting memory-access pattern is uniformly distributed over
a fixed set independent of the input parameters. The invariant states that each position

is independently uniformly distributed over the fixed set of possible positions:

inv([pos1,posa, - -+, posy]) = U{o..Nfl}[POSﬂ * U{o..N71}[POS2] *ox U{o..Nq}[POSn]

The preconditions in Fig. 5.8 should be read as quantifying over T, the set over which
the historical memory-access pattern is uniformly distributed. At the beginning, T is
empty and we will verify the existence of T" as an global invariant between each call of

the interfaces.

We put the classical, Hoare logic verification of the sub-functions in the next section

(5.3.2, they are totally deterministic). The classical specification for each sub-function
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Let inv([pos1,posz, - -+ ,posy]) = Uio.N-1} [pos1] * U{o..N—l}[P082] *Lk U{o..N—l}[POSn]-
function INSERT(k,v)
{Ur[Trace] xinv(E)}
pos <=5 Uro12,. N1}
{Urp[Trace] x inv(E ++ [pos])}
Trace’ <+ Trace
{Urp[Trace'] * inv(E ++ [pos]) A Ct(Trace = Trace’)}
Add(BTOOta (ka v, (pOS, T)))
{Uyp[Trace'] * inv(E ++ [pos]) A Ct(Trace = Trace’ ++ T'A(root))}
{UTX{TA(root)}[Trace} * inV(E +t [pos])}
P <5 U1, N/2-1}
P 5 Uinyo Nj211,.. . N—1)
{Urx{TAroot)} [ Trace] * inv(E ++ [pos]) * U ny2-13 [Pl * Ugnyo. n -1y [P']}
Trace’ < Trace
{UTX{TA(root)}[Trace/] *inv(E ++ [pos]) * Ugg ny2-13[P] * U{N/2..N71}[P/]/\
Ct(Trace = Trace')}
Evict(P)
UpdateMin(P)
{UTX{TA(root)}[Trace/] *inv(E ++ [pos]) x U{O..N/271}[P] * U{N/Z..Nfl}[P/]/\
Ct(Trace = Trace’ ++ TE(P) ++ TU(P))}
{U T (T A(root)} x (TE@)++TU(p) | 0<p<n/2y[Trace] x inv(E ++ [pos]) x Ugnya nv-13[P']}
Trace’ « Trace
{Ur (T A(oot)} x {TEp) —+TU ) | 0<p<N/23[Trace’] * inv(E 44 [pos]) * Uyn/a n-13[P'IA
Ct(Trace = Trace')}
Evict(P’)
UpdateMin(P’)
{U (T Aroot)} x {TE(p)—+TU () | 0<p<N/23[Trace’] x inv(E 4+ [pos]) * Ugnya. n—13[P]A
Ct(Trace = Trace’ ++ TE(P') ++ TU(P'))}
{U k(T A(root)} x {TE@)++TU(p) | 0<p<N/2}x{TE(p)++TU(p) | N/2<p<N}|Trace’]x
(B ++ [pos])}
return (pos, )
end function

function DELETE(pos, T)
{Ur[Trace] x inv(E) A Ct(pos € E)}
Trace’ <+ Trace
{Urp[Trace'] x inv(E) A Ct(pos € E) A Ct(Trace = Trace’)}
ReadNRm(pos, 7)
{Ur[Trace] * inv(E) A Ct(pos € E) A Ct(Trace = Trace’ ++ TR(pos))}
Evict(pos)
{Urp[Trace'] x inv(E) A Ct(pos € E) A Ct(Trace = Trace’ ++ T'R(pos) ++ TE(pos))}
UpdateMin(pos)
{Ur[Trace'] x inv(E) A Ct(pos € E)A
Ct(Trace = Trace’ ++ T'R(pos) ++ T E(pos) ++ TU (pos))}
(taking pos; out from invariant)
{Urp[Trace] * inv(E \ [pos]) * Uyo.n—13[pos] A Ct(pos € E)A
Ct(Trace = Trace’ ++ T R(pos) ++ TE(pos) ++ TU (pos))}
(using proposition 1.8)
{Urx{TR(p)++TE@)++TU®) | 0<p<N}[Trace] xinv(E\ [pos])}
end function

FIGURE 5.8: Path Oblivious Heap (Fig. 5.7) Verification
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states that it adds to the Trace a fixed access pattern that depends only on the input

parameter. For instance, Evict’s classical Hoare logic specification is:

 {Trace = Trace’} Evict(x) {Trace = Trace’ ++ TE(z)}, where TE(z) (“Trace of Evict”)

abbreviates the access pattern for Evict for input parameter x.

We follow this same naming convention throughout: e.g. TU(x) is the memory-access
pattern of UpdateMin(z). For a set X, we write TE(X) to mean {TE(z) | x € X} and

SO OI.

Since the preconditions of these triples specify the initial value of Trace using an auxiliary
variable, we insert a line of ghost code Trace’ < Trace prior to each invocation of these
deterministic subfunctions (e.g. Evict) to ensure that their respective preconditions are
satisfied. The ghost variable Trace’ is not read anywhere in the program and has no

effect on the program’s execution.

DELETE’s precondition also makes sure its input is valid with Ct(pos € E), i.e. we only
delete existing elements. We first add a ghost variable Trace’ to record the initial value
of Trace and then use Ct(-) (certain) reasoning for the following three function calls.
Finally we convert the assertion to the desired one by Theorem 3.2. To do so, we use
the fact that TR, TE,TU are bijective and always produce the sequence with the same
length on their valid inputs (from 0 to N — 1) respectively, to satisfy the assumption of

the 8th proposition of Theorem 3.2.

Finally, the verification of INSERT shares the same idea as DELETE, repeated several
times. Note, T'A(root) is a fixed sequence because sub-function ADD’s memory-access
pattern is independent of ADD’s arguments (see Section 5.3.2). pos is the position of
the inserted element and is never used or leaked in this function. It is recorded in the
invariant and will be released (and leaked) when it is deleted; however, as explained in
Section 5.3, doing so reveals nothing since pos was chosen uniformly and independently

of secrets.

5.3.2 Path Oblivious Heap Deterministic Sub-functions

In this section we verify the memory access pattern of several deterministic sub-functions

satisfy the specification used in Section 5.3.1.
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TA(z) = TD(x) =
[(“Read”, 1,0), (“Write”, 1,0, 1), ..., (“Read”, 1, root), (“Write”, 1, iyoot), L] ,if & =1
[(“Read”, z,0), (“Write”, x,0, L), ..., (“Read”, z, 3), (“Write”, x, 3, L)] ,otherwise

TR(z) = TD(path(z)[0]) ++ TD(path(x)[1]) ++ - - - ++ TD(path(z)[log(N)])

TUith(z, 1) = [(“readAll”, pathR(x)[i]), (“readMin”, 2 % pathR(z)[i]),
(“readMin” | 2 % pathR(x)[i] + 1), (“writeMin” pathR(z)[i], L)]

TU(x) = [(“readAll”, pathR(z)[0]), (“writeMin”, pathR(z)[0])] ++
TUith(x, 1) 4+ TUith(.’I}, 2) + - TUith(x, |Og(2N) — 1)

TE(z) = [(“readAll”, path(z)[0]), (“readAll”, path(z)[1]), - - - , (“readAll”, path(z)[log(N)])]
++ [(“writeAll”, path(z)[0], L), - - -, (“writeAll”, path(z)[log(N)], L)]

FIGURE 5.9: Path Oblivious Heap’s trace functions

The path oblivious heap is implemented internally by two arrays: there is an array
tree of tree nodes that represents the tree, and an array min where min[i| stores the
minimum element of the sub-tree rooted at node tree[i]. The length of both arrays is

2N; however index 0 is unused, as is standard for using an array to represent a heap.
The reads and writes to both arrays are observable to the attacker.

Each node in the tree has a fixed number of positions for storing elements, where an
element has the form (k, v, 7) for key k, value v and timestamp 7. The number (denoted
Nroot) Of positions for the root node is decided by the algorithm’s security parameter [Shi,
2019], whereas the number of positions for the other nodes is 4. All of them store a

dummy element DUMMY initially.

We use ghost code to record the accesses to the tree and min arrays. When we access
a position treefi][j], we add (“Read”,i,j) or (“Write”,4,4, L) into the memory-access
trace depending on which type of access was performed. Similarly, when we access a
position min[i], we add (“readMin” ) or (“writeMin”, 4, L) into the trace. When we read
an entire node, we use (“readAll”,7) to denote [(“Read”,i,0), (“Read”,,1),...] up to the

number of positions for the node; we use corresponding notation for write accesses.

Given an integer p such that 0 < p < N, we define path(p) as the sequence of indexes of
the path from the root to the pth leaf of the tree. For example, path(0) = [1,2,4, ..., N].

We also define pathR(p) as the reversed sequence of path(p).
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function ADpD(i, (k,v, 7))
{Trace = Trace'}
s + false
7+0
whilep j < length(tree[i]) do
w <+ dec(treeli][j])
Trace < Trace + (“Read”, i, j)
ifp w =DUMMY A (!s) then
w < (k,v,7)
S < true
treeli][j] < enc(w)
Trace < Trace + (“Write”, 4,7, L)
j—3+1
{Trace = Trace’ + T A(i)}
end function

function EvicT(p)

{Trace = Trace'}

140

Ae])

whilep i < log(2N) do
A + A+ dec(treelpath(p)][i]])
Trace < Trace + (“readAll”, path(p)[:])
1 i+1

A < Evict_Locally(A)

whilep i < log(2N) do
tree[path(p)[i]] < enc(A[i])

Trace < Trace + (“writeAll”, path(p)[i], L)

11+ 1
{Trace = Trace’ + TE(p)}
end function

function READNRM(p, 7)
{Trace = Trace'}
7+0
whilep j < log(2N) do
DEL(path(p)[j], T, Trace)
j+—j+1
{Trace = Trace’ + TR(p)}
end function

function DEL(Z, 7)
{Trace = Trace'}
7«0
whilep j < length(tree[i]) do
w < dec(tree[i][7])
Trace < Trace + (“Read”, i, j)
ifp 7 = w[2] then
w < DUMMY
treeli][j] < enc(w)
Trace < Trace + (“Write”, 4,7, 1)
j—j3+1
{Trace = Trace’ + T'D(i)}
end function

function UPDATEMIN(p)
{Trace = Trace'}
10
whilep ¢ < log(2N) do
j « pathR(p)l[i]
A <+ dec(tree[j])
Trace < Trace + (“readAll”, j)
ifp i > 0 then
A — A+ dec(min[2j])
Trace < Trace + (“readMin”, 2y)
A+ A+ dec(min[2j + 1])

Trace < Trace + (“readMin”, 25 + 1)

min[j] < enc(min(A))
Trace < Trace + (“writeMin”, 5, 1)
141+ 1

{Trace = Trace’ + TU (p)}

end function

FiGure 5.10: Path Oblivious Heap’s deterministic sub-functions
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Then the sub-functions and corresponding specifications are in Fig. 5.10. The corre-
sponding functions that define their memory-access patterns are in Fig. 5.9. Note that
Evict_Locally(), called by Evict(), moves elements from the root towards the leaf on a
given path, as described in [Shi, 2019, Section 3.2]. It operates over the private mem-

ory A and so its memory accesses are unobservable to the attacker.

5.4 The Melbourne Shuffle

The Melbourne Shuffle [Ohrimenko et al., 2014] is a probabilistic oblivious algorithm
that takes an array (database) I as the public input and a target permutation 7 as its
secret input. Its job is to shuffle I according to the permutation m, placing the shuffled
data into the output array O. To do so, it makes use of a (larger) temporary array 7'
The algorithm is designed to be oblivious despite the access patterns of I, T and O being

observable to attackers.

In practice, this algorithm is designed to improve e.g. storage solutions for network-
based outsourcing of data [Goodrich et al., 2012, Williams et al., 2008]: the arrays I and
O are held locally by a client; shuffling is performed by a server whose memory is T
All communication between the client and server is encrypted; however, there might be
spies who can nonetheless observe the access patterns to the three arrays (e.g. via cache
side channels). Moreover, the cloud provider might be malicious and so might directly
observe the contents of array 7' to learn the secret data or the desired permutation. For

this reason, the algorithm keeps the contents of T" encrypted.

function SHUFFLE(I, 7, O)
m1 s Up(r);
T s
shuffle_pass(I, T, 71, O);
copy(O, I);
shuffle_pass(I, T, 7, O);
end function

FIGURE 5.11: The Melbourne Shuffle

The algorithm is presented in Fig. 5.11. Its primary function, shuffle(), takes an input
array I and rearranges it according to a given permutation m, placing the resulting
order into an output array O. The algorithm first uniformly selects an intermediate

permutation 7; from the set of all possible permutations of I, denoted as F'(I). It then
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function SHUFFLE'(I, 7, O)
Trace < []

1 4= Ug,(m)nS, (1)
T« []
shuffle_pass(I, T, 71, O, Trace)
copy(O, I); Trace < Trace + (“copy()”, “O”, “I”)
shuffle_pass(I, T, 7, O, Trace)
end function

FIGURE 5.12: Transformation of the perfect Melbourne shuffle

initializes a temporary array 7" and invokes the internal function shuffle_pass() twice. The
first invocation applies the intermediate permutation 7 to the original array, and the

second invocation applies the desired permutation 7 (from 71) to complete the shuffle.

The algorithm does not directly apply the target permutation 7 to the input array due to
a negligible chance of failure within the internal function shuffle_pass(). Specifically, this
internal function may fail for particular input permutations. Directly shuffling the input
according to the final permutation would cause consistent failure for certain permuta-
tions, thus leaking information about the permutation. By introducing an intermediate
permutation, the Melbourne Shuffle algorithm ensures that the probability of failure is
bounded by a negligible function with respect to the size of I [Ohrimenko et al., 2014]

given any possible input.

Following the conventions established at the algorithm’s inception, permutations 7 and
w1 are expressed as functions mapping each data element to its intended index posi-
tion [Ohrimenko et al., 2014]. For instance, given an input array I = [z,y,z| and
permutation 7 defined as w(z) = 1, n(y) = 0, and 7w (z) = 2, the resulting array after a
shuffle pass would be [y, z, z]. Without loss of generality, we assume the input array I

contains distinct elements.

5.4.1 Approximation and Transformation

To apply our verification approach, we first construct a perfectly oblivious approximation
of Fig. 5.11 by modifying the random selection of 7;. Rather than choosing from all
permutations F'(I), it instead selects from the set of permutations under which the
algorithm doesn’t fail. Letting 7; denote the unique permutation that describes the
contents of the input array I, this set of permutations under which the algorithm does

not fail is Sy(77) N Sp(m), where S, is defined following Ohrimenko et al. [2014].
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Let V(m,i,7) = {v | i < w(v) < j} denote ith to jth values in the permutation .
Then S, is a function that takes a permutation whose length is n, and returns the set of
permutations for which the input array uniquely described by 7 can be shuffled without
failure. S}, is defined as the set of all 7’ such that:
size(m) = size(n’) =n and Vi € {0,1,...,/n — 1},

size(V(m,/n-i,v/n-(i+1)NV(x' /n-i,x/nx(i+1))) <p-log(n).

This definition of S, is symmetric about 7 and 7', so we have that Vr, 7’. m € Sp(n') <~
n' € Sp(m). Thus, the Melbourne shuffle succeeds if and only if m; € S,(7)NSy(7) [Ohri-
menko et al., 2014, Lemma 4.4].

The statistical distance between our approximation and the original algorithm is at
most a negligible function of n [Ohrimenko et al., 2014, Lemma 4.3]. We can thus verify

Fig. 5.11 by proving perfect obliviousness of the approximation following Lemma 3.15.

The function copy(O, I) is re-written by us according to the requirement of transfor-
mation (Definition 4.2). It copies the entire contents of O to I, performing decryption
followed by re-encryption, thereby ensuring that the second shuffle pass operates on the
output of the first. Its corresponding memory access pattern in the simplifed transfor-
mation is deterministic and is abstractly represented as (“copy()”, “O”, “I”,n). This
is shorthand for assuming there is a memory access pattern function for copy() that is
deterministic in the starting addresses of O and I, and their lengths n - we capture here

instead the arguments such a deterministic function would depend on

5.4.2 Verification

We verify the perfectly oblivious approximation by applying our logic to prove that it

produces a fixed, deterministic memory access pattern.

Let TS(“I”, “T”, “O”,n) denote the memory access pattern determined by n and pro-
duced by calling shuffle_pass(1, T, m, O) for any m, we prove the memory access pattern
Of Flg. 5.13 iS TS((LI”’ ((T”’ ££O7’7n) _|_ (“COpy()”, (4077’ “I”’n) —’_i_ TS(“I”’ “T”’ HO”’/’,L),

as shown in the final postcondition.

The precondition of Fig. 5.13 states that the initial array I contains n unique elements,

and that 7y does indeed describe its contents correctly.
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function SHUFFLE(I, 7, O)
{Ct(size(I) = n = size(Set(I)) AVv € I. I[nr(v)] =v)}
Trace + |]
{Ct(Trace = [| Asize(I) = n = size(Set(I)) A (Vv € I. I[rr(v)] =v))}
™ 5 Us,y(m)ns, (m)
{Ct(Trace =[] A S|ze(I) =n = size(Set(I)) A (Vv € I. I[r(v)] =v))
Uy, [S,(m) 0 Sy(m)])
{Ct(Trace =[] A S|ze(I) = n = size(Set(I))A
(Vo € I. I[m(v)] = v) Ami € Sp(m) N Sp(mr))}
T
{Ct(Trace = [| Asize() = n = size(Set(l)) A (Vv € I. I[mr(v)] = v)A
T = [ Am € Sy(x) N Sylm))
shuffle_pass(Z, T, 71, O, Trace)
{Ct(Trace = TS(“I”, “T”, “O”,n) A size(O) = n = size(Set(O))A
(Vv € O. O[mi(v)] =v) Ay € Sp(m) N Sp(nr))}
copy (O, I); Trace + Trace + (“copy()”, “O”, “I” ,n)
{Ct(Trace = TS(“I”, “T”, “O”,n) + (“copy()”, “O”, “I” ,n)A
size(I) = n =size(Set(I)) A (Vv € I. I[m(v)] =v) Am e Sy(m))}
shuffle_pass(I, T, w, O, Trace)
{Ct(Trace = TS(“I”, “T", “O”,n) + (“copy()”, “O”, “I” ,n) ++ TS(“I”, “T”, “O” ,n)
A size(O) = n = size(Set(0O)) A (Yv. O[n(v)] =wv))}
end function

FIGURE 5.13: Verification of the Melbourne shuffle. Set(A) is the set of values in
array A.

This proof relies on the inner function shuffle_pass adhering to the following specification.

{Ct(Trace = X Asize(I) = n = size(Set(I)) A (Vv € I. I[mi(v)] =v) Am e Sp(m))}
shuffle_pass(I, T, 7, O, Trace)
{Ct(Trace = X 4++ TS(“I”, “T™, “O”,n) A size(O) = n = size(Set(0))A
(Vv € 0. O[r(v)] =v))}

Note that this is a classical Hoare logic specification, and that shuffle_pass is a determin-
istic algorithm. Therefore this specification can be proved in classical Hoare logic [Hoare,
1969] and so is introduced in Appendix A. Importantly, the postcondition of this speci-
fication states also that the shuffle is correctly performed: Vv € O. O[n(v)] = v. This
is crucial as otherwise the two calls to shuffle_pass cannot be chained together (as the
precondition for the second call relies on this assumption). Thus the obliviousness of

this algorithm depends on its correctness. This explains the vital importance of being
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able to mix classical correctness reasoning with probabilistic reasoning, as supported by

our logic via the Ct(-) assertions and associated rules (Fig. 3.3).

5.5 Summary

This chapter demonstrated the practical applicability and expressiveness of our ver-
ification framework by applying it to four diverse, non-trivial probabilistic oblivious
algorithms: Oblivious Sampling [Sasy and Ohrimenko, 2019], the Melbourne Shuf-
fle [Ohrimenko et al., 2014], Path ORAM [Stefanov et al., 2018], and the Path Oblivious
Heap [Shi, 2019]. Each of these algorithms was formally verified—at the pen-and-paper
level—using the logic introduced in Chapter 3 and the transformation framework of

Chapter 4.

All four case studies involved the use of encryption and required our transformation. The
transformed versions were then verified using our logic, proving either statistical or com-
putational obliviousness depending on the assumed security properties of the encryption
scheme. Our verification shows that the framework is expressive and modular enough to
support complex reasoning involving probabilistic independence, uniform distributions,

encryption soundness, and control-flow branching.

These results demonstrate that our framework is not only theoretically sound (as es-
tablished in previous chapters), but also practically applicable to real-world oblivious

algorithms with significant cryptographic and oblivious requirements.



Chapter 6

Conclusion and Future Directions

This thesis introduced a comprehensive framework for the formal verification of proba-
bilistic oblivious algorithms. These algorithms, central to secure and privacy-preserving
computation, pose significant verification challenges due to their combination of proba-

bilistic behavior, cryptographic operations, and subtle side-channel resistance properties.

6.1 Summary of Contributions

Our work addressed these challenges through a sequence of novel, systematically devel-

oped components:

e A Program Logic for Obliviousness: In Chapter 3, we developed a new pro-
gram logic that combines classical reasoning with probabilistic and independence-
based reasoning. Situated atop Probabilistic Separation Logic (PSL), it supports
verification of properties such as uniform distribution, probabilistic independence,
and their interaction with classical assertions. Key constructs include the cer-
tainty assertion Ct(-), and several inference rules allowing the interaction of the

two reasoning styles.

129
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e A Framework for Verifying Encryption Usage: In Chapter 4, we introduced

6.2

a systematic transformation and verification method to check for the correct ap-
plication of encryption in oblivious algorithms. This framework handles both sta-
tistical and computational security definitions and distinguishes encrypted from

unencrypted trace data to ensure secret values are properly protected.

Formal Verification of Case Studies: In Chapter 5, we applied our framework

to verify four real-world oblivious algorithms:

— Oblivious Sampling, which requires reasoning about dynamic random choices

and secret-dependent control flow.

— Path ORAM, involving invariants over probabilistic independence.

The Melbourne Shuffle, combining deterministic access patterns with crypto-

graphic assumptions.

— Path Oblivious Heap, with delayed information release and complex update

behavior.

To the best of our knowledge, these case studies are formally verified here for the

first time.

Artifact: The soundness of our logic, transformation and the statistical security
implication theorem were fully formalised and proved in Isabelle/HOL, uncover-
ing and correcting several oversights in the original PSL. This provides a robust

foundation for trustworthy formal reasoning in probabilistic settings.

Future Work

This work opens several promising directions for future research:

Automation and Tactic Support A natural extension of this work lies in improv-

ing the degree of proof automation and tactic support available to users of the logic.

Currently, a significant amount of manual effort is required to construct and manage

invariants, as well as to select suitable reasoning rules for different proof obligations.

By integrating invariant inference techniques and tactic-guided rule application, veri-

fication could become substantially more scalable and accessible to non-experts. One
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particularly challenging aspect is the automatic determination of the most appropriate
reasoning style—whether purely classical or probabilistic—for each proof step. Address-
ing this problem may require the development of heuristics or meta-logical rules capable
of adapting to the structure of the algorithm being verified. Successful automation in
this direction would not only reduce the cognitive burden on verifiers but also pave the

way for applying these techniques to larger systems.

Direct Reasoning about Negligible Failures Another compelling line of research
is to extend our logic or introduce the new logic to reason directly about bounded failure
probabilities, as discussed in Section 3.7.2. The current framework is designed around
idealized assumptions, but practical algorithms often tolerate negligible failure prob-
abilities for better space complexity. Developing methods to capture and verify such
imperfect behaviors within the logic would significantly broaden its practical applicabil-
ity. However, reasoning about bounded failures is technically difficult, as the structure
and nature of the failure arguments vary widely across different algorithms. Building a
systematic logical framework to accommodate these diverse techniques is therefore an

ambitious but impactful research goal.

Moreover, logics that support conditional probability reasoning (see Section 2.4.2.3) may
enable a direct formalization of imperfect obliviousness for practical algorithms, rather
than reasoning only about idealized versions without failure probability. In particular,

one could capture the guarantee as: if the program does not fail, then it is oblivious.

Broader Applicability Although the central motivation of this work has been the
verification of probabilistic oblivious algorithms, the underlying techniques have the po-
tential to extend much further. The integration of classical reasoning about deterministic
state and probabilistic reasoning about distributional properties provides a flexible foun-
dation that may benefit other domains of security verification. For instance, many cryp-
tographic primitives and randomised algorithms require reasoning about independence
or probabilistic indistinguishability, which closely parallels the arguments developed in
this thesis. By generalizing the framework beyond obliviousness, future work may un-
cover applications in the formal verification of cryptographic protocols, randomised data
structures, and probabilistic concurrent systems. In doing so, the logic could contribute

to a broader class of verification tasks where probabilistic reasoning plays a central role.
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Support for Non-Uniform Distributions The current assertion language is re-
stricted to uniform distributions. While this is sufficient for the case studies considered
in this thesis, it limits the broader applicability of the framework. In practice, many
randomised algorithms rely on biased coins, weighted sampling, or other non-uniform
distributions that cannot be naturally expressed within the present design. Extending
the logic to accommodate such distributions would therefore represent a substantial ad-
vancement. The key objective of this extension would be to increase expressiveness while
preserving the soundness of existing proof rules. Technically, this requires enriching the
assertion language with symbolic representations of arbitrary distributions and intro-
ducing additional inference rules. Since the current rules do not depend on uniformity
assumptions, they would remain valid under this extension. While the additional com-
plexity introduces new proof challenges, the outcome would greatly expand the range of

algorithms and applications that can be formally verified within this framework.

Systematic Comparison of Verification Approaches Path ORAM (one of our
case studies in Chapter 5) has also been the subject of prior verification efforts [Sahai
et al., 2020, Leung et al., 2023]. In particular, [Sahai et al., 2020] analyze the algorithm
in a non-probabilistic setting by modeling it as a nondeterministic transition system and
applying model counting to establish a security property. Their property states that,
for any observable output, there exists a sufficiently large set of inputs such that the ad-
versary cannot determine which specific input produced that output. This specification
is arguably the strongest guarantee attainable in a nondeterministic model. However, it
is also satisfied by implementations that employ biased randomness, which may in fact
leak excessive information about the input. By contrast, our specification requires that,
for each input, the resulting outputs are identically distributed with respect to the ad-
versary’s observational capabilities—a condition that would not hold under such biased
implementations. A systematic comparison between these complementary approaches

would provide valuable insight into their respective strengths and limitations.

Verification under Alternative Obliviousness Standards Some oblivious algo-
rithms adopt security definitions that are not based on probabilistic independence, plac-

ing them beyond the direct scope of our current framework. A notable example is the
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class of Differentially Oblivious Algorithms [Chan et al., 2022], which extend ideas from

differential privacy to the setting of obliviousness.

Differential obliviousness ensures that the memory access patterns of an algorithm do
not reveal sensitive information about the input, except up to a small statistical leakage.
More precisely, it requires that for any two adjacent inputs (e.g. differing in one record),
the distribution over the resulting access patterns is close in a probabilistic sense, typi-
cally bounded by parameters (g, d), analogous to differential privacy [Dwork et al., 2006,
Dwork and Roth, 2014].

Verifying differential obliviousness involves reasoning about approximate probabilistic
couplings between program executions, rather than exact independence. This approach
allows one to prove that two probabilistic programs behave similarly with high probabil-
ity, even if their outputs are not exactly the same. Techniques such as the approximate
relational Hoare logic (apRHL) [Barthe et al., 2016a, 2013] and other relevant works
[Zhang and Kifer, 2017, Farina et al., 2021, Barthe et al., 2014b, Bichsel et al., 2018]

have been developed to support formal reasoning about such probabilistic closeness.

Integrating differential obliviousness into a verification framework poses several chal-
lenges. First, it requires a logic that can express relational properties over distributions
with approximate bounds. Second, the verification often depends on fine-grained reason-
ing about the interaction between control flow, randomness, and memory access patterns.
These aspects are fundamentally different from the independence-based reasoning used

in our logic, suggesting the need for orthogonal techniques.

In future work, it would be valuable to investigate whether these verification methods
could be combined with our framework. In particular, it is worth exploring how approx-
imate couplings—central to differential privacy and differential obliviousness—might

interact with our transformation-based reasoning framework.



Appendix A

Deterministic Subfunctions of the

Melbourne Shuffle

In this appendix, we present the deterministic subfunctions of the Melbourne Shuf-
fle. As shown in Fig. A.1, the primary subfunction is Shuffle_Pass(), which internally
calls getRange(), putRange(), and several other auxiliary routines. Since getRange() and
putRange() perform reads and writes to public locations (I, T', and O), their memory
access patterns are observable. We implement these functions in accordance with the
descriptions provided in [Ohrimenko et al., 2014, Section 2.2]. Additional subfunctions,
such as clean() and dummy_pad(), are also defined in the Melbourne Shuffle paper but
are omitted here, as they are entirely unobservable to an adversary and do not affect

the algorithm’s obliviousness.

The function Shuffle_Pass() operates in two phases [Ohrimenko et al., 2014, Section 4.2].
The first phase, implemented as the outer loop with two nested inner loops, is the distri-
bution phase, which moves elements from I (the input array) into 7' (a temporary array).
The second phase, also implemented as an outer loop, is the clean-up phase, which clears
T and writes the results to O (the output array). In practice, the distribution phase
may fail; however, for our reasoning, we consider an idealized version that never fails,
assuming that the target permutation 7 is suitably chosen before Shuffle_Pass(1, T, w, O)

is called.
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function GETRANGE(S, loc, )
a< |
140
whilep 7 <[ do
a < a+ S[loc+ 1]
return a
end function

function PUTRANGE(S, loc, a)
140
whilep i < size(a) do
Slloc + 7] < enc(a[i])
end function

function SHUFFLE_PASS(I, T, 7, O)
max_elems < p * log(n)
num_buckets < \/n
id[ 0
whilep id; < num_buckets do
buckety; < getRange(I,id; x \/n,\/n)
rev_bucket); <— empty_map()
ide <0
whilep id. < /n do
xv <— dec(bucket /[id])
idr [ (xv[0]))/v/n]
rev_buckety[id7r].add(xv)
ide < ide + 1
idp <0
whilep idp < num_buckets do
if p size(rev_bucketys[id7] > max_elems) then fail()
rev_buckety;[id7] - dummy_pad(rev_bucket,;[id7, max_elems])
putRange(7, id7 * y/n * max_elems + max_elems * idy, rev_buckets[idr])
idp < idp + 1
idf < idy+1
idT +~0
whilep id7 < num_buckets do
buckety; + getRange(T',idr x y/n * max_elems, \/n * max_elems)
buckety; < clean(bucketys)
putRange(O, idr * \/n, bucketys)
idp < idp +1
end function

FIGURE A.1: The Melbourne Shuffle Subfunctions
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Let get(S, loc,i) = [(“Read”, S, loc 4 0), (“Read”, S,loc + 1), -, (“Read”, S,loc + i — 1)]
Let put(S,loc,i) = [(“Write”, S,loc + 0, L), -, (“Write”, S,loc+1i— 1, 1)]

function GETRANGE’(S, loc, )
{Ct(Trace =1T)}
a ||
140
{Ct(Trace=T ANa=[]Ai=0)}
whilep 7 <[ do
{Ct(Trace =T ++ get(S,loc,i) ANi < 1)}
a < a+ Slloc + i
Trace < Trace + (“Read”, S, loc + 1)
return a
{Ct(Trace = T ++ get(S,loc,l) Ni = 1)}
end function

function PUTRANGE’(S, loc, a)
{Ct(Trace =T}
140
whilep i < size(a) do
{Ct(Trace = T ++ put(S, loc,i) A i < size(a))}
Slloc + 7] + enc(ali])
Trace < Trace + (“Write”, S, loc 44, L)
{Ct(Trace = T ++ put(S, loc,size(a)) A i = size(a))}
end function

FIGURE A.2: Transformations and Specifications of two low-level functions

Transformation Since only getRange() and putRange() directly access observable lo-
cations, we introduce ghost code exclusively within these two subfunctions, as illustrated
in Fig. A.2. To meet the transformation requirements specified in Definition 4.2, we defer
the encryption of secret data until immediately before it is written to the public loca-
tions in putRange() so that the transformation can identify the ciphertext and record

them as | in the simplified transformation.

Obliviousness Verification The verification of getRange() and putRange() is pre-
sented in Fig. A.2. These functions perform sequential reads and writes, respectively,
with their memory access patterns determined by get() and put(). The correctness of

these patterns is established by introducing appropriate loop invariants.

The obliviousness verification of Shuffle_Pass() is presented in Fig. A.3. This function

contains one large nested loop followed by a single-layer loop. To facilitate verification,
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we define several auxiliary functions at the beginning of the figure to specify the loop
invariants for each loop that may access public locations. Since the loops are nested,
the auxiliary functions are likewise nested to mirror this structure. Finally, the function

TS() captures the overall memory access pattern produced by Shuffle_Pass().

The precondition of this function consists of three components:

e Trace = X specifies that the initial state may already include a memory access

history, stored in X.

e size(l]) = n = size(Set(])) asserts that the size of the input array I is n, and that
all elements of I are unique. This uniqueness requirement ensures the validity of
the permutation functions 7w and 7. If duplicates are present, they can be padded

with their indices to enforce uniqueness.

e The remaining part asserts that the permutation function 7y correctly describes the
input I, and that the target permutation 7 will not cause a failure (i.e. 7 € Spy(m1),

as defined in Section 5.4).

As Section 5.4 specified, the comprehensive verification of this function encompasses
both obliviousness—with respect to Trace, as illustrated in Fig. A.3—and correctness,
which establishes that 7 correctly describes the output and that the output elements are
unique. In this section, we present only the obliviousness verification; the correctness

proof can be found in [Ohrimenko et al., 2014, Section 4.2].
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Let inner(T,i,t,n,m) = put(T, (0 * /n+1i) *m,m) ++ put(T, (1 x/n+1i)*xm,m) ++
<+ put(T, ((t— 1) *x /n+14) *m,m)

Let dist(I,T,i,n,m) = get(I,0 % \/n,/n) ++ inner(T, 0, num_buckets, n, m) ++
get(I,1*/n,y/n) ++ inner(T, 1, num_buckets, n, m) ++ - - - ++
get(I, (i — 1) x /n,/n) ++ mner(T i — 1, num_buckets, n, m)

Let cIn(T, O,i,n,m) = get(T,0 * \/n * m,/n*xm) ++ put(O,0 x \/n,/n) ++
get(T, 1 x /nxm,/nxm) + put(O,1 % /n,/n) + -+ ++
get(T, (i — 1) * /nxm,y/n*xm) ++ put(O, (i — 1) x /n,/n)

Let TS(I,T,0,n) = dist(I,T, /n,n,p *log(n)) ++ cIn(T, O, /n,n,p x log(n))
function SHUFFLE_PASS’ (I, T, 7, O)
{Ct(Trace = X Asize(I) = n = size(Set(dec(1))) A (Vv € I. I[mi(v)] =v) Am e Sp(m))}
max_elems <+ p * log(n)
num_buckets « /n
id] +~—0
whilep id; < num_buckets do
{Ct(Trace = X ++ dist(/,T,id;, n, max_elems))}
buckety; « getRange'(I,id; * \/n,/n)
{Ct(Trace = X ++ dist(1,T,ids, n, max_elems) ++ get(I,id; * /n,\/n))}
rev_buckety; < empty_map()
ide < 0
whilep id. < /n do
xv < dec(buckety[id.])
idr  [m(xv[0]))/v/n]
rev_buckety[idr].add(xv)
ide < ide + 1
idT ~0
whilep idy < num_buckets do
{Ct(Trace = X ++ dist(1,T,id;, n, max_elems) ++ get(/,id; * /n, /n)
++ inner(T, idy, id7, n, max_elems)) }
if p size(rev_bucketys[id7] > max_elems) then fail()
rev_buckety[idy] - dummy_pad(rev_bucket,;[id7, max_elems])
putRange/ (T, idp * \/n * max_elems + max_elems x idy, rev_bucket[id7])
idp < idp + 1
idf «—idy+1
{Ct(Trace = X ++ dist(/, T, num_buckets, n, max_elems))}
idT +~0
whilep id7 < num_buckets do

{Ct(Trace = X 4+ dist(/, T, num_buckets, n, max_elems) 4++ cIn(T, O, id, n, max_elems))}

buckety; + getRange/ (T, idr * \/n x max_elems, \/n * max_elems)
buckety;s < clean(bucketys)
putRange’ (O, idr * \/n, buckety;)
idp < idp +1
{Ct(Trace = X ++ TS(“I”,“T”, “O",n))
end function

FIGURE A.3: Transformation and Verification of Shuffle Pass
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